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CrowdStrike Certified Identity Specialist(CCIS) Exam Sample Questions
(Q43-Q48):

NEW QUESTION # 43
Falcon Identity Protection can continuously assess identity events and associate them with potential threats WITHOUTwhich of the
following?

e A. API-based connectors
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¢ B. The need for string-based queries
¢ (. Machine-learning-powered detection rules

¢ D. Ingesting logs
Answer: B

Explanation:

Falcon Identity Protection is architected as alog-free identity security platform, a core tenet emphasized throughout the CCIS
curriculum. Unlike traditional SIEM- or log-based solutions, Falcon Identity Protection doesnot require string-based queriesto
continuously assess identity events or associate them with threats.

Instead, the platform relies onmachine-learing-powered detection rules,real-time authentication traffic inspection, and API-based
connectorsto collect and analyze identity telemetry directly from domain controllers and identity providers. This approach eliminates
the operational complexity of building, tuning, and maintaining query logic.

String-based queries are commonly associated with legacy log aggregation tools and SIEM platforms, where analysts must manually
search logs to identify suspicious behavior. Falcon Identity Protection replaces this model withbehavioral baselining and autormated
correlation, enabling continuous identity risk assessment without human-driven query execution.

Because Falcon does not require string-based queries to operate,Option Dis the correct and verified answer.

NEW QUESTION # 44
‘Which entity tab will show an administrator how to lower the account's risk score?

A. Asset
B. Timeline
C. Risk

D. Activity

Answer: C

Explanation:

In CrowdStrike Falcon Identity Protection, theRisktab within a user or account entity provides administrators with direct visibility
mtowhy an account has a specific risk score and what actions can be taken to reduce that score. This fnctionality is a core
component of theUser AssessmentandRisk Assessmentsections of the CCIS (CrowdStrike Identity Specialist) curriculum.

The Risk tab aggregates bothanalysis-based risksanddetection-based risks, clearly identifying contributing factors such as
compromised passwords, excessive privileges, risky authentication behavior, stale or never- used accounts, and policy violations. It
also highlights theseverity, likelihood, and consequenceof each risk factor, allowingadmmnistrators to prioritize remediation efforts
effectively. Most importantly, this tab provides actionable guidance, enabling teams to understand which specific remediation steps-
such as enforcing MFA, resetting credentials, reducing privileges, or disabling unused accounts-will directly lower the account's
overall risk score.

Other entity tabs do not provide this capability. TheTimelinetab focuses on chronological events and detections, the Activitytab
displays authentication and behavioral activity, and theAssettab shows associated endpoints and resources. Only theRisktab is
designed to explain risk drivers and guide remediation, making Option Dthe correct and verified answer.

NEW QUESTION # 45
When an endpoint that has not been used in the last90 daysbecomes active, a detection forUse of Stale Endpointis reported.

A. 180 days
B. 90 days
C. 60 days
D. 30 days

Answer: B

Explanation:

Falcon Identity Protection identifiesstale endpointsas systers that have not authenticated or shown activity for an extended period
and then suddenly become active. According to the CCIS curriculum, an endpoint that has been inactive for90 daysand then
resumes activity will trigger aUse of Stale Endpointdetection.

This detection is important because attackers frequently exploit dormant or forgotten systemns to re-enter environments, evade
monitoring, or move laterally. A long period of inactivity followed by sudden authentication activity is considered a strong identity
risk signal.



The 90-day threshold is used to establish a reliable inactivity baseline while minimizing false positives.
Shorter timeframes could incorrectly flag normal usage patterns, while longer timeframes could delay detection of genuine threats.
Because Falcon explicitly defines stale endpoint activity using a90-day inactivity window,Option Bis the correct answer.

NEW QUESTION # 46
Under which CrowdStrike documentation category could you find Identity Protection API information?

A. Falcon Management
B. CrowdStrike APIs
C. Tools and Reference
D. CrowdStrike Store

Answer: B

Explanation:

Identity Protection API documentation is part of CrowdStrike's centralized API documentation structure.

According to the CCIS curriculum,Identity Protection API information is located under the

"CrowdStrike APIs" documentation category.

This category includes:

* API authentication and scopes

* Identity Protection GraphQL schemas

* Query examples for detections, incidents, users, and risk

* Usage guidance and limitations

CrowdStrike consolidates all API-related documentation in one location to ensure consistent access and maintenance across Falcon
modules. Identity Protection APIs are not documented under Falcon Management, Store, or general reference sections.

Because all product APIs-including Identity Protection-are documented underCrowdStrike APIs,Option Dis the correct and verified
answer.

NEW QUESTION # 47
The Enforce section of Identity Protection is used to:

A. Define policy rules that determine what actions to take in response to certain triggers observed in the environment
B. Configure domains, appliances, subnets, connectors, risk configuration, and settings

C. View all identity-based detections and identity-based incidents in the environment

D. Gain an overview of the domain and indicate whether the domain follows best security practice

Answer: A

Explanation:

The Enforce section of Falcon Identity Protection is dedicated to policy-based identity enforcement.

According to the CCIS curriculum, this section allows administrators to define and manage Policy Rules and Policy Groups that
specify how the platform should respond when identity-related conditions are detected.

These rules evaluate triggers such as risky authentication behavior, privilege misuse, compromised credentials, or elevated risk
scores, and then execute actions like blocking access, enforcing MFA, or initiating Falcon Fusion workflows. Enforce is therefore
the execution layer of Falcon's identity security model.

The other options correspond to different sections of the platform:

Configuration tasks are handled in Configure.

Detections and incidents are reviewed in Monitor or Explore.

Domain posture overviews are displayed in Domain Security Overview.

Because Enforce directly controls what actions are taken in response to identity risk, Option B is the correct and verified answer.

NEW QUESTION # 48
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