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o Protect Data Used by Al Services: This section evaluates Al Governance Specialists on securing data in
Al-driven environments. It includes implementing controls for Microsoft Purview, configuring Data Security

A1 Posture Management (DSPM) for Al, and monitoring Al-related security risks to ensure compliance and

protection.

¢ Inplement Information Protection: This section measures the skills of Information Security Analysts in
classifying and protecting data. It covers identifying and managing sensitive information, creating and
applying sensitivity labels, and implementing protection for Windows, file shares, and Exchange.
Candidates must also configure document fingerprinting, trainable classifiers, and encryption strategies using
Microsoft Purview.

FH 2

o Inplement Data Loss Prevention and Retention: This section evaluates Data Protection Officers on
designing and managing data loss prevention (DLP) policies and retention strategies. It includes setting

=M 3 policies for data security, configuring Endpoint DLP, and managing retention labels and policies.

Candidates must understand adaptive scopes, policy precedence, and data recovery within Microsoft 365.

e Manage Risks, Alerts, and Activities: This section assesses Security Operations Analysts on insider risk

management, monitoring alerts, and investigating security activities. It covers configuring risk policies,
=M 4 handling forensic evidence, and responding to alerts using Microsoft Purview and Defender tools.
Candidates must also analyze audit logs and manage security workflows.

%| &l Microsoft Certified: Information Security Administrator Associate SC-
401 FEMEZEEA (Q100-Q105):

EE #100
You have a Microsoft 36S ES subscription that has a Microsoft Purview exact data match (EDM) classifier named EDMI.
You plan to create the Microsoft Purview policies shown in the following table.

[ Hame | Tl
- : T F

‘Which policies can use EDM1?

A. Retention 1 only

B. DLP1 and Insider] only

C. Insider] and Retentionl only
D. DLP1. Insider], and Retentionl
E. DLP1 only

HE: E

MY

Comprehensive Detailed Explanation with References

Exact Data Match (EDM) classifiers are designed to identify highly sensitive structured data (like customer IDs, account numbers)
with higher accuracy.

EDM classifiers can only be used within Data Loss Prevention (DLP) policies in Microsoft Purview.

They cannot be used in Insider Risk Management or Retention policies.

Reference: EDM classifiers in Microsoft Purview

"EDM sensitive information types can only be used in data loss prevention policies."

EE #101



You have a Microsoft 36S ES subscription.

You plan to use the Microsoft Purview portal to map human resources (HR) data for use with insider risk management policies.
You need to add a data connector to import the HR data.

‘What should you do first and in which format should you import the data? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.

G T

Configure the Insider risk management seftings

Create a new impart job in the Oﬂhhmn&gﬂﬂm! settings
Create a subject rights reqlilest,

Register an.agfiin Maghos0ft Entra 1D

Microsoft S&\&—

oDs

Create a new import job iwthe Data lifecycle management sattings
Create a subject rights request
Register aft 3pp h Microsoft Entra 1D

e AP SS Microsoft

XLSX

XML
oDs

Explanation:
Answer Area
First:  Configure the Insider pisk management settings >
importas: (CSV ¥,
Microsoft
ZAE #102

You have a sensitive information type based on a tramable classifier.
You are unsatisfied with the result of the tramable classifier.
Youneed to retrain the classifier.

What should you use in the Microsoft Purview portal?

e A Content search

e B. Labels from Information protection

e C. Labels from Information governance

e D. Content explorer from Data classification

He: D

MY
Trainable classifiers in Microsoft Purview learn firom sample documents. When the initial results are unsatisfactory, retraining is done



by reviewing and reclassifying iterms through Content explorer under the Data classification section of the Purview compliance portal.
This allows you to give feedback by marking docurments as "relevant” or "not relevant" to improve classifier accuracy.

The other options do not support retraining:

Labels from Information protection # Used to configure and manage sensitivity labels, not train classifiers.

Labels from Information governance # Used for retention labels, not classifiers.

Content search # Used for eDiscovery and searching content, not classifier training.

Reference: Tramable classifiers in Microsoft Purview

EAE #103

You need to meet the technical requirements for the Site1 documents.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

Actions J_"a‘j:‘_l_ |] Cros @E:'][ Answer Area

Create a sensitivity label |
Wait 24 hours and then turn on the policy l

: Create a sensitive info type 1 ]
: r. .Y

Create a retention label.
L

Create an auto-labeling policy

e
M.
Actions | Answer Area
_______________ |!|T,"""_.'.'I"""I
Lc“’“‘ a sensitivity label | i I| Create a sensilive Info type |
\.‘-:u:-?-d ;c':_r'_x (]—"I-L:H—L r: ':_. T;r ;—:u: I:,_ | I—Cn.m. l!‘LHHUDH label
::::::::::::::|.- ——————— M +C—t’8—5€1+i
T'Cn.a!e a sensitive info type | | Create an auto-labeling policy
_______________ |
______________ |
[Creﬂloa retention label : |
.FCrealeamuto abeling policy :i
Explanation:
Actions Answer Area
T Create a senfitive info type.
\Vicroc |
hJJ 11 | u‘auhﬁ : —.
! Wait 24 hours and then turn on the policy. ] Createa sensitivity label.
i N
Create an auto-labeling policy.

Create a retention label. ]

The goal is to automatically label documents in Site1 that contain credit card numbers. To achieve this, we need a sensitivity label
with an auto-labeling policy based on a sensitive info type that detects credit card numbers.



Step 1: Create a Sensitive Info Type

# A sensitive info type is needed to detect credit card numbers in documents.

# Microsoft Purview includes built-in sensitive info types for credit card numbers, but we can also create a custom one if necessary.
Step 2: Create a Sensitivity Label

# A sensitivity label is required to classify and protect documents containing sensitive information.

# This label can apply encryption, watermarking, or access controls to credit card data.

Step 3: Create an Auto-Labeling Policy

# An auto-labeling policy ensures that the sensitivity label is applied automatically when credit card numbers are detected in Sitel.
# This policy is configured to scan files and automatically apply the correct sensitivity label.

HEE #104

You have a Microsoft 365 ES5 subscription.

You create a data loss prevention (DLP) policy and select.

Use Notifications to inform your users and help educate them on the proper use of sensitive info.
‘Which apps will show the policy tip?

A. Outlook Win32 and Outlook for iOS and Android only

B. Outlook on the web. Outlook Win32, and Outlook for iOS and Android
C. Outlook Win32 only

D. Outlook for iOS and Android only

E. Outlook on the web only

F. Outlook on the web and Outlook Win32 only

He: B

MY

DLP policy tips are shown across all supported Outlook clients: Outlook on the web (OWA), Outlook desktop (Win32), and
Outlook mobile apps (10S and Android). This ensures users are informed when sending sensitive information across any supported
client.

Reference: Policy tips in DLPDLP policy tips are shown across all supported Outlook clients: Outlook on the web (OWA), Outlook
desktop (Win32), and Outlook mobile apps (10S and Android). This ensures users are informed when sending sensitive information
across any supported client.

Reference: Policy tips in DLP
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