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A2 #75

A company lacks visibility into the many different types of user and loT devices deployed i its internal network, making it hard for
the security team to address those devices.

‘Which HPE Aruba Networking solution should you recommend to resolve this issue?

A. HPE Aruba Networking Network Analytics Engine (NAE)
B. HPE Aruba Networking ClearPass Device Insight (CPDI)
C. HPE Aruba Networking Mobility Conductor

D. HPE Aruba Networking ClearPass OnBoard

.l
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For a company that lacks visibility into various types of user and [oT devices on its internal network, HPE Aruba Networking
ClearPass Device Insight (CPDI) is the recommended solution. CPDI provides comprehensive visibility and profiling of all devices
connected to the network. It uses machine learing and Al to identify and classify devices, offering detailed insights into their
behavior and characteristics. This enhanced visibility enables the security team to effectively monitor and manage network devices,
improving overall network security and compliance.

Reference: Aruba's documentation on ClearPass Device Insight outlines its capabilities in device discovery, profiling, and security
posture assessment, making it ideal for environments with diverse and numerous network-connected devices.

EE #76
A company wants to use HPE Aruba Networking ClearPass Policy Manager (CPPM) to profile Linux devices. You have decided
to schedule a subnet scan of the devices' subnets. Which additional step should you complete before scheduling the scan?

A. Set up SSH accounts on CPPM and map them to the Linux devices' subnets.

B. Enable WMI probing in the cluster-wide parameters.

C. Enable the Data Port in the ClearPass server settings and connect that port to the network.

D. Configure SNMP in the network device settings for the switches that support the Linux devices.

HE: C

Y.

* Subnet Scan Requirements for Profiling:

* For ClearPass to scan and profile devices in a subnet, the Data Port must be enabled on the ClearPass server and connected to
the network.

* This ensures that ClearPass can send and receive the required packets for device discovery and profiling,

* Option Analysis:

* Option A: Incorrect. SSH accounts are not required for subnet scanning,

* Option B: Incorrect. WMI probing is for Windows systems, not Linux devices.

* Option C: Correct. The Data Port is essential for subnet scans and must be properly configured and connected.

* Option D: Incorrect. SNMP is used for network device monitoring, not Linux device profiling.

HE#T7
A company is implementing a client-to-site VPN based on tunnel-mode IPsec.
Which devices are responsible for the [Psec encapsulation?
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A. Gateways at the remote clients' locations and devices accessed by the clients at the main site
B. The remote clients and devices accessed by the clients at the main site

C. The remote clients and a gateway at the main site

D. Gateways at the remote clients' locations and a gateway at the main site

¥e: C
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In a client-to-site VPN based on tunnel-mode IPsec, the remote clients and a gateway at the main site are responsible for the [Psec
encapsulation. The remote clients initiate the VPN connection and encapsulate their traffic in [Psec, which is then decapsulated by
the gateway at the main site.

1.IPsec Encapsulation: The remote clients encapsulate their traffic using IPsec protocols before sending it over the internet to the
main site.

2.Gateway Role: The gateway at the main site receives the encapsulated traffic, decapsulates it, and forwards it to the internal
network. Similarly, traffic from the main site to the remote clients is encapsulated by the gateway and decapsulated by the clients.
3.Security: This setup ensures that data is securely transmitted between the remote clients and the main site, protecting it from
eavesdropping and tampering.

Reference: Aruba and general IPsec VPN configuration guides provide detailed information on setting up client-to-site VPN,
highlighting the roles of remote clients and gateways in [Psec encapsulation.

HE#78
A company needs you to integrate HPE Aruba Networking ClearPass Policy Manager (CPPM) with HPE Aruba Networking
ClearPass Device Insight (CPDI). What is one task you should do to prepare?

A. Configure WMI, SSH, and SNMP external accounts for device scanning on CPPM.
B. Install the root CA for CPPM's HTTPS certificate as trusted in the CPDI application.
C. Collect a Data Collector token from HPE Aruba Networking Central.

D. Enable Insight in the CPPM server configuration settings.

HEe. D

MH.

* ClearPass Device Insight Integration:

* To mtegrate ClearPass Device Insight (CPDI) with ClearPass Policy Manager (CPPM), you must enable the Insight feature in the
CPPM server configuration settings.

* This ensures CPPM can share and receive profiling data with CPDI for device identification.

* Option Analysis:

* Option A: Incorrect. Root CA certificates are not required for this integration.

* Option B: Correct. Enabling Insight on CPPM is essential for the integration to function.

* Option C: Incorrect. WMI, SSH, and SNMP are not part of the CPDI integration prerequisites.

* Option D: Incorrect. The Data Collector token is relevant to Aruba Central, not CPDI integration.

HE#79

(Note that the HPE Aruba Networking Central interface shown here might look slightly different from what you see in your HPE
Aruba Networking Central interface as versions change; however, similar concepts continue to apply.) An HPE Aruba Networking
9x%00 gateway is part of an HPE Aruba Networking Central group that has the settings shown in the exhibit. What would cause the
gateway to drop traffic as part of its IDPS settings?

A. Traffic matching a rule in the active ruleset
B. Its site-to-site VPN connections failing

C. Traffic showing anomalous behavior

D. Its IDPS engine failing

HE: A

Y.

In the exhibit, the HPE Aruba Networking Central settings for the 9x00 gateway show that traffic inspection is enabled, and the
gateway is set to operate in IDS (Intrusion Detection System) modewith the fail strategy set to "Block". This configuration means that
the gateway will drop traffic if it matches a rule in the active ruleset.



1. Active Ruleset: The ruleset version 9861 is active, and the gateway is configured to automatically update the ruleset daily.

2. Traffic Matching Rules: When traffic matches a rule in the active ruleset, it is flagged as suspicious or malicious.

3.Block Mode: Since the fail strategy is set to "Block", any traffic that matches a rule in the active ruleset will be dropped to prevent
potential threats.

EHE #80
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