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Cisco Implementing Cisco Enterprise Wireless Networks Sample Questions
(Q101-Q106):
NEW QUESTION # 101 
An SSID is set up with central web authentication using Cisco ISE The new SSID uses guest tunneling from the foreign controller to
the anchor controller. Which device must be configured ISE as the one performing the RADIUS authentication requests for the web
authentication method?

A. APs
B. authentication server
C. anchor controller
D. foreign controller

Answer: C
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NEW QUESTION # 102 
An engineer completes the setup of a two-node Cisco ISE deployment for a guest portal. When testing the portal, the engineer
notices that sometimes there is a certificate CN mismatch. Which certificate type helps resolve this issue?

A. Public-Signed SAN
B. Public-Signed Root
C. Self-Signed Wildcard
D. Self-Signed Standard

Answer: C

NEW QUESTION # 103 
An engineer must implement Cisco Identity-Based Networking Services at a remote site using ISE to dynamically assign groups of
users to specific IP subnets.
If the subnet assigned to a client is available at the remote site, then traffic must be offloaded locally, and subnets are unavailable at
the remote site must be tunneled back to the WLC.
Which feature meets these requirements?

A. FlexConnect local authentication
B. learn client IP address
C. VLAN-based central switching
D. central DHCP processing

Answer: C

Explanation:
VLAN-based central switching is the feature that meets the requirements stated. With this feature, when a subnet assigned to a client
is available at the remote site, the traffic is offloaded locally. If the subnet is not available, the traffic is tunneled back to the Wireless
LAN Controller (WLC). This setup allows for dynamic assignment of clients to specific IP subnets using Cisco Identity-Based
Networking Services with ISE.

NEW QUESTION # 104 
A wireless controller has a RADIUS server configured globally. Another RADIUS server is mapped for WLAN A in this controller.
Which RADIUS server does the controller use for authenticating clients from WLAN A?

A. RADIUS server that is globally configured
B. first the RADIUS server that is mapped for WLAN A, and if authentication fails, it reverts to the RADIUS server that is
globally configured
C. first the RADIUS server that is globally configured, and if authentication fails, it reverts to the RADIUS server that is
mapped for WLAN A
D. RADIUS server that is mapped for WLAN A

Answer: D

NEW QUESTION # 105 
Where is a Cisco OEAP enabled on a Cisco Catalyst 9800 Series Wireless Controller?

A. Flex Profile
B. AP Join Profile
C. RF Profile
D. Policy Profile

Answer: A

Explanation:
Explanation
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/configguide/b_wl_16_10_cg/flexconnect.html
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