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Identity and Access Management (I1AM) (13%)

Q.1. A company has discovered that an employee has been using a colleague’s
credentials to access sensitive information. What immediate action should

the company take to address this issue?

Ignore the issue as itis an internal matter
Terminate bath employees involved

Conduct an investigation and enforce strict access control policies

eoEB

Disable all user accounts tempaorarily

Answer: C. Conduct an investigation and enforce strict access control policies
Explanation: The first step is to conduct a comprehensive investigation to
identify the scope of the issue and assess any potential impacts or

unauthorized access.

Q.2. What is the purpose of a Single Sign-On (SS0) system?

To provide multi-factor authentication
To allow users to authenticate once and gain access to multiple systems
To moenitar user activity an the network

To encrypt user passwords
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In order to gain more competitive advantages when you are going for a job interview, more and more people have been longing to
get a CISSP certification. They think the certification is the embodiment of their ability; they are already convinced that getting a
CISSP certification can help them look for a better job. There is no doubt that it is very difficult for most people to pass the exam
and have the certification easily. If you are also weighted with the trouble about a CISSP Certification, we are willing to soothe your
trouble and comfort you.

Salary you can get after getting ISC CISSP Certification:

The average salary of an ISC CISSP m different countries, defined in ISC CISSP Dumps, is as follows:

Canada - 98,000 USD
Germany - €95,000 USD
Australia - 91,200 USD
United States - 122,000 USD

ISC Certified Information Systems Security Professional (CISSP) Sample
Questions (Q1316-Q1321):

NEW QUESTION # 1316
Information pruning reflects which of the following security principles?

A. Separation of Duties (SD)
B. Need-to-know

C. Defense in depth

D. Least privilege

Answer: D

NEW QUESTION # 1317
Which access control method allows the data owner (the person who created the file) to control access to the information they own?

¢ A MAC - Mandatory Access Control

¢ B. DAC - Discretionary Access Control

e C. RBAC - Role-Based Access Control

¢ D. NDAC - Non-Discretionary Access Control
Answer: B
Explanation:

DAC - Discretionary Access Control is where the user controls access to the data they create or manage.

It is the least secure method of access control because of a few factors:

-Employee changeover can lead to confusion of data ownership or abandoned data.

-Employees are not traditionally experienced enough to manage data permissions and maintain them in a reliable fashion.

-People in general are the least reliable component of any organization The following answers are incorrect:

-MAC - Mandatory Access Control: This is incorrect because in the MAC model of access control, labels are used to identify the
level of sensitivity of the data. If the user does not have privileges to such data he or she is denied access.

-RBAC - Role-Based Access Control: Sorry, RBAC is Role-Based Access Control where the users' Role determines the access
level to data they are given.

-NDAC - Non-Discretionary Access Control: Sorry, this isn't a common term associated with access control methodologies.

The following reference(s) was used to create this question: 2013 Official Security+ Curriculum
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NEW QUESTION # 1318

Which of the following rules is less likely to allow computer evidence to be admissible in court?

e A It nust prove a fact that is material to the case
¢ B. Its reliability must be proven

¢ C. The chain of custody of evidence must show who collected, security, controlled, handled, transported, and tampered with

the evidence
e D. The process for producing it must be documented

Answer: D
NEW QUESTION # 1319
Drag the following Security Engineering terms on the left to the BEST definition on the right.
rity Engineeri Definition
[Securitv Risk Treatment | | | |The method used to
identify the

confidentiality, integrity,
and availability
requirements for
organizational and
system assets and to
characterize the

adverse impact or
consequences should the asset
be lost, modified, degraded,
disrupted, compromised, or
become unavailable.

A measure of the extent
to which an entity is
threatened by a potential
circumstance or event,
the adverse impacis that

would arise if the
circumstance or event occurs,
and the likelihood of
occurrence.
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identify feasible security
risk mitigation options and
plans.




Definition

The method used to
identify the
confidentiality, integrity,
and availability
requirements for
organizational and
system assets and to

characterize the
adverse impact or

consequences should the asset
be lost, modified, degraded,
disrupted, compromised, or
become unavailable.

A measure of the extent
to which an entity is
threatened by a potential
circumstance or event,
the adverse impacts that

would arise if the
clrcumslnnce or event ocCurs,
and the likelihood of
occurrence.

The method used to
identify and characterize

the dangers anticipated
throughout the life cycle of the

system.

[Risk

Answer:

Explanation:

The method used to

identify feasible security
risk mitigation options and

plans.
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The method used to
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confidentiality, integrity,
and availability
requirements for
organizational and
system assets and to
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adverse impact or
consequences should the asset
be lost, modified, degraded,
disrupted, compromised, or
become unavailable.

S ent |Risk |

A measure of the extent
to which an entity is
threatened by a potential
circumstance or event,
the adverse impacts that

would arise if the
circumstance or event occurs,
and the likelihood of
occurrence.

| Protection Needs l IThreat Assessment | |
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the dangers anticipated
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The method used to
identify feasible security

risk mitigation options and
plans.
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NEW QUESTION # 1320
‘When continuous availability (24 hours-a-day processing) is required, which one of the following provides a good alternative to tape



backups?

A. Daily archiving

B. Backup to jukebox
C. Optical disk backup
D. Disk mirroring

Answer: B

Explanation:

Hierarchical Storage Management (HSM). HSM provides continuous on-line backup by using optical or tape 'jukeboxes,' similar to
WORMs. It appears as an infinite disk to the system, and can be configured to provide the closest version of an available real-time
backup. This is commonly employed in very large data retrieval systens." Pg. 71 Krutz: The CISSP Prep Guide.
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