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Questions (Q156-Q161):
NEW QUESTION # 156 
What is an attack surface as compared to a vulnerability?

A. the individuals who perform an attack
B. an exploitable weakness in a system or its design
C. any potential danger to an asset
D. the sum of all paths for data into and out of the environment

Answer: B

Explanation:
An attack surface is the total sum of vulnerabilities that can be exploited to carry out a security attack. Attack surfaces can be
physical or digital. The term attack surface is often confused with the term attack vector, but they are not the same thing. The surface
is what is being attacked; the vector is the means by which an intruder gains access.

NEW QUESTION # 157 
A security expert is working on a copy of the evidence, an ISO file that is saved in CDFS format. Which type of evidence is this file?

A. CD data copy prepared in Windows
B. CD data copy prepared in Mac-based system
C. CD data copy prepared in Android-based system
D. CD data copy prepared in Linux system

Answer: A

Explanation:
The CDFS (Compact Disc File System) format is associated with the ISO 9660 standard, which is a file system for optical disc
media. It is commonly used in Windows systems for CDs. When a security expert works on an ISO file saved in CDFS format, it
typically indicates that the data was prepared or copied using a Windows-based system. This is because CDFS is the file system
that Windows uses to read and write CDs, and the ISO file is an image of that CD data1.
Reference:
Understanding CDFS (Compact Disc File System): A Comprehensive Guide2.
What type of evidence is this file? - VCEguide.com

NEW QUESTION # 158 
Which event is user interaction?

A. opening a malicious file
B. reading and writing file permission
C. executing remote code
D. gaining root access

Answer: A

Explanation:
User interaction is any event that requires the user to perform an action that enables or facilitates a cyberattack. Opening a malicious
file is an example of user interaction, as it can trigger the execution of malicious code or malware that can compromise the system or
network. Gaining root access, executing remote code, and reading and writing file permissions are not user interactions, but rather
actions that can be performed by an attacker after exploiting a vulnerability or bypassing security controls. References:
Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) - Cisco, More than 99% of cyberattacks rely on human
interaction

NEW QUESTION # 159 
During which phase of the forensic process is data that is related to a specific event labeled and recorded to preserve its integrity?

A. collection



B. reporting
C. investigation
D. examination

Answer: A

Explanation:
During the collection phase of the forensic process, data related to a specific event is labeled and recorded to preserve its integrity.
This step ensures that the data remains unaltered and authentic from the time of collection until it is presented as evidence,
maintaining the chain of custody. References := Cisco Cybersecurity Operations Fundamentals - Module 6: Security Incident
Investigations

NEW QUESTION # 160 
Which type of evidence supports a theory or an assumption that results from initial evidence?

A. corroborative
B. indirect
C. best
D. probabilistic

Answer: A

Explanation:
Corroborating evidence (or corroboration) is evidence that tends to support a theory or an assumption deduced by some initial
evidence. This corroborating evidence confirms the proposition. Cisco CyberOps Associate CBROPS 200-201 Official Cert Guide

NEW QUESTION # 161
......
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