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%| &l Digital Transformation Engineer ZDTE T2 MEE Xl (Q30-Q35):

EAZ2 #30
‘Which protocol allows users to configure a passwordless authentication method for their Zldentity account?

e A FIDO2
e B.OIDC
e C.SAML
e D.SCIM

HE:. A

Y.

Zscaler Identity (ZIdentity) supports modern, phishing-resistant passwordless authentication using the FIDO2 standard. FIDO2
combines Web Authentication (WebAuthn) and the Client to Authenticator Protocol (CTAP2) to enable users to authenticate with
security keys or built-in platform authenticators (such as biometric sensors) without transmitting or storing a reusable password. The
Digital Transformation Engineer documentation explains that when a user registers a FIDO2 authenticator with ZIdentity, the service
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stores a public key tied to that device and account. Future logins are validated using a cryptographic challenge- response, providing
strong protection against credential theft and replay attacks.

By contrast, SAML (option B) and OIDC (option C) are federation protocols used for single sign-on (SSO) and identity delegation
between an identity provider and service providers; they do not thenselves define how passwordless authentication is performed.
They can carry assertions froman IdP that might use FIDO2 behind the scenes, but SAML and OIDC are not the passwordless
method. SCIM (option D) is a provisioning standard for creating, updating, and deprovisioning identities and groups, not an
authentication protocol.

Therefore, the only option that directly represents the protocol enabling passwordless login to a Zldentity account is FIDO2.

HEE #31
Which type of sensitive information can be protected using OCR (Optical Character Recognition) technology?

A. Software licenses

B. Financial transactions

C. Personally Identifiable Information (PII)
D. Network configurations

HE: C

dE:

Zscaler's Data Protection platform integrates Optical Character Recognition (OCR) into its inline Data Loss Prevention (DLP)
capabilities. OCR enables Zscaler to extract text embedded within images-such as screenshots, scanned documents, or photos of
forms-and subject that text to the same DLP inspection engines that normally analyze plain text content.

Once OCR has converted image content into text, Zscaler can apply predefined dictionaries, custom dictionaries, and advanced
classifiers to detect sensitive data types, including personally identifiable information (PII) such as national ID numbers, passport
numbers, addresses, or other regulated personal data. This is crucial because many data leaks occur via screenshots or scanned
documents that traditional, text- only DLP engines would miss.

While OCR could, in theory, detect patterns related to network configurations, software licenses, or financial transactions, Zscaler's
training and exam materials emphasize its use to protect sensitive data in images- especially user-related regulated data such as PII
and other compliance-relevant information. Network configurations and software licenses are better addressed through configuration
management and IP protection policies, and "financial transactions" describes activities rather than a specific information pattern.
Therefore, Personally Identifiable Information (PII) is the best and most exanraccurate answer for the type of sensitive information
protected using OCR.

A2 #32
Which statement is true about ZIA SD-WAN integrations using APIs?

A. Locations created by the SD-WAN API integrations will not be editable in the Zscaler ZIA Admin interface.
B. You must enter the "SD-WAN Partner Key" under Administration > Cloud Service API Key Management.
C. SD-WAN API integrations can support both GRE and IPsec tunnel types.

D. The SD-WAN partner must send an API key and credentials to the Zscaler administrator.

He:. B

MY

For SD-WAN API integrations with Zscaler Internet Access (ZIA), the control point for establishing trust and enabling autormation
is the Cloud Service API configuration within the ZIA admin portal. As documented in Zscaler's SD-WAN and Cloud Service API
workflow, the ZIA administrator navigates to the Cloud Service API (under Administration) and configures the SD-WAN
integration by generating and managing the SD- WAN Partner Key there. This key is then used by the SD-WAN orchestrator or
controller to authenticate against Zscaler's APIs and to automate the creation of locations and tunnels.

The key is not provided by the SD-WAN partner; rather, it is created and controlled by the customer's ZIA admin, which makes
option D incorrect. Locations and tunnels created via the integration remain visible and generally manageable within the ZIA admin
mterface, so option B is incorrect. While SD-WAN integrations can automate both GRE and [Psec tunnels in many deployments,
that behavior depends on the specific SD- WAN vendor and design, so the blanket statement in option A is not the definitive,
document-aligned fact being tested.

HEE#33



The Zscaler for Users - Engineer (EDU-202) learning path consists of various solutions covered in eleven courses. Which of the
following topics is out of scope for the Zscaler for Users - Engineer learning path?

¢ A. Configuration of ZDX for applications, call quality monitoring, probes, diagnostics, alerts, and role- based administration to
ensure effective SaaS and web application monitoring,

B. Enabling versions to control which version (if any) of Zscaler Client Connector is available when end users manually update
the app or when you configure automatic app updates.

C. Exploring Intrusion Prevention System, DNS Control, Tenant Restrictions, and secure application segmentation.

D. In-depth overview of Zscaler's architecture platform, including its global scale, additional capabilities, and API
mffastructure.

He: B

MY

Official EDU-202 materials describe the Engineer path as focusing on advanced architecture, connectivity, platform, access control,
cyberthreat protection, data protection, risk management, ZDX, and Zero Trust Automation. The published learning outcomes
explicitly include: discussing the architecture of the Zscaler platform and its API infrastructure; configuring advanced connectivity
options; and configuring advanced cybersecurity services and Zscaler Digital Experience (ZDX)-including application monitoring, call
quality, probes, diagnostics, alerts, and role-based administration. These map directly to options A, C, and D, which align to Zscaler
Architecture, Cyberthreat/Access Control Services (IPS, DNS Control, Tenant Restrictions, segmentation), and ZDX content in the
EDU-202 outline.

By contrast, Client Connector App Store "version enablement and controlling which build is available when users manually or
automatically update the app is documented as an admmistration task in the Client Connector help and is typically taught in the
Essentials/ Administrator (EDU-200) path, not in the Engineer path. Those materials show how to use the App Store to enable builds
and control available versions, positioning it as operational client management rather than an advanced Engmeer-level topic.
Consequently, option B is considered out of scope for EDU-202 in the ZDTE context.

Top of Form

A2 #34
When using a Domain Joined posture element to allow access ina ZPA Access Policy, which statement is true?

¢ A. Only some Linux operating systems have Domain Joined posture profile support in Zscaler.

B. Ifa 2nd domain and a sub-domain are needed in the Access Policy rule you must create a 2nd posture profile with the
other domain and add it to the Access Policy.

e C. Zscaler ZPA can contact the IDP such as Azire AD out-of-band to verify if a device is joined to a particular domain.

D. When a ZPA Browser Access client attempts to access an application, Zscaler can determine if that device is joined to a
particular domain.

HE:. D

ME:

The Domain Joined posture element in ZPA evaluates whether a device belongs to a specific Active Directory domain. ZPA
performs this evaluation using the device's local posture signals, either through the Zscaler Client Connector posture engine or
through the browser-based posture evaluation framework used in ZPA Browser Access. When a user connects via Browser
Access, ZPA can still determine domain membership by inspecting the allowed browser posture attributes provided by the endpoint,
enabling device- based Zero Trust controls without requiring a full Client Connector installation.

Linux endpoints do not support domain-joined posture verification, making option A incorrect. Domain join validation is performed
at the device level, not through the Identity Provider, because IdPs validate users, not device domain status, elimnating option D.
ZPA's posture configuration allows you to define multiple domains within a single posture profile, so creating a second posture
profile is unnecessary, making option C incorrect.

Therefore, the correct statement is that ZPA Browser Access can determine whether the device is joined to the specified domain,
which aligns with the expected behavior of the domain-joined posture element.
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