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NEW QUESTION # 50
A vulnerability scan report has revealed that a user has generated traffic to the website example.com (10.10.10.10) using a weak
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SSL/TLS version supported by the HTTPS web server.
What can the firewall administrator do to block all outdated SSL/TLS versions on any HTTPS web server to prevent possible
attacks on user traffic?

e A Use the latest certificate, Fortinet SSL. ECDSA256, and replace the CA certificate in the SSL/SSH inspection profile.

¢ B. Enable auto-detection of outdated SSL/TLS versions in the SSL/SSH inspection profile to block vulnerable websites.

e C. Install the required certificate in the client's browser or use Active Directory policies to block specific websites as defined
in the SSI/SSH inspection profile.

¢ D. Configure the unsupported SSL version and set the minimum allowed SSL version in the HTTPS settings of the SSL/SSH
nspection profile.

Answer: D

Explanation:

Thebest wayto block outdated SSL/TLS versions is toconfigure the SSL/SSH inspection profileto enforce a mmnimum SSL/TLS
versionand disable weak SSL versions.

By setting theminimum allowed SSL versionin theHTTPS settings of the SSL/SSH inspection profile, FortiGate will:

# Block any connection usingoutdated SSI/TLS versions(such as SSLv3, TLS 1.0, or TLS 1.1).

# Enforce secure communication usingonly strong SSL/TLS versions(such as TLS 1.2 or TLS 1.3).

# Protect users fromman-in-the-middle (MITM) and downgrade attacksthat exploit weak encryption.

NEW QUESTION # 51
What does hyperscale capability in data center firewalls typically support?

A. Bundling of multiple physical interfaces for a single logical interface
B. Application layer operations such as intrusion prevention

C. Network speeds ranging from 10 Gbps to 1000 Gbps

D. Enhanced encryption and decryption processes only

Answer: C

NEW QUESTION # 52

An administrator must enable direct commumnication between multiple spokes in a company's network. Each spoke has more than
one internet connection.

The requirement is for the spokes to connect directly without passing through the hub, and for the links to automatically switch to the
best available connection.

How can this automatic detection and optimal link utilization between spokes be achieved?

A. Utilize ADVPN 2.0 to facilitate dynamic direct tunnels and automatic link optimization.
B. Set up OSPF routing over static VPN tunnels between spokes.

C. Implement SD-WAN policies at the hub to manage spoke link quality.

D. Establish static VPN tunnels between spokes with predefined backup routes.

Answer: A

Explanation:

ADVPN (Auto-Discovery VPN) 2.0is the optimal solution for enablingdirect spoke-to-spoke communicationwithout passing
through the hub, while also allowingautomatic link selectionbased on quality metrics.

#Dynamic Direct Tunnels:

# ADVPN 2.0 allowsspokes to establish direct [Psec tunnels dynamicallybased on traffic patterns, reducing latency and improving
performance.

# Unlike static VPNs, spokes do not need to pre-configure tunnels for each other.

#Automatic Link Optimization:

# ADVPN 2.0monitors the qualityof multiple internet connections on each spoke.

# It automatically switches to the best available connection when the primary linkdegrades or fails.

# This is achieved by dynamically adjusting BGP-based routing or leveraging SD-WAN integration.

NEW QUESTION # 53



A FortiGate is configured as an explicit web proxy. Clients using this web proxy are reposting DNS errors when accessing any
webstte.
The admmnistrator executes the following debug commands and observes that the n-dns-timeout counter is increasing;:

#diagnose test appl?cation FE?DH'—THTDET

$diagnose test application wad 1U4

DNS Stats:

n_dns reqs=878 n_dns fails= 2 n dns;timeout=875

n_dns_ success=0

n_snd retries=0 n’'snd fails=0 n_snd success=0 n_dns_overflow=0
n build fails=0

‘What should the administrator check to fix the problem?

A. That DNS traffic fiom client workstations is allowed by the explicit web proxy policies.

B. That DNS service is enabled in the explicit web proxy interface.

C. The connectivity between the client workstations and the DNS server.
D. The connectivity between the FortiGate unit and the DNS server.

Answer: D

NEW QUESTION # 54
Which statement about the designated router (DR) and backup designated router (BDR) in an OSPF muilti-access network is true?

A. FortiGate first checks the OSPF ID to elect a DR.

B. Non-DR and non-BDR routers send link state updates and acknowledgements to 224.0.0.6.
C. Non-DR and non-BDR routers form full adjacencies to DR only.

D. Only the DR receives link state information from non-DR routers.

Answer: B

NEW QUESTION # 55
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FCSS_EFW_AD-7.4 examand pass the test first time to get the certificate.
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