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Amazon AWS Certified Solutions Architect - Professional (SAP-C02) Sample
Questions (Q406-Q411):
NEW QUESTION # 406 
A company is using an organization in AWS organization to manage AWS accounts. For each new project the company creates a
new linked account. After the creation of a new account, the root user signs in to the new account and creates a service request to
increase the service quota for Amazon EC2 instances. A solutions architect needs to automate this process.
Which solution will meet these requirements with tie LEAST operational overhead?

A. Create an AWS Config rule in the management account to set the service quota for EC2 instances.
B. Create an Amazon EventBridge rule to detect creation of a new account Send the event to an Amazon Simple Notification
Service (Amazon SNS) topic that invokes an AWS Lambda function. Configure the Lambda function to run the request-
service-quota-increase command to request a service quota increase for EC2 instances.
C. Create an Amazon EventBridge rule to detect creation of a new account. Send the event to an Amazon simple Notification
service (Amazon SNS) topic that involves an AWS Lambda function. Configure the Lambda function to run the create-case
command to request a service quota increase for EC2 instances.
D. Create a Service Quotas request template in the management account. Configure the desired service quota increases for
EC2 instances.

Answer: B

Explanation:
Automating the process of increasing service quotas for Amazon EC2 instances in new AWS accounts with minimal operational
overhead can be effectively achieved by using Amazon EventBridge, Amazon SNS, and AWS Lambda. An EventBridge rule can
detect the creation of a new account and trigger an SNS topic, which in turn invokes a Lambda function. This function can then
programmatically request a service quota increase for EC2 instances using the AWS Service Quotas API. This approach streamlines
the process, reduces manual intervention, and ensures that new accounts are automatically configured with the desired service
quotas.
References:
Amazon EventBridge Documentation: Provides guidance on setting up event rules for detecting AWS account creation.
AWS Lambda Documentation: Details how to create and configure Lambda functions to perform automated tasks, such as
requesting service quota increases.
AWS Service Quotas Documentation: Offers information on managing and requesting increases for AWS service quotas
programmatically.

NEW QUESTION # 407 
An e-commerce company is revamping its IT infrastructure and is planning to use AWS services. The company's CIO has asked a
solutions architect to design a simple, highly available, and loosely coupled order processing application. The application is
responsible for receiving and processing orders before storing them in an Amazon DynamoDB table. The application has a sporadic
traffic pattern and should be able to scale during marketing campaigns to process the orders with minimal delays.
Which of the following is the MOST reliable approach to meet the requirements?

A. Receive the orders using the AWS Step Functions program and launch an Amazon ECS container to process them.
B. Receive the orders in an Amazon EC2-hosted database and use EC2 instances to process them.
C. Receive the orders in Amazon Kinesis Data Streams and use Amazon EC2 instances to process them.
D. Receive the orders in an Amazon SQS queue and invoke an AWS Lambda function to process them.

Answer: D

Explanation:
The best option is to use Amazon SQS and AWS Lambda to create a serverless order processing application.
Amazon SQS is a fully managed message queue service that can decouple the order receiving and processing components, making
the application more scalable and fault-tolerant. AWS Lambda is a serverless compute service that can automatically scale to handle
the incoming messages from the SQS queue and process them according to the business logic. AWS Lambda can also integrate with
Amazon DynamoDB to store the processed orders in a fast and flexible NoSQL database. Thisapproach eliminates the need to
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provision, manage, or scale any servers or containers, and reduces the operational overhead and cost.
Option A is not reliable because using an EC2-hosted database to receive the orders introduces a single point of failure and a
scalability bottleneck. EC2 instances also require more management and configuration than serverless services.
Option C is not reliable because using AWS Step Functions to receive the orders adds unnecessary complexity and cost to the
application. AWS Step Functions is a service that coordinates multiple AWS services into a serverless workflow, but it is not
designed to handle high-volume, sporadic, or unpredictable traffic patterns. AWS Step Functions also charges per state transition,
which can be expensive for a large number of orders. Launching an ECS container to process each order also requires more
resources and management than invoking a Lambda function.
Option D is not reliable because using Amazon Kinesis Data Streams to receive the orders is not suitable for this use case. Amazon
Kinesis Data Streams is a service that enables real-time processing of streaming data at scale, but it is not meant for asynchronous
message queuing. Amazon Kinesis Data Streams requires consumers to poll the data from the stream, which can introduce latency
and complexity. Amazon Kinesis Data Streams also charges per shard hour, which can be expensive for a sporadic traffic pattern.
:
Amazon SQS
AWS Lambda
Amazon DynamoDB
AWS Step Functions
Amazon ECS

NEW QUESTION # 408 
A company is providing weather data over a REST-based API to several customers. The API is hosted by Amazon API Gateway
and is integrated with different AWS Lambda functions for each API operation. The company uses Amazon Route 53 for DNS and
has created a resource record of weather.example.com. The company stores data for the API in Amazon DynamoDB tables.
The company needs a solution that will give the API the ability to fail over to a different AWS Region.
Which solution will meet these requirements?

A. Deploy a new API Gateway API and Lambda functions in another Region. Change the Route 53 DNS record to a
multivalue answer. Add both API Gateway APIs to the answer. Enable target health monitoring. Convert the DynamoDB
tables to global tables.
B. Deploy a new API Gateway API in a new Region. Change the Lambda functions to global functions. Change the Route 53
DNS record to a multivalue answer. Add both API Gateway APIs to the answer. Enable target health monitoring. Convert
the DynamoDB tables to global tables.
C. Deploy a new API Gateway API and Lambda functions in another Region. Change the Route 53 DNS record to a
failover record. Enable target health monitoring. Convert the DynamoDB tables to global tables.
D. Deploy a new set of Lambda functions in a new Region. Update the API Gateway API to use an edge-optimized API
endpoint with Lambda functions from both Regions as targets. Convert the DynamoDB tables to global tables.

Answer: C

Explanation:
https://docs.aws.amazon.com/apigateway/latest/developerguide/dns-failover.html

NEW QUESTION # 409 
A company is designing an AWS environment tor a manufacturing application. The application has been successful with customers,
and the application's user base has increased. The company has connected the AWS environment to the company's on-premises
data center through a 1 Gbps AWS Direct Connect connection. The company has configured BGP for the connection.
The company must update the existing network connectivity solution to ensure that the solution is highly available, fault tolerant, and
secure.
Which solution win meet these requirements MOST cost-effectively?

A. Provision another Direct Conned connection between the company's on-premises data center and AWS to increase the
transfer speed and provide resilience. Configure MACsec to encrypt traffic inside the Dried Conned connection.
B. Add a dynamic private IP AWS Site-to-Site VPN as a secondary path to secure data in transit and provide resilience for
the Direct Conned connection. Configure MACsec to encrypt traffic inside the Direct Connect connection.
C. Configure multiple private VIFs. Load balance data across the VIFs between the on-premises data center and AWS to
provide resilience.
D. Add a static AWS Site-to-Site VPN as a secondary path to secure data in transit and to provide resilience for the Direct
Connect connection.



Answer: B

Explanation:
To enhance the network connectivity solution's availability, fault tolerance, and security in a cost-effective manner, adding a dynamic
private IP AWS Site-to-Site VPN as a secondary path is a viable option. This VPN serves as a resilient backup for the Direct
Connect connection, ensuring continuous data flow even if the primary path fails. Implementing MACsec (Media Access Control
Security) on the Direct Connect connection further secures the data in transit by providing encryption, thus addressing the security
requirement. This solution strikes a balance between cost and operational efficiency, avoiding the higher expenses associated with
provisioning an additional Direct Connect connection.
References: AWS Documentation on AWS Direct Connect and AWS Site-to-Site VPN provides insights into setting up resilient
and secure network connections. Additionally, information on MACsec offers guidance on how to implement encryption for Direct
Connect connections, aligning with best practices for secure and highly available network architectures.

NEW QUESTION # 410 
A company is migrating to the cloud. It wants to evaluate the configurations of virtual machines in its existing data center environment
to ensure that it can size new Amazon EC2 instances accurately. The company wants to collect metrics, such as CPU. memory, and
disk utilization, and it needs an inventory of what processes are running on each instance. The company would also like to monitor
network connections to map communications between servers.
Which would enable the collection of this data MOST cost effectively?

A. Use AWS Application Discovery Service and deploy the data collection agent to each virtual machine in the data center.
B. Configure the Amazon CloudWatch agent on all servers within the local environment and publish metrics to Amazon
CloudWatch Logs.
C. Enable AWS Application Discovery Service in the AWS Management Console and configure the corporate firewall to
allow scans over a VPN.
D. Use AWS Application Discovery Service and enable agentless discovery in the existing visualization environment.

Answer: A

Explanation:
Explanation
The AWS Application Discovery Service can help plan migration projects by collecting data about on-premises servers, such as
configuration, performance, and network connections. The data collection agent is a lightweight software that can be installed on
each server to gather this information. This option is more cost-effective than agentless discovery, which requires deploying a virtual
appliance in the VMware environment, or using CloudWatch agent, which incurs additional charges for CloudWatch Logs. Scanning
the servers over a VPN is not a valid option for AWS Application Discovery Service. References: What is AWS Application
Discovery Service?, Data collection methods

NEW QUESTION # 411
......
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