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EE #840
Who is responsible for initiating corrective measures and capabilities used when there are security violations?

A. Management

B. Information systens auditor
C. Data owners

D. Security administrator

HE: A

MY

Management is responsible for protecting all assets that are directly or indirectly

under their control.

They must ensure that employees understand their obligations to protect the company's assets,
and implement security in accordance with the company policy. Finally, management is
responsible for initiating corrective actions when there are security violations.

Source: HARE, Chris, Security management Practices CISSP Open Study Guide, version 1.0,
april 1999.
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AE #841
‘Which technique can be used to make an encryption scheme more resistant to a known plaintext attack?

A. Hashing the data before encryption

B. Compressing the data after encryption
C. Hashing the data after encryption

D. Compressing the data before encryption

HE: D

Y.

Compressing the data before encryption is a technique that can be used to make an encryption scheme more resistant to a known
plaintext attack. A known plaintext attack is a type of cryptanalysis where the attacker has access to some pairs of plaintext and
ciphertext encrypted with the same key, and tries to recover the key or decrypt other ciphertexts. A known plaintext attack can
exploit the statistical properties or patterns of the plaintext or the ciphertext to reduce the search space or guess the key.
Compressing the data before encryption can reduce the redundancy and increase the entropy of the plaintext, making it harder for
the attacker to find any correlations or similarities between the plaintext and the ciphertext. Compressing the data before encryption
can also reduce the size of the plaintext, making it more difficult for the attacker to obtain enough plaintext-ciphertext pairs for a
successful attack.

The other options are not techniques that can be used to make an encryption scheme more resistant to a known plaintext attack, but
rather techniques that can introduce other security issues or inefficiencies. Hashing the data before encryption is not a useful
technique, as hashing is a one-way function that cannot be reversed, and the encrypted hash cannot be decrypted to recover the
original data. Hashing the data after encryption is also not a useful technique, as hashing does not add any security to the encryption,
and the hash can be easily computed by anyone who has access to the ciphertext. Compressing the data after encryption is not a
recommended technique, as compression algorithims usually work better on uncompressed data, and compressing the ciphertext can
mntroduce errors or vulnerabilities that can compromise the encryption.

ZAE #842
Which of the following is the biggest concern with firewall security?

A. Buffer overflows

B. Distributed denial of service (DDOS) attacks

C. Complex configuration rules leading to misconfiguration
D. Internal hackers

HE. C

HE:

Firewalls tend to give a false sense of security. They can be very hard to bypass but they need to be properly configured. The
complexity of configuration rules can introduce a vulnerability when the person responsible for its configuration does not fully
understand all possible options and switches. Denial of service attacks mainly concerns availability.

Source: HARRIS, Shon, All-In-One CISSP Certification Exam Guide, McGraw-

Hill/Osborne, 2002, Chapter 3: Telecommumnications and Network Security (page 412).

AZ #843

A new enmployee formally reported suspicious behavior to the organization security team. The report claims that someone not
affiliated with the organization was inquiring about the member's work location, length of employment, and building access controls.
The employee's reporting is MOST likely the result of which of the following?

A. security awareness
B. Risk avoidance

C. Phishing

D. Security engineering

HE: A

Y.
Security awareness is the knowledge and understanding of security threats, risks, and best practices that enable users to protect
themselves and the organization from cyberattacks. Security awareness training is a program that educates users on how to



recognize and respond to various types of security incidents, such as phishing, social engineering, malware, ransomware, etc. The
employee's reporting of the suspicious behavior is most likely the result of security awareness training, as it shows that the employee
was able to identify a potential social engineering attempt and report it to the security team Risk avoidance is a strategy that involves
avoiding or eliminating activities or assets that pose a high level of risk to the organization. Risk avoidance does not explain the
employee's reporting of the suspicious behavior, as it is not related to the incident. Security engineering is the application of
engineering principles and practices to design and implement secure systers and processes. Security engineering does not explain
the employee's reporting of the suspicious behavior, as it is not related to the incident. Phishing is a type of social engineering attack
that uses fraudulent emails or websites to trick users into revealing sensitive information or installing malware.

Phishing is not the result of the employee's reporting, but rather the possible motive of the suspicious behavior. References: CISSP
All-in-One Exam Guide, Eighth Edition, Chapter 1: Security and Risk Management, p. 34-35. Official (ISC)2 CISSP CBK
Reference, Fifth Edition, Domain 1: Security and Risk Management, p. 51-52.

HE #844
Which tape format type is mostly used for home/small office backups?

A. Quarter Inch Cartridge drives (QIC)
B. Smmtape

C. Digital Audio Tape (DAT)
D. Digital Linear Tapes (DLT)

HE: A

gEH.

QIC technology utilizates belt-driven dual-hub cartridges containing integral tape motion and guidance mechanisns, providing a rich
spectrum of compatible solutions across a wide range of PC system platforns. QIC reliability is unsurpassed by any other
removable storage technology. Reliability can be measured both in mean-time-between faiture (MTBF) and, more practically, as a
function of drive duty cycles. QIC has a worldwide installed base in excess of 15 million drives -- more than twice that of any
alternate removable storage technology

-- a level of acceptance that would have been unachievable without rock-solid reliability. QIC is the most common tape solution for
SOHO.

EE #845
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