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AHAE #32
In the ROC Reporting Template, which of the following Is the best approach for a response where the requirement was "In Place'?

A. Details of the entity's reason for not implementing the requirement

B. Details of how the assessor observed the entity's systens were compliant with the requirement.

C. Details of how the assessor observed the entity's systems were not compliant with the requirement
D. Details of the entity's project plan for implementing the requirerment.

.|
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PCI DSS Reporting Expectations:

* When documenting that a requirement is "In Place," the ROC must clearly describe how compliance was validated by the
assessor. This involves detailing the evidence observed, such as system configurations, documentation, and personnel interviews.
ROC Docurentation Guidelnes:

* The ROC Reporting Template specifies that each "In Place" response must include evidence demonstrating compliance with the
requirement, such as testing observations and validation of implemented controls.

Elimmating Incorrect Options:

* A:Project plans are not sufficient to demonstrate current compliance.

* C/D:Responses discussing non-implementation or non-compliance are irrelevant when the requirement is "In Place." PCI DSS
v4.0 ROC Tenplate Guidance:

* Appendix sections in the ROC provide specific instructions for assessors to document the testing performed, evidence reviewed,
and results.

EE #33
Which statement about PAN is true?

A. Tt must be protected with strong cryptography for transmission over private wired networks.
B. It must be protected with strong cryptography for transmission over private wireless networks.
C. It does not require protection for transmission over public wireless networks.

D. It does not require protection for transmission over public wired networks.

e B

M.

Requirement 4.2.1. 1states that PAN must beprotected with strong cryptographywhenever transmitted overopen or public networks,
includingprivate wirelesswhere security is not assured. While not allprivate wired networksrequire encryption,wirelessis generally
considered untrusted.

* Option A#Correct. PAN must be encrypted overprivate wireless networksdue to potential interception risks.

* Option B#Incorrect. Privatewirednetworks typically don't require encryption unless they're untrusted.

* Option C & D#ncorrect. PANalways requires protectionover public networks.

A2 #34
Which statement is true regarding the PCI DSS Report on Compliance (ROC)?

A. The assessor must create their own ROC template for each assessment report.

B. The ROC Reporting Template and instructions provided by PCI SSC should be used for all ROCs.

C. The assessor may use either their own template or the ROC Reporting Template provided by PCI SSC.
D. The ROC Reporting Template provided by PCI SSC is only required for service provider assessments.

He:. B

Y.

PerSection 11 and 120f PCI DSS v4.0.1, assessors arerequired to use the official PCI SSC ROC Reporting Template. This
ensures uniformity and completeness across all assessments. The same requirement applies to bothmerchants and service
providersundergoing afull assessment (ROC).

* Option A#Correct. PCI SSC mandates use of its official ROC template.

* Option B#Incorrect. Custom assessor templates arenot permitted.

* Option C#Incorrect. Assessorsmust notcreate their own templates.



* Option D#Incorrect. The ROC tenplate is used forbothmerchants and service providers, where applicable.
References:

PCI DSS v4.0.1 - Section 11: ROC Instructions;

PCI SSC ROC Reporting Tenplate (available from the PCI SSC Docurment Library).

HEE #35
Where can live PANs be used for testing?

A. Pre-production environments that are located within the CDE.

B. Production (live) environments only.

C. Pre-production (test) environments only if located outside the CDE.

D. Testing with live PANs must only be performed in the QSA Company environment.

HE: A
Y.

Requirement 6.4.3.1clarifies that if live PANSs are to be used in testing, the test environment mustmeet all applicable PCI DSS
controls. Thus, testing with live PAN is only allowed if the test environment is within the CDEand fully secured.

* Option A#Incorrect. Testing should not happen in production.

* Option B#Incorrect. It must be within the CDE if live PAN is nvolved.

* Option C#Correct. Live PANSs can be used inpre-production environments within the CDE.
* Option D#Incorrect. There's no requirement to test only within QSA environments.

EHE #36
Which of the following meets the definition of "quarterly" as Indicated In the description of timeframes used In PCI DSS
requirements?

A. Occurring at some point in each quarter of a year.
B. On the 1st of each fourth month.

C. At least once every 95-97 days

D. On the 15th of each third month.

kS

o

: A

M.,

Definition of Quarterly:

* PCI DSS defines "quarterly" as occurring once within each calendar quarter. This means the activity must happen at least once in
Q1, Q2, Q3, and Q4, with no rigid restrictions on specific days.

Clarification on Other Options:

* B:While 95-97 days approximates a quarter, it is not mandated as a rigid timeframe.
* C/DiFixed dates (e.g., 15th or 1st of specific months) are not prescribed in PCI DSS.
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