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EMC Dell NIST Cybersecurity Framework 2.0 Sample Questions (Q73-Q78):

NEW QUESTION # 73
Continuous monitoring is crucial in the Detect Function because it:

A. Assists in system recovery

B. Manages access to critical assets

C. Provides real-time insights into potential threats

D. Ensures all employees are aware of security policies

Answer: C

NEW QUESTION # 74
What determines the approach taken to commumicate to customers, press, investors, and regulators regarding a breach?

A. Change Management Plan

B. Executive approval

C. External Communication Plan
D. Review Board approval

Answer: C

NEW QUESTION # 75
COBIT 2019 helps organizations implement the NIST Cybersecurity Framework by providing which key capability?

A. Network security configuration guidelines
B. Risk prioritization and assessment tools
C. User awareness programs

D. Vendor risk management policies

Answer: B

NEW QUESTION # 76
What is an accurate statement concerning the Cyber Resilient Lifecycle (CRLC) and the Cybersecurity Framework (CSF)?

A. The CRLC is focused on business resiliency; the CSF is focused on providing a framework.
B. The CRLC and CSF are separate frameworks, and are used separately.

C. The CRLC can be used to make the CSF actionable.

D. The CRLC is focused on cybersecurity; the CSF is focused on science and technology.

Answer: C

NEW QUESTION # 77
‘What helps an organization compare an "as-is, to-be" document and identify opportunities for improving cybersecurity posture useful
for capturing organizational baselines of today and their desired state of tomorrow so that a gap analysis can be conducted?

A. Assessment
B. Framework
C. Core

D. Profile

Answer: D
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