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H #53
Which rule is used for conducting electronic surveillance?

A. Using a misleading domain name to deceive a person into viewing obscene material shall result in fines or imprisonment.
B. All commercial email must provide an opt-out mechanism.

C. All documments related to health informatics should be stored in perpetuity.

D. Telecommunications equipment must have built-in surveillance capabilities for law enforcement.

IEf#: D

A -

Comprehensive and Detailed Explanation From Exact Extract:

This describes theCommunications Assistance to Law Enforcement Act (CALEA)requirement that telecommunications equipment
and services include built-in capabilities that allow authorized law enforcement surveillance, including electronic monitoring and
wiretapping.

* CALEA mandates lawful intercept capabilities in telecommunications infrastructure.

* It ensures that digital and VoIP communications can be monitored under proper legal warrant.

* This rule supports modern digital evidence gathering and real-time surveillance operations.

Reference:CALEA is repeatedly cited in forensic and cybersecurity legal documentation as the governing rule for digital and
electronic surveillance capabilities.

HA #54
How should a forensic scientist obtain the network configuration froma Windows PC before seizing it froma crime scene?

¢ A. By checking the system properties

¢ B. By opening the Network and Sharing Center

¢ C. Byrebooting the computer into safe mode

¢ D. By using the ipconfig command from a command prompt on the computer

EM: D
W



Comprehensive and Detailed Explanation From Exact Extract:

The ipconfig command executed at a Windows command prompt displays detailed network configuration information such as IP
addresses, subnet masks, and default gateways. Collecting this information prior to seizure preserves volatile evidence relevant to the
investigation.

* Documenting network settings supports the understanding of the suspect system's connectivity at the time of seizure.

* NIST recommends capturing volatile data (including network configuration) before shutting down or disconnecting a suspect
machine.

ReferenceNIST SP 800-86 and forensic best practices recommend gathering volatile evidence using system commands like
ipconfig,

B #55
How is the Windows swap file, also known as page file, used?

¢ A. Primarily for security

¢ B. Replaces bad sectors

e C. Augments the RAM

¢ D. Reserved for system files

EfE: C

R -

Comprehensive and Detailed Explanation From Exact Extract:

The Windows swap file, or page file, is a system file used to extend physical memory by storing data that cannot fit into the RAM.
When RAM s full, the OS swaps nactive data pages to this file, thus augmenting RAM capacity.

* It does not replace bad sectors; that fimction is for disk management utilities.

* It is not primarily for security but for memory management.

* It is not reserved exclusively for system files but is used dynamically for memory paging,

Reference:Microsoft's official documentation and forensic guides like NIST SP 800-86 describe the page file' s role in virtual
memory management and its importance in forensic analysis because it may contain fragments of memory and sensitive information.

B #56
Which Windows 7 operating system log stores events collected from remote computers?

A. System

B. ForwardedEvents
C. Application

D. Security

EfE: B

R

Comprehensive and Detailed Explanation From Exact Extract:

TheForwardedEventslog in Windows 7 is specifically designed to store events collected from remote computers via event
forwarding, This log is part of the Windows Event Forwarding feature used in enterprise environments to centralize event monitoring,
* TheSystemand Applicationlogs store local system and application events.

* TheSecuritylog stores local security-related events.

* ForwardedEventscollects and stores events forwarded from other machines.

Microsoft documentation and NIST SP 800-86 mention the use of ForwardedEvents for centralized event log collection in
mvestigations.

B #57

The following line of code is an example of how to make a forensic copy of a suspect drive:
dd if=/dev/mem of=/evidence/image.memoryl

‘Which operating system should be used to run this command?

e A. MacOS
e B. Linux



e C. Windows

e D. Unix
Ef#: B
fEERA -

Comprehensive and Detailed Explanation From Exact Extract:

The 'dd' command is a Unix/Linux utility used to perform low-level copying of data, including forensic imaging. It allows bit-for-bit
copying of drives or memory, making it a common tool in Linux-based forensic environments.

* Windows does not natively support 'dd'; similar imaging tools are used there.

* The command syntax and file paths indicate Linux/Unix usage.

Reference:Digital forensics training and NIST SP 800-101 mention 'dd' as a reliable imaging tool in Linux forensic workflows.
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