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GIAC GOSI Exam Syllabus Topics:

Section Weight Objectives
- Metadata extraction and analysis
Geolocation and Multimedia Analysis 12% - Reverse image search, video forensics, and content verification

- Geospatial data, coordinates, and location verification
- Identifying disinformation, misinformation, and manipulated data
Data Verification, Corroboration, and Credibility 11% - Cross-referencing and triangulating information
- Evaluating source reliability, accuracy, and bias
- Platform+-specific data collection and monitoring
Social Media Intelligence (SOCMINT) 13% - Extracting, correlating, and preserving social data
- Understanding platform policies and data limitations
- Search operators, filters, and advanced query construction
Advanced Search and Data Gathering Techniques 14% - Automation, scripting, and bulk data retrieval
- Using search engines, aggregators, and specialized databases
- Mapping information flows and data availability
Data Collection Planning and Source Identification 12% - Identifying credible, relevant, and accessible open sources
- Defining scope and requirements for intelligence gathering
- Legal frameworks, compliance, and privacy regulations

OSINT Fundamentals, Fthics, and Legal 15% - Ethical standards and responsible investigation practices

Considerations - Core principles and definitions of OSINT
- Structuring and analyzing collected data
Analysis, Synthesis, and Reporting 13% ;elr’)i)erlzsarmg structured, accurate, and actionable intelligence

- Developing hypotheses and testing conclusions

- Building repeatable investigation workflows

- Selecting, configuring, and using common OSINT tools

- Operational security (OPSEC) and protecting investigator
identity

OSINT Tools, Workflows, and Operational Security  10%
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GIAC Open Source Intelligence Certification GOSI 52 & GOSI & 5k [ /2
(Q18-Q23):

HMA #18
Which of the following techniques is used to extract metadata from files?

A. ExifTool
B. Shodan
C. Nmap

D. Wireshark

EfE: A

HE #19
‘Which methods help OSINT analysts avoid detection while conducting nvestigations? (Choose two)

A. Usinga VPN and anonymized browser

B. Using burner email accounts

C. Performing all searches from their personal IP address
D. Accessing sites only during business hours

EfE: A. B

B #20
What legal framework must OSINT analysts consider when collecting personal data?

A. SOC 2 and NIST 800-53

B. DMCA and Copyright Act

C. GDPR, CCPA, and other regional data protection laws
D. HIPAA and PCI-DSS

H
R

: C

H #21
Which tools help OSINT analysts minimize personal exposure during investigations? (Choose two)

e A Tais OS

e B. Tor Browser

e C. Unsecured public Wi-Fi networks

e D. Google Chrome with autofill enabled

IEf#: A. B

HA #22
Which of the following OSINT sources provides real-time tracking of aircraft and ships?

e A TheHarvester & Censys
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¢ B. Nmap & FOCA
¢ C. Flightradar24 & MarineTraffic
¢ D. Maltego & SpiderFoot

IEf#: C

B #23
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