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B #27
A company hosts its application on AWS. The application runs on an Amazon Elastic Container Service (Amazon ECS) cluster that
uses AWS Fargate. The cluster runs behind an Application Load Balancer The application stores data in an Amazon Aurora
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database A developer encrypts and manages database credentials inside the application The company wants to use a more secure
credential storage method and implement periodic credential rotation.
‘Which solution will meet these requirements with the LEAST operational overhead?

¢ A. Migrate the credentials to AWS Secrets Manager. Encrypt the credentials by using an AWS Key Management Service
(AWS KMS) key Turn on secret rotation Use 1AM policies and roles to grant Amazon ECS Fargate permissions to access
to AWS Secrets Manager by using keys.

¢ B. Migrate the secret credentials to Amazon RDS parameter groups. Encrypt the parameter by using an AWS Key
Management Service (AWS KMS) key Turn on secret rotation. Use 1 AM policies and roles to grant AWS KMS
permissions to access Amazon RDS.

¢ (. Migrate the credentials to AWS Systems Manager Parameter Store. Encrypt the parameter by using an AWS Key
Management Service (AWS KMS) key. Turn on secret rotation. Use 1AM policies and roles to grant Amazon ECS Fargate
permissions to access to AWS Secrets Manager

¢ D. Migrate the credentials to ECS Fargate environment variables. Encrypt the credentials by using an AWS Key
Management Service (AWS KMS) key Turn on secret rotation. Use 1 AM policies and roles to grant Amazon ECS Fargate
permissions to access to AWS Secrets Manager.

EE: A
A :
Explanation

AWS Secrets Manager is a service that helps you store, distribute, and rotate secrets securely. You can use Secrets Manager to
migrate your credentials from your application code to a secure and encrypted storage.

You can also enable automatic rotation of your secrets by using AWS Lambda fimctions or custom logic. You can use [AM policies
and roles to grant your Amazon ECS Fargate tasks permissions to access your secrets from Secrets Manager. This solution
minimizes the operational overhead of managing your credentials and enhances the security of your application. References

* AWS Secrets Manager: Store, Distribute, and Rotate Credentials Securely | AWS News Blog

* Why You Should Audit and Rotate Your AWS Credentials Periodically - Cloud Academy

* Top 5 AWS root account best practices - TheServerSide

B #28

A company had an Amazon RDS for MySQL DB instance that was named mysql-db. The DB instance was deleted within the past
90 days.

A developer needs to find which IAM user or role deleted the DB instance in the AWS environment.

‘Which solution will provide this information?

e A Retrieve the AWS Systenms Manager deletions nventory. Filter the inventory by deletions that have a TypeName value of
RDS. Inspect the deletion details.

¢ B. Retrieve the AWS X-Ray trace summaries. Filter by services with the name mysql-db. Inspect the ErrorRootCauses
values within each summary.

¢ C. Retrieve the AWS CloudTrail events for the resource mysql-db where the event name is DeleteDBInstance. Inspect each
event.

¢ D. Retrieve the Amazon CloudWatch log events from the most recent log stream within the rds/mysql-db log group. Inspect
the log events.

EfE: C
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A company has an application that is based on Amazon EC2. The company provides API access to the application through Amazon
API Gateway and uses Amazon DynamoDB to store the application's data. A developer is investigating performance issues that are
affecting the application. During peak usage, the application is overwhelmed by a large number of identical data read requests that
come through APIs. What is the MOST operationally efficient way for the developer to improve the application's performance?

A. Use Amazon ElastiCache to cache application responses.

B. Use DynamoDB Accelerator (DAX) to cache database responses.

C. Configure Amazon EC2 Auto Scaling policies to meet fluctuating demand.
D. Enable API Gateway caching to cache API responses.

IEf#: B



fEERA -

DynamoDB Accelerator (DAX) provides a managed caching layer specifically optimized for DynamoDB, reducing latency for
repeated read requests.

Purpose-Built: DAX is designed for DynamoDB, enabling sub-miillisecond response times for frequently accessed iterns.
Operational Efficiency: No need for additional application-level caching logic.
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A developer created several AWS Lambda functions that write data to a single Amazon S3 bucket. The developer configured all the
Lambda functions to send logs and metrics to Amazon CloudWatch.

The developer receives reports that one of the Lambda functions writes data to the bucket very slowly. The developer needs to
measure the latency between the problematic Lambda function and the S3 bucket.

‘Which solution will meet this requirement?

¢ A. Enable AWS X-Ray on the Lambda function. Select Amazon S3 in the latency graph to view the latency histogram.

¢ B. Enable CloudWatch Lambda Insights on the function. View the latency graph that CloudWatch Lambda Insights provides.

¢ C. Query the Lambda function's log file in Amazon CloudWatch Logs Insights. Return the average of the auto-discovered
(@duration field.

¢ D. Enable AWS X-Ray on the Lambda function. In the generated trace map, select the line between Lambda and Amazon
S3.

EfE: A

AR -

AWS X-Ray provides a detailed, service-level trace for Lambda mvocations, including how long requests to external services like
Amazon S3 take.

Enabling X-Ray allows you to view a latency histogram that specifically shows the time taken for the Lambda function to interact
with S3, which is exactly what the developer needs to measure.

HR #31

A company has deployed an application on AWS Elastic Beanstalk. The company has configured the Auto Scaling group that is
associated with the Elastic Beanstalk environment to have five Amazon EC2 instances. Ifthe capacity is fewer than four EC2
nstances during the deployment, application performance degrades. The company is using the all-at-once deployment policy. What
is the MOST cost-effective way to solve the deployment issue?

e A. Change the Auto Scaling group to six desired instances.

e B. Change the deployment policy to rolling with additional batch. Specify a batch size of 1.
¢ C. Change the deployment policy to rolling. Specify a batch size of 2.

¢ D. Change the deployment policy to traffic splitting, Specify an evaluation time of 1 hour.

EfE: B
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httpsz/docs.aws.amazon.convelasticbeanstalk/latest/dg/using-features.rolling-version-deploy. html
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