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HE#19

A project manager is working on a project that involves securing the network of a tall building, The manager is tasked with managing
these risks effectively to ensure the successful completion of the project within a given time frame and budget. The manager identified
nmultiple potential risks associated with the project.

What is the next step in the risk management life cycle?

A. Control
B. Review

C. Identify
D. Assess
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The correct answer is C - Assess.

As per WGU Cybersecurity Architecture and Engineering (KFO1 / D488) materials, after risks have been identified, the next step in
the risk management life cycle is to assess them. Assessment nvolves analyzing and prioritizing the risks based on their potential
impact and likelihood. Only after assessment can proper strategies be formulated for controlling and mitigating the risks.
Identification (A) occurs before assessment, while reviewing (B) and controlling (D) happen later in the process.

Reference Extract from Study Guide:

"Following the identification of risks, the risk management process proceeds to risk assessment, where risks are analyzed and
prioritized based on likelihood and impact to guide mitigation efforts."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Risk Management Process

HEE #20
What is a component of IT infrastructure?

A. Printer

B. People

C. Data

D. Networks

3
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IT infrastructure encompasses all the physical and virtual resources that support the flow,storage, processing, and analysis of data.
Networks, which include the internet, intranets, and extranets, are fundamental components of IT infrastructure as they enable
commumnication and data exchange between different hardware and software components.

AE #21
What is the role of the conpiler?

A. To create an executable program by translating all of the code at one time

B. To take the most recent line of code, translate it, and execute the machine code
C. To run scripting languages to test one line of code at a time

D. To create executable code that is compatible with different operating systems

e A
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Step by Step Comprehensive Detailed Explanation

A compiler is a program that translates source code written in a high-level programming language into machine code.

* Definition: A compiler processes the entire source code of a program and translates it into a machine code executable.

* Functionality: This process is typically done in several stages, including lexical analysis, syntax analysis, semantic analysis,
optimization, and code generation.

* Output: The result is an executable file that can be run on a specific operating system.

References

* "Compilers: Principles, Techniques, and Tools" by Alfred V. Aho, Monica S. Lam, Ravi Sethi, and Jeffrey D. Ullman

* NISTIR 7860, "C++ Coding Standards"

EE #22

A conpany is developing a new mobile application to support external customers and contractors. The application needs to allow
users to sign in using third-party social identities.

What is the best protocol?

A. Open Authorization (OAuth)

B. Lightweight Directory Access Protocol (LDAP)
C. Kerberos

D. Security Assertion Markup Language (SAML)

g: A
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The correct answer is D - Open Authorization (OAuth).

According to the WGU Cybersecurity Architecture and Engineering (KFO1 / D488) Study Guide, OAuth is the standard protocol
used for authorizing access to third-party applications without revealing user credentials.

It allows users to log in using social identity providers like Google, Facebook, or LinkedIn, which is perfect for external customers
and contractors accessing a mobile application. OAuth is designed for modern applications requiring delegated access.

SAML (A) is generally used for enterprise single sign-on (SSO) solutions, primarily for internal enterprise authentication, not social
login. Kerberos (B) is used within controlled internal network environments for authentication. LDAP (C) is a directory access
protocol, not an authorization protocol for third-party sign-in.

Reference Extract from Study Guide:

"OAuth enables users to grant a third-party application limited access to their resources withoutexposing their credentials, making it
ideal for mobile and web applications nvolving external users."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Authentication and Authorization Concepts

EE #23

A conpany has identified a potential risk associated with a new software implementation, which could result in a significant data
breach.

Which step of the risk management life cycle mvolves implementing security controls to prevent the risk?

A. Review
B. Identify
C. Assess
D. Control

He: D
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The correct answer is C - Control

According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), the control phase of the risk management life
cycle involves implementing appropriate security measures or countermeasures to mitigate or eliminate identified risks. After a risk is
assessed, controls are applied to address it and reduce its impact or likelihood.

Assess (A) evaluates risk severity. Identify (B) discovers risks. Review (D) checks the effectiveness of applied controls.

Reference Extract from Study Guide:

"The control phase of risk management focuses on applying security controls and mitigations to reduce the risk to an acceptable
level."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Risk Management Life Cycle
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