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Fortinet NSE 5 - FortiSIEM 6.3 Sample Questions (Q48-Q53):
NEW QUESTION # 48 
Which two FortiSIEM components work together to provide real-time event correlation?

A. Collector and Windows agent
B. Worker and collector
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C. Supervisor and collector
D. Supervisor and worker

Answer: D

Explanation:
FortiSIEM Architecture: The FortiSIEM architecture includes several components such as Supervisors, Workers, Collectors, and
Agents, each playing a distinct role in the SIEM ecosystem.
Real-Time Event Correlation: Real-time event correlation is a critical function that involves analyzing and correlating incoming events
to detect patterns indicative of security incidents or operational issues.
Role of Supervisor and Worker:
* Supervisor: The Supervisor oversees the entire FortiSIEM system, coordinating the processing and analysis of events.
* Worker: Workers are responsible for processing and correlating the events received from Collectors and Agents.
Collaboration for Correlation: Together, the Supervisor and Worker components perform real-time event correlation by distributing
the load and ensuring efficient processing of events to identify incidents in real-time.
References: FortiSIEM 6.3 User Guide, Event Correlation and Processing section, details how the Supervisor and Worker
components collaborate for real-time event correlation.

NEW QUESTION # 49 
In me FortiSIEM CLI. which command must you use to determine whether or not syslog is being received from a network device?

A. tcpdump
B. Onetcat
C. OphSyslogRecorder
D. phDeviceTest

Answer: A

Explanation:
* Syslog Reception Verification: To verify whether syslog messages are being received from a network device, a network packet
capture tool can be used.
* tcpdump Command: tcpdump is a powerful command-line packet analyzer tool available in Unix-like operating systems. It allows
administrators to capture and analyze network traffic.
Usage: By using tcpdump with the appropriate filters (e.g., port 514 for syslog), administrators can monitor the incoming syslog
messages in real-time to verify if they are being received.
Example Command: tcpdump -i <interface> port 514 captures the syslog messages on the specified network interface.
* Reference: FortiSIEM 6.3 User Guide, CLI Commands section, which details the usage of tcpdump for network traffic analysis
and verification of syslog reception.

NEW QUESTION # 50 
An administrator is using SNMP and WMI credentials to discover a Windows device. How will the WMI method handle this?

A. WMI method will collect security, application, and system events logs.
B. WMI method will collect only DNS logs.
C. WMI method will collect only traffic and IIS logs.
D. WMI method will collect only DHCP logs.

Answer: A

Explanation:
WMI Method: Windows Management Instrumentation (WMI) is a set of specifications from Microsoft for consolidating the
management of devices and applications in a network.
Log Collection: WMI is used to collect various types of logs from Windows devices.
* Security Logs: Contains records of security-related events such as login attempts and resource access.
* Application Logs: Contains logs generated by applications running on the system.
* System Logs: Contains logs related to the operating system and its components.
Comprehensive Data Collection: By using WMI, FortiSIEM can gather a wide range of event logs that are crucial for monitoring and
analyzing the security and performance of Windows devices.
References: FortiSIEM 6.3 User Guide, Data Collection Methods section, which details the use of WMI for collecting event logs



from Windows devices.

NEW QUESTION # 51 
Which is a requirement for implementing FortiSIEM disaster recovery?

A. All worker nodes must access both supervisor nodes using IP.
B. SNMP, and WMI ports must be open between the two supervisor nodes.
C. The two supervisor nodes must have layer 2 connectivity.
D. DNS names must be used for the worker upload addresses.

Answer: D

Explanation:
Disaster Recovery (DR) Implementation: For FortiSIEM to effectively support disaster recovery, specific requirements must be met
to ensure seamless failover and data integrity.
Layer 2 Connectivity: One of the critical requirements for implementing FortiSIEM DR is that the two supervisor nodes must have
layer 2 connectivity.
* Layer 2 Connectivity: This ensures that the supervisors can communicate directly at the data link layer, which is necessary for
synchronous data replication and other DR processes.
Importance of Connectivity: Layer 2 connectivity between the supervisor nodes ensures that they can maintain consistent and up-to-
date state information, which is essential for a smooth failover in the event of a disaster.
References: FortiSIEM 6.3 Administration Guide, Disaster Recovery section, which details the requirements and configurations
needed for setting up disaster recovery, including the necessity for layer 2 connectivity between supervisor nodes.

NEW QUESTION # 52 
An administrator is using SNMP credential only for discovery of a Windows device. How will FortiSIEM handle this?

A. FortiSIEM will apply a Job to collect security event logs
B. FortiSIEM will apply a job to collect system event logs.
C. FortiSIEM will apply a job to collect application event logs.
D. FortiSIEM will apply system monitor jobs to collect resources data.

Answer: D

NEW QUESTION # 53
......
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