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Scenario: A Chief Information Security Officer (CISO) recently had a third party conduct an audit of the security program. Internal
policies and international standards were used as audit baselines. The audit report was presented to the CISO and a variety of high,
medium and low rated gaps were identified.

Which of the following is the FIRST action the CISO will perform after receiving the audit report?

A. Create remediation plans to address program gaps

B. Inform peer executives of the audit results

C. Validate gaps and accepts or dispute the audit findings

D. Determine if security policies and procedures are adequate
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‘Which of the following provides an independent assessment of a vendor's internal security controls and overall posture?
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A. ISO27000 accreditation

B. PCI attestation of compliance
C. Alignment with business goals
D. Financial statements
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ISO27000 Accreditation

*ISO 27000 standards provide a framework for assessing and certifying an organization's information security management systens
(ISMS).

* An independent body evaluates the organization's compliance with ISO standards, ensuring robust security controls.
Comparison of Options

* A. Alignment with business goals: Not specific to security controls assessment.

* C. PCI attestation of compliance: Focuses on payment card industry standards, not general vendor security posture.
* D. Financial statements: Provide financial insights but not security assessments.

EC-Council References

* Highlighted as a benchmark for third-party risk management in EC-Council CISO training.
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Which of the following statements about Encapsulating Security Payload (ESP) is true?

A. Tt uses UDP port 22

B. It is a text-based commumication protocol.

C. It is an IPSec protocol.

D. Tt uses TCP port 22 as the default port and operates at the application layer.
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Encapsulating Security Payload (ESP):

ESP is a protocol within the TPSec suite that provides confidentiality, ntegrity, and authentication for network traffic by encrypting
packet payloads.

Key Features of ESP:

* Operates at the network layer.

* Ensures data confidentiality and protects against tampering.

‘Why Not Other Options:

* B. Text-based communication protocol: ESP is not text-based; it deals with encrypted data.

* C. Uses TCP port 22: ESP does not operate at the application layer.

* D. Uses UDP port 22: Incorrect; ESP typically uses protocol number 50.

EC-Council Emphasis:

ESP's role in securing IP commumnications highlights its importance in moderm security architectures.

E R #532
Which of the following are the triple constraints of project management?

A. Cost, quality, and time
B. Quality, scope, and cost
C. Time, quality, and scope
D. Scope, time, and cost
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Which of the following is the MOST effective way to measure the effectiveness of security controls on a perimeter network?

e A, External penetration testing by a qualified third party
e B. Perform a vulnerability scan of the network



e C. Implement network intrusion prevention systens
e D. Internal Firewall ruleset reviews
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Why Penetration Testing is Effective:

* Identifies weaknesses in perimeter defenses by simulating real-world attack scenarios.

* Provides actionable insights for strengthening perimeter security.

Why This is Correct:

* A qualified third party ensures unbiased testing and comprehensive evaluation.

Why Other Options Are Incorrect:

* A. Vulnerability Scan: Identifies known vulnerabilities but lacks the depth of penetration testing,

* C. Internal Firewall Reviews: Limited to rule analysis, not testing overall effectiveness.

* D. Network Intrusion Prevention Systems: Mitigates threats but does not measure control effectiveness.
References:EC-Council emphasizes external penetration testing as a critical tool for assessing perimeter network security controls.
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