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HPE Campus Access Switching Expert Written Exam Sample Questions
(Q91-Q96):
NEW QUESTION # 91 
Which EAP methods arc supported when configuring The 802.1X supplicant feature on an AOS-CX switch?
(Selecttwo.)

A. EAP-PEAP
B. EAP-TLS
C. EAP-TEAP
D. EAP-TTLS
E. EAP-MD5

Answer: A,B

Explanation:
The question asks which EAP (Extensible Authentication Protocol) methods are supported when configuring the
802.1Xsupplicantfeature on an AOS-CX switch (i.e., the switch acting as the client authenticating to another device).
* AOS-CX 802.1X Supplicant:Allows the switch itself to authenticate using 802.1X.
* Supported EAP Methods:Switch implementations typically support a subset of common EAP methods for the supplicant role.
Secure methods are preferred. AOS-CX documentation for the dot1x supplicant eap-method command typically lists supported
types. Common secure methods found in documentation include EAP-TLS and EAP-PEAP (usually with MSCHAPv2). EAP-
MD5 is often supported but insecure.
* Analysis of Options (Select Two):
* A. EAP-TLS: A secure, certificate-based method commonly supported by enterprise supplicants.
Likely supported.
* B. EAP-TTLS: Another secure tunneled method, but PEAP is sometimes more common in switch supplicants. Support needs
verification in specific AOS-CX docs.
* C. EAP-MD5: Simple challenge-response, but insecure. Often supported for legacy reasons.
* D. EAP-PEAP: Secure tunneled method using server-side certificate and typically username
/password (MSCHAPv2) inside. Commonly supported.
* E. EAP-TEAP: A newer tunneled method, less likely to be supported than PEAP/TLS in switch supplicants.
* Conclusion:Based on typical enterprise requirements and likely AOS-CX capabilities documented for the supplicant feature, the
secure methods EAP-TLS(A) and EAP-PEAP (D) are the most probable supported options among the choices.
References:AOS-CX Security Guide (802.1X Supplicant configuration, supported EAP methods). This relates to "Security" (10%)
and "Authentication/Authorization" (9%).

NEW QUESTION # 92 
Drag and Drop Question
Identify the required configuration steps to enable DHCP Endpoint Profiling with HPE Aruba Networking ClearPass. (Not all will be
used)

Answer:

Explanation:

NEW QUESTION # 93 
The administrator pf a large company noticed that there are some problems with UCC sessions on a wired network. Some
employees complain about dropped calls and poor quality. The administrator wants to monitor jitter on AOS-CX switches with IP
SLA, but notices results spiking to 100%.
What should the administrator check first to correct monitoring to run as desired?

A. number of NAE agents
B. memory and processor usage
C. CoPP settings
D. source IP and source port combination

Answer: D



Explanation:
IP SLA jitter measurements rely on unique source IP and source port combinations. If the same combination is reused, the results
can show spikes or incorrect 100% loss. The first step is to verify and adjust the source IP and port settings to ensure proper packet
tracking and accurate jitter monitoring.

NEW QUESTION # 94 
AnOSPF router has teamed a path to an external network oy both an El and an E2 advertisement, both routes having the same path
cost. Which path -will the router prefer?

A. Both routes will be suppressed until the path conflict has been resolved.
B. The router will use both paths equally by means ofECMP
C. The router will prefer the E2 path.
D. The router will prefer the E1 path.

Answer: D

Explanation:
The question involves an OSPF router receiving both an E1 (External Type 1) and an E2 (External Type 2) advertisement for an
external network with the same path cost. The task is to determine which path the router will prefer.
* Analysis of Options:
* Option A (ECMP):Equal-Cost Multi-Path (ECMP) is used when multiple paths have the same total cost, but E1 and E2 routes
have different metric calculations, so ECMP does not apply here.
* Option B (Prefer E2):Incorrect, as E2 routes are preferred only when E1 routes are not present or have a higher total cost.
* Option C (Suppressed):OSPF does not suppress routes due to path conflicts; it selects the best path based on metrics.
* Option D (Prefer E1):Correct. OSPF prefers E1 routes over E2 routes because E1 routes include the internal cost to the ASBR
(Autonomous System Boundary Router) plus the external cost, providing a more accurate total cost.
* Why Option D is Correct:In OSPF, external routes are advertised as E1 or E2. E1 routes include both the external cost
(advertised by the ASBR) and the internal cost to reach the ASBR, making them more precise for path selection. E2 routes only
consider the external cost and are the default for redistributed routes unless explicitly configured as E1. When an OSPF router
receives both E1 and E2 routes with the same external cost, it prefers the E1 route because it accounts for the total path cost,
including internal network topology. This is per OSPF standards (RFC 2328).
* Relevance to Certification Objectives:
* Routing (16%):Involves designing and troubleshooting OSPF routing topologies, including external route types (E1 vs. E2).
* Troubleshooting (10%):Includes analyzing OSPF path selection to resolve routing issues.
References:
HPE Aruba Networking AOS-CX Configuration Guide: OSPF Configuration, detailing E1 and E2 route types.
HPE7-A06Study Guide: Covers OSPF external route selection and path preference.
RFC 2328: OSPF Version 2, explaining E1 and E2 route metrics and preference.

NEW QUESTION # 95 
Which setof commands willapply the device profile 'AP'to the device shown in the LLDP neighbor output below?

A. 
B. 
C. 
D. 

Answer: B

Explanation:
The goal is to configure the switch to automatically apply a specific device profile (named AP-PROFILE in the options) to ports
where an Aruba AP Model 635 connects, using LLDP information for detection.
* LLDP Information:The LLDP neighbor output shows:
* Neighbor Chassis-Description: ArubaOS (MODEL: 635), Version Aruba AP
* Neighbor Chassis-Name: AP-42
* Device Profile Mechanism:This involves creating an LLDP group that matches specific attributes of the desired device, creating a
device profile containing the desired port configurations (VLAN, PoE, QoS, Role, etc.), associating the profile with the LLDP
group, and enabling the feature globally.
* Analyzing Configuration Options:All options configure an LLDP group AP-LLDP-GROUP and a device profile AP-PROFILE.



The key is the matching condition within the LLDP group and the completeness of the profile configuration.
* Matching Condition:
* Options A, C, D use seq 10 match sys-desc 635. This condition checks if the LLDP System Description contains the string "635".
Based on the output (...MODEL: 635...), this conditionwill matchthe target AP.
* Option B uses seq 10 match sys-name 635. This checks if the LLDP System Name contains
"635". The output shows Neighbor Chassis-Name: AP-42. This conditionwill not match.

NEW QUESTION # 96
......
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