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What is the action taken out by Managed Threat Hunting team for Zero Day Exploits?

A. MTH researches for threats in the tenant and generates a report with the findings.
B. MTH researches for threats in the logs and reports to engineering.
C. MTH pushes content updates to prevent against the zero-day exploits.
D. MTH runs queries and investigative actions and no further action is taken.

Answer: A

Explanation:
The Managed Threat Hunting (MTH) team is a group of security experts who proactively hunt for threats in the Cortex XDR tenant
and generate a report with the findings. The MTH team uses advanced queries and investigative actions to identify and analyze
potential threats, such as zero-day exploits, that may have bypassed the prevention and detection capabilities of Cortex XDR. The
MTH team also provides recommendations and best practices to help customers remediate the threats and improve their security
posture. Reference:
Managed Threat Hunting Service
Managed Threat Hunting Report

NEW QUESTION # 91 
What is the maximum number of agents one Broker VM local agent applet can support?

A. 10,000
B. 5,000
C. 15,000
D. 20,000

Answer: A

Explanation:
The Broker VM is a virtual machine that you can deploy in your network to provide various services and functionalities to the
Cortex XDR agents. One of the services that the Broker VM offers is the Local Agent Settings applet, which allows you to
configure the agent proxy, agent installer, and content caching settings for the agents. The Local Agent Settings applet can support a
maximum number of 10,000 agents per Broker VM. If you have more than 10,000 agents in your network, you need to deploy
additional Broker VMs and distribute the load among them. Reference:
Broker VM Overview: This document provides an overview of the Broker VM and its features, requirements, and deployment
options.
Configure the Broker VM: This document explains how to install, set up, and configure the Broker VM in an ESXi environment.
Manage Broker VM from the Cortex XDR Management Console: This document describes how to activate and manage the Broker
VM applets from the Cortex XDR management console.

NEW QUESTION # 92 
What is an example of an attack vector for ransomware?

A. Performing SSL Decryption on an endpoint
B. Phishing emails containing malicious attachments
C. Performing DNS queries for suspicious domains
D. A URL filtering feature enabled on a firewall

Answer: B

Explanation:
An example of an attack vector for ransomware is phishing emails containing malicious attachments. Phishing is a technique that
involves sending fraudulent emails that appear to come from a legitimate source, such as a bank, a company, or a government
agency. The emails typically contain a malicious attachment, such as a PDF document, a ZIP archive, or a Microsoft Office
document, that contains ransomware or a ransomware downloader. When the recipient opens or downloads the attachment, the
ransomware is executed and encrypts the files or data on the victim's system. The attacker then demands a ransom for the
decryption key, usually in cryptocurrency.
Phishing emails are one of the most common and effective ways of delivering ransomware, as they can bypass security measures
such as firewalls, antivirus software, or URL filtering. Phishing emails can also exploit the human factor, as they can trick the recipient



into opening the attachment by using social engineering techniques, such as impersonating a trusted sender, creating a sense of
urgency, or appealing to curiosity or greed. Phishing emails can also target specific individuals or organizations, such as executives,
employees, or customers, in a technique called spear phishing, which increases the chances of success.
According to various sources, phishing emails are the main vector of ransomware attacks, accounting for more than 90% of all
ransomware infections12. Some of the most notorious ransomware campaigns, such as CryptoLocker, Locky, and WannaCry, have
used phishing emails as their primary delivery method3 . Therefore, it is essential to educate users on how to recognize and avoid
phishing emails, as well as to implement security solutions that can detect and block malicious attachments. Reference:
Top 7 Ransomware Attack Vectors & How to Avoid Becoming a Victim - Bitsight What Is the Main Vector of Ransomware
Attacks? A Definitive Guide CryptoLocker Ransomware Information Guide and FAQ
[Locky Ransomware Information, Help Guide, and FAQ]
[WannaCry ransomware attack]

NEW QUESTION # 93 
What kind of the threat typically encrypts user files?

A. supply-chain attacks
B. ransomware
C. Zero-day exploits
D. SQL injection attacks

Answer: B

Explanation:
Ransomware is a type of malicious software, or malware, that encrypts user files and prevents them from accessing their data until
they pay a ransom. Ransomware can affect individual users, businesses, and organizations of all kinds. Ransomware attacks can
cause costly disruptions, data loss, and reputational damage. Ransomware can spread through various methods, such as phishing
emails, malicious attachments, compromised websites, or network vulnerabilities. Some ransomware variants can also self-propagate
and infect other devices or networks. Ransomware authors typically demand payment in cryptocurrency or other untraceable
methods, and may threaten to delete or expose the encrypted data if the ransom is not paid within a certain time frame. However,
paying the ransom does not guarantee that the files will be decrypted or that the attackers will not target the victim again. Therefore,
the best way to protect against ransomware is to prevent infection in the first place, and to have a backup of the data in case of an
attack123456 Reference:
What is Ransomware? | How to Protect Against Ransomware in 2023
Ransomware - Wikipedia
What is ransomware? | Ransomware meaning | Cloudflare
What Is Ransomware? | Ransomware.org
Ransomware - FBI

NEW QUESTION # 94 
What license would be required for ingesting external logs from various vendors?

A. Cortex XDR Pro per Endpoint
B. Cortex XDR Vendor Agnostic Pro
C. Cortex XDR Pro per TB
D. Cortex XDR Cloud per Host

Answer: C

Explanation:
To ingest external logs from various vendors, you need a Cortex XDR Pro per TB license. This license allows you to collect and
analyze logs from Palo Alto Networks and third-party sources, such as firewalls, proxies, endpoints, cloud services, and more. You
can use the Log Forwarding app to forward logs from the Logging Service to an external syslog receiver. The Cortex XDR Pro per
Endpoint license only supports logs from Cortex XDR agents installed on endpoints. The Cortex XDR Vendor Agnostic Pro and
Cortex XDR Cloud per Host licenses do not exist. Reference:
Features by Cortex XDR License Type
Log Forwarding App for Cortex XDR Analytics
SaaS Log Collection
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