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Fortinet FCP - Azure Cloud Security 7.4 Administrator Sample Questions
(Q27-Q32):
NEW QUESTION # 27 
Refer to the exhibits, which show the outputs of two commands taken on a Windows VM running in Azure.

Which statement is true about the device with the IP address 10.0.2.4?

A. It is on the same subnet as the Windows VM
B. It is on the same VNET as the Windows VM
C. It is reachable through FortiGate in transparent mode
D. It is provided by Azure for routing traffic among subnets

Answer: B

Explanation:
Thetrace output shows only one hopto reach10.0.2.4, indicating that the destination isin the same Azure virtual network (VNet)as
the Windows VM. Since the VM's IP is10.0.1.4and the destination is10.0.2.4, they are indifferent subnets, but Azure allowsdirect
routing between subnets within the same VNetwithout additional hops.

NEW QUESTION # 28 
What is a limitation of the Network Security Groups (NSGs) in Azure?

A. NSGs cannot be applied to individual virtual machines.
B. NSGs allow the filtering of inbound traffic only.
C. NSGs are applied only to vNICs.
D. NSGs operate at the application layer, limiting their effectiveness in the network layer.

Answer: C

Explanation:
Alimitation of NSGsis that they are applied only at thesubnet level or to network interfaces (vNICs), not directly to other resources



like load balancers or application gateways. This meansgranular application- layer filteringis not supported, andNSGs primarily
operate at Layers 3 and 4.

NEW QUESTION # 29 
Your organization is planning to deploy FortiWeb in Azure to provide a web application security solution to its web servers. One of
the requirements is to have granular control of the number of vCPUs and memory assigned to this resource.
Which cloud model could meet this requirement?

A. Software-as-a-Service (SaaS)
B. Function-as-a-Service (FaaS)
C. Platform-as-a-Service (PaaS)
D. Infrastructure-as-a-Service (IaaS)

Answer: D

Explanation:
Infrastructure-as-a-Service (IaaS)allows you to deploy FortiWeb as a virtual machine in Azure, giving you granular control over
vCPU and memory allocation. This model provides full flexibility over the compute resources and network configuration, which is
essential for deploying and scaling security appliances like FortiWeb.

NEW QUESTION # 30 
Refer to the exhibit.

Your company runs front-end web servers in Azure. You need to deploy a Linux VM to be used as a web server.
To protect your web servers with a web application firewall (WAF), you deploy FortiWeb to secure applications from web-based
attacks.
Which FortiWeb operation mode can you implement for this scenario?

A. True transparent proxy
B. Reverse proxy
C. Passive monitoring
D. Transparent inspection

Answer: B

Explanation:
TheReverse Proxymode is the most appropriate FortiWeb operation mode for this scenario. In this mode, FortiWeb sits between
internet users and the Linux web servers, terminating client connections and then forwarding requests to the backend servers. This
enablesdeep inspection, protection from web attacks (like SQL injection and XSS), andfull WAF functionality, making it ideal for
securing front-end web servers exposed to the internet.

NEW QUESTION # 31 
What characterizes the branch-to-branch topology in an Azure virtual WAN?

A. Simplified network architecture with reduced hub dependencies
B. Increased redundancy through multiple connections to the central hub



C. Improved scalability for branch offices connecting to Azure
D. Enhanced security through centralized traffic management

Answer: C

Explanation:
Thebranch-to-branch topologyin Azure Virtual WAN is characterized bydirect connectivity between branchesthrough the Virtual
WAN backbone, whichreduces dependency on centralized hubs. This results in asimplified network architecture, lowering latency
and optimizing routing between branch locations.

NEW QUESTION # 32
......
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