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CyberArk CPC-CDE-RECERT Exam Syllabus Topics:

Section Weight Objectives
- Backup and disaster recovery
Management & Operations 25% - Monitoring, logging and health checks

- Updates, upgrades and mantenance

- Integration with identity providers and directories
Configuration & Deployment 30% - Security hardening and compliance settings

- Installation and setup procedures

- Service communication and ports
Privilege Cloud Connectors Architecture & Components 25% - Core architecture and service components
- Deployment models and requirements

- Performance tuning and best practices

Troubleshooting & Optimization 20% - Security iqcident handling .
- Common issues and resolution
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EE #96

In large-scale environments, it is important to enable the CPM to focus its search operations on specific Safes instead of scanning all
Safes it sees in the Vault. How is this acconmplished?
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A. Administration Options > CPM Settings

B. AllowedSafes Parameter on each platform policy

C. Administration > Options > CPM Scanner.

D. MaxConcurrentConnection parameter on each platform policy

He: B

Y.

In large-scale environments, to enable the Central Policy Manager (CPM) to focus its search operations on specific Safes instead of
scanning all Safes it sees in the Vault, the AllowedSafes parameter on each platform policy is used. This parameter can be
configured within the platform settings in the CyberArk administration interface. By specifying safes in the AllowedSafes parameter,
the CPM will only manage credentials within those designated safes, thereby optimizing performance and managing resources more
efficiently by not scanning unnecessary safes. This setting is crucial for large environments where the CPM needs to be as efficient as
possible due to the volume of managed accounts.

HE #97
Before you can delete a Safe, you must first delete all of its content (accounts and files) permanently. What else must also be
achieved before the Safe can be successfully deleted?

A. The "Save account versions for a period of" has been set to 0 within the Safe version retention settings.
B. The associated CPM user has been removed from the Safe.

C. The version retention period has expired for all files.

D. The Safe owners have been removed from the Safe menmbership.

HE. C

MH.

CyberArk states that a Safe can be deleted only after its contents are deleted permanently, and (critically) objects are only deleted
permanently affer their retention/versions retention has passed. In the Privilege Cloud Safe management documentation, it notes that
accounts are deleted permanently only after their retention period has passed, which is why deletion can be blocked by "non-
expired" objects.

The underlying Vault/PACLI behavior is also explicit: "It is only possible to delete a Safe after the version retention period has
expired for all files contained in the Safe." So, beyond deleting the content, the version retention period must have expired for all files
#B.

A2 #98
Which statement is correct about using the AllowedSafes platform parameter?

A. Tt prevents the CPM from scanning all safes, restricting it to scan only safes that match the AllowedSafes configuration.
B. It allows the CPM to access PSM safes to monitor platform configuration and connection component changes.

C. It prevents the CPM from processing pending itens in the Discovery safes enforcing manual intervention to complete the
onboarding process.

D. It allows users to access accounts in specific safes.

HE: A

LR

The correct statement about using the AllowedSafes platform parameter is that it prevents the Central Policy Manager (CPM) from
scanning all safes, restricting it to scan only safes that match the AllowedSafes configuration. This parameter is crucial in large-scale
deployments where efficiency and resource management are key. By specifying which safes the CPM should manage, unnecessary
scanning of irrelevant safes is avoided, thus optimizing the CPM's performance and reducing the load on the CyberArk environment.
This configuration can be found in the platform management section of the CyberArk documentation.

A2 #99
‘What is the default username for the PSM for SSH mamtenance user?

e A psmpmaintenanceuser
® B. proxyusr



e C. psmp_maintenance
e D. proxymng

HE: D
ME:

httpsz/docs.cyberark.com/panrself-hosted/latest/en/content/pasimp/administrating-the-psmp.
htn#Createamaintenanceuser

HEE #100
You plan to install the Privilege Cloud Connector on Windows Server 2019 and must leverage your existing RDS Per-user licenses
for PSM connections. What must you do?

A. Modify the UseRDSPerUser parameter to Yes on every Windows-related platform
B. Add the UseRDSPerUser=Yes line to the basic_psm.ini parameters file.

C. Install the RDS License Server Service on Windows 2016.

D. Migrate the local PSMConnect users to Domain users.

He: D

Y.

CyberArk documents that due to RDS licensing enforcement in Windows 2019/2022, Per-user licensing is not supported for local
users, and (when Per-user CALs are required) you should move the built-in PSM application users (PSMConnect /
PSMAdminConnect) fiom local to domain users.

Therefore, to leverage existing Per-user RDS licensing on Windows 2019 PSM servers, you must migrate the local PSM users to
domain users # C.
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