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NEW QUESTION # 44

An engineer is implementing a new rollout of SAML for administrator authentication across a company's Palo Alto Networks
NGFWs. User authentication on company firewalls is currently performed with RADIUS, which will remain available for six months,
until it is decommissioned. The company wants both authentication types to be running in parallel during the transition to SAML.
Which two actions meet the criteria? (Choose two.)

¢ A Create and add the "SAML Identity Provider" Server Profile to the authentication profile for the "RADIUS" Server Profile.

¢ B. Create an authentication sequence that includes both the "RADIUS" Server Profile and "SAML Identity Provider" Server
Profile to run the two services in tandem.

e (. Create and apply an authentication profile with the "SAML Identity Provider" Server Profile.

¢ D. Create a testing and rollback plan for the transition from Radius to SAML, as the two authentication profiles cannot be run
n tandem

Answer: A.B

Explanation:

To enable both RADIUS and SAML authentication to run in parallel during the transition period, you need to configure an
authentication sequence and an authentication profile that includes both authentication methods.

By creating an authentication sequence that includes both RADIUS and SAML server profiles, the firewall will attempt
authentication with RADIUS first and, if that fails, will fall back to SAML. This enables both authentication types to function
simultaneously during the transition period.

You can also configure an authentication profile that includes both the RADIUS Server Profile and the SAML Identity Provider
server profile. This setup allows the firewall to use both RADIUS and SAML for authentication requests, and it will check both
authentication methods in parallel.

NEW QUESTION # 45

A PA-Series firewall with all licensable features is being installed. The customer’s Security policy requires that users do not directly
access websites. Instead, a security device must create the connection, and there must be authentication back to the Active
Directory servers for all sessions.

Which action meets the requirements in this scenario?

A. Deploy the Advanced URL Filtering license and captive portal.

B. Deploy the Next-Generation Firewalls as normal and install the User-1D agent.

C. Deploy the explicit proxy with Kerberos authentication scheme.

D. Deploy the transparent proxy with Web Cache Communications Protocol (WCCP).

Answer: C

Explanation:

In this scenario, the customer requires that users do not directly access websites and that a security device (the firewall) manages the
connection, while also ensuring that there is authentication back to the Active Directory (AD) servers for all sessions. The explicit
proxy with Kerberos authentication is the best solution because:

The explicit proxy allows the firewall to intercept user web traffic and manage the connections on behalf of users.

Kerberos authentication ensures that the user's identity is validated against the Active Directory servers before the session is allowed,
fulfilling the authentication requirement.

NEW QUESTION # 46
What are the phases of the Palo Alto Networks Al Runtime Security: Network Intercept solution?

A. Discovery, Deployment, Detection, Prevention

B. Scanning, Isolation, Whitelisting, Logging

C. Policy Generation, Discovery, Enforcement, Logging
D. Profiling, Policy Generation, Enforcement, Reporting

Answer: A

Explanation:
The phases of the Palo Alto Networks Al Runtime Security: Network Intercept solution are designed to help identify and protect
against potential threats in real time by using Al to detect and prevent malicious activities within the network.



Discovery: Identifying applications, services, and behaviors within the network to understand baseline activity.
Deployment: Implementing the solution into the network and integrating with existing security measures.

Detection: Monitoring traffic and activities to identify abnormal or malicious behavior.

Prevention: Taking action to stop threats once detected, such as blocking malicious traffic or stopping exploit attempts.

NEW QUESTION # 47

An NGFW engineer is configuring multiple Panorama-managed firewalls to start sending all logs to Strata Logging Service. The
Strata Logging Service instance has been provisioned, the required device certificates have been installed, and Panorama and the
firewalls have been successfully onboarded to Strata Logging Service.

‘Which configuration task must be performed to start sending the logs to Strata Logging Service and continue forwarding them to the
Panorama log collectors as well?

¢ A. Modify all active Log Forwarding profiles to select the "Cloud Logging" option in each profile match list in the appropriate
device groups.

¢ B. Enable the "Panorama/Cloud Logging" option in the Logging and Reporting Settings section under Device --> Setup -->
Management in the appropriate templates.

e (. Select the "Enable Cloud Logging" option in the Cloud Logging section under Device --> Setup --> Management in the
appropriate templates.

e D. Select the "Enable Duplicate Logging" option in the Cloud Logging section under Device --> Setup --> Management in the
appropriate templates.

Answer: C

Explanation:

To begin sending logs to Strata Logging Service while continuing to forward them to Panorama log collectors, the necessary
configuration is to enable Cloud Logging. This option is configured in the Cloud Logging section under Device — Setup —
Management in the appropriate templates. Once enabled, this ensures that logs are directed both to the Strata Logging Service
(cloud) and to the Panorama log collectors.

NEW QUESTION # 48
According to dynamic updates best practices, what is the recommended threshold value for content updates in a mission- critical
network?

A. 32 hours
B. 16 hours
C. 8 hours

D. 48 hours

Answer: C

Explanation:

For a mission-critical network, it is recommended to configure the content update threshold to 8 hours. This ensures that the
network is protected with the latest threat intelligence, updates to signatures, and other critical content, minimizing the exposure to
newly discovered vulnerabilities and threats.

Regular content updates are crucial in mission-critical environments to ensure the firewall is up-to-date with the latest protections. 8
hours is considered an optimal balance between timely updates and network performance.

NEW QUESTION # 49

As we all know, there are many reasons for the failure of the NGFW-Engineer exam, such as chance, the degree of knowledge you
master. Although the NGFW-Engineer exam is an exam to test your mastery of the knowledge of NGFW-Engineer, but there are so
many factor to influence the result. As long as you choose our NGFW-Engineer exam materials, you never have to worry about this
problem Because we will provide you a chance to replace other exam question bank if you didn’t pass the NGFW-Engmneer Exam
at once. What’s more important it’s that also free of charge only if you provide relevant proof. It is very convenient to replace and
it's not complicated at all. It will not cause you any trouble.
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