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Microsoft AZ-305 A&l Z:

A 270
¢ Design identity, governance, and monitoring solutions: This section focuses on your ability to design secure
= 1 access controls, deploy governance practices, and establish viable monitoring strategies for Azure
environments.

¢ Design business continuity solutions: This section of the exam evaluates the skills of individuals regarding
FH 2 designing Azure solutions for high availability, backups, and disaster recovery tasks.
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¢ Design data storage solutions: In this section of the AZ-305 exam, candidates are tested for their know-
=x 3 how of designing data storage solutions after utilizing Azure's relational and non-relational data storage
services.

¢ Design infrastructure solutions: The section of this AZ-305 exam covers topics such as designing
=M 4 mfrastructure solutions. It also covers how to compute and perform networking inside Azure.
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HEE #116
‘What should you include in the identity management strategy to support the planned changes?

A. Deploy domain controllers for corp.fabrikam.com to virtual networks in Azure.

B. Move all the domain controllers from corp.fabrikam.com to virtual networks in Azure.
C. Deploy a new Azure AD tenant for the authentication of new R&D projects.

D. Deploy domain controllers for the rd.fabrikam com forest to virtual networks in Azure.

HE: A

Y.

Directory synchronization between Azure Active Directory (Azure AD) and corp.fabrikam.com must not be affected by a link failure
between Azure and the on-premises network. (This requires domain controllers in Azure) Users on the on-premises network must
be able to authenticate to corp.fabrikam.comif an Internet link fails.

(This requires domain controllers on-premises)

Topic 3, Contoso

Case Study

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to conplete each
case. However, there may be additional case studies and sections on this exam You must manage your time to ensure that you are
able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case
studies might contain exhibits and other resources that provide more information about the scenario that is described in the case
study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes
before you move to the next section of the exam. After you begin a new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons i the left pane to explore the content of the
case study before you answer the questions. Clicking these buttons displays information such as business requirements, existing
environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to
the mformation displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to
the question.

Existing Environment: Technical Environment

The on-premises network contains a single Active Directory domain named contoso.com.
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Contoso has a single Azure subscription.

Existing Environment: Business Partnerships

Contoso has a business partnership with Fabrikam, Inc. Fabrikam users access some Contoso applications over the internet by
using Azire Active Directory (Azure AD) guest accounts.

Requirements: Planned Changes

Contoso plans to deploy two applications named App1 and App2 to Azure.

Requirements: App1

App1 will be a Python web app hosted in Azure App Service that requires a Linux runtime. Users from Contoso and Fabrikam will
access Appl.

App1 will access several services that require third-party credentials and access strings. The credentials and access strings are
stored in Azure Key Vault.

App1 will have six instances: three in the East US Azure region and three in the West Europe Azure regjon.

Appl has the following data requirements:

Each instance will write data to a data store in the same availability zone as the instance.

Data written by any App1 instance must be visible to all App1 instances.

App1 will only be accessible from the internet. App1 has the following connection requirements:

Connections to App1 must pass through a web application firewall (WAF).

Connections to App1 must be active-active load balanced between instances.

All connections to Appl from North America must be directed to the East US region. All other connections must be directed to the
West Europe regjon.

Every hour, you will run a mamntenance task by invoking a PowerShell script that copies files fromall the App1 instances. The
PowerShell script will run from a central location.

Requirements: App2

App2 will be a NET app hosted in App Service that requires a Windows runtime. App2 has the following file storage requirements:
Save files to an Azure Storage account.

Replicate files to an on-premises location.

Ensure that on-premises clients can read the files over the LAN by using the SMB protocol.

You need to monitor App?2 to analyze how long it takes to perform different transactions within the application. The solution must
not require changes to the application code.

Application Development Requirements

Application developers will constantly develop new versions of App1 and App2. The development process must meet the following
requirements:

A staging instance of a new application version must be deployed to the application host before the new version is used in
production.

After testing the new version, the staging version of the application will replace the production version.

The switch to the new application version from staging to production must occur without any downtime of the application.

Identity Requirements

Contoso identifies the following requirements for managing Fabrikam access to resources:

Every month, an account manager at Fabrikam must review which Fabrikam users have access permissions to App1. Accounts that
no longer need permissions must be removed as guests.

The solution must minimize development effort.

Security Requirement

All secrets used by Azure services must be stored in Azure Key Vault.

Services that require credentials must have the credentials tied to the service mstance. The credentials must NOT be shared between
services.

AR #117

Youare designing a virtual machine that will run Microsoft SQL Server and contain two data disks. The first data disk will store log
files, and the second data disk will store data. Both disks are P40 managed disks.

Youneed to recommend a host caching method for each disk. The method must provide the best overall performance for the virtual
machine while preserving the integrity of the SQL data and logs.

Which host caching method should you recommend for each disk? To answer, drag the appropriate methods to the correct disks.
Each method may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view
content.

NOTE: Each correct selection is worth one point.
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Hotspot Question

You have an Azure subscription that contains an Azure Data Lake Storage Gen2 account named storagel. Storagel contains semi-
structured sales data in Parquet files.

You ingest, transform, analyze, and visualize the sales data daily. During the transformations, the data is referenced against Microsoft
Dataverse and consumed by Microsoft Power BL

Youneed to deploy a new a data integration and analysis solution in Microsoft Fabric. The solution must meet the following
requirements:

- Minimize the duplication of data.

- Minimize how long it takes to generate reports in Power BL

‘What should you use to reference the Dataverse data and consume the transformed data from Power BI? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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J | Reference the Dataverse data:

Direct Lake
A Onelake shortcut
A SQL analytics endpoint

Consume the transformed data from Power Bl:

Direct Lake
A Onelake shortcut
A SQL analytics endpoint

Reference the Dataverse data:

Direct Lake
A Onelake shortcut
A SQL analytics endpoint

Consume the transformed datafrom Power BI:

Direct Lake
A Onelake shortcut
analytics endpoint

Explanation:

Box 1: A OneLake shortcut

Link your Dataverse environment to Microsoft Fabric and unlock deep insights With shortcuts from Dataverse directly into
Onelake, your data stays in Dataverse while authorized users get to work with data in Fabric.

Box 2: A SQL analytics endpoint

Work with Dataverse data and generate Power BI reports

You can work with Dataverse data in Fabric and generate reports in Power BL

Reference:

https://learn.microsoft.comven-us/power-apps/maker/data-platfornvazure- synapse- link-view-in- fabric
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You have an Azure subscription that contains 300 Azure virtual machines that ran Windows Server 2016.
Youneed to centrally monitor all warning events in the System logs of the virtual machines.

‘What should you include in the solutions? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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An event hub

A Log Analytics workspace
A search service

A storage account

Configuration to perform on the v
virtual machines: Create event subscriptions

Con% Continuous delive

Instatl the Mf@‘t@? Agent

Modifythe membership of the Event Log Readers Groups

e
ME.
Resource to create in Azure: i v
Aneventhuh . .. ... .
A Log Analytics workspace |
A search service. |
A storage account
Configuration to perform on the ‘ v
virtual machines: Create event subscriptions
| | Configure Continuous delivery
| : Il the Microsoft Monitoring Agent
| M ICrOS¢ iy the membership of the Event Log Readers Groups
Explanation

Graphical user interface, text, application, email Description automatically generated

Resource to create in Azure:

An event hub

A Log Analytics workspace
A sea[ch servigeW, (.

A storagé account

. altalt™ *
Configuration to perform ‘On the

virtual machines: Create event subscriptions
_CoEfigure Continuous delivery

References:
https//docs.microsoft.conven-us/azure/azure-monitor/platfornvdata-sources-windows-events
https7/docs.microsoft.conven-us/azure/azure-monitor/platform/agent-windows

HAE #120
You have an Azure web app named App1 and an Azure key vault named KV1.



Appl stores database connection strings in KV1.

App1 performs the following types of requests to KV1:

* Get

* List

* Wrap

* Delete

* Unwrap

* Backup

* Decrypt

* Encrypt

You are evaluating the continuity of service for Appl.

You need to identify the following if the Azure region that hosts KV1 becomes unavailable:
* To where will KV1 fail over?

* During the failover, which request type will be unavailable?

‘What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

To where will KV1 fail over? -

A server in the same Availability Set
A server in the same fault domain

A server in the,same paired region
A virtual machinésn a scale set

Juring the failover, which request type -

will be unavailable? Backup
. Detrypt
Delete
Encrypt
Get

List
Unwrap

Wrap




To where will K\V1 fail over? ~
A server in the same Availability Set
A server in the same fault domain

1
I

During the failover, which request type
will be unavailable?

Explanation:

To whefe Wil KV} faikaver? {1 v

A server in the same Availability Set
A server in the same fault domain

A server in the srme paired region
A virtual machine in a scale set

During the failover, which request type -

will be unavailable? LBad(up

Decrypt
Delete

Encrypt
Get
List
Unwrap
Wrap

Explanation:

Box 1: A server in the same paired region

The contents of your key vault are replicated within the region and to a secondary region at least 150 miles away, but within the
same geography to maintain high durability of your keys and secrets.

Box 2: Delete

During failover, your key vault is in read-only mode. Requests that are supported in this mode are:



* List certificates

* Get certificates

* List secrets

* Get secrets

* List keys

* Get (properties of) keys
* Encrypt

* Decrypt

* Wrap

* Unwrap

* Verify

* Sign

* Backup

ence:
https:/docs.microsoft.com/en-us/azure/key-vault/general/disaster-recovery-guidance
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