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Linux Foundation Certified Kubernetes Administrator (CKA) Program
Exam Sample Questions (Q79-Q84):

NEW QUESTION # 79

You are deploying an application on Kubernetes. You need to ensure that a minimum of three pods are always running for this
application. How can you achieve this? Describe how to configure the deployment with a replica count and a liveness probe to
monitor the health of the pods.

Answer:

Explanation:
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See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Create a Deployment with a Replica Count:

- Create a YAML file named 'deployment.yanr with the following content:

apiVersion: apps/vl
kind: Deployment
metadata:
name: myapp-deployment
spec:
replicas: 3
selector:
matchlLabels:
app: myapp
template:
metadata: I
labels: LI N U x
app: myapp
spec:
contadners:
- namé: myapp
image: myapp:latest
# ... other container configurations .

- Apply the YAML file using 'kubectl apply -f deployment.yaml&. 2. Configure a Liveness Probe: - Update the 'deployment.yam!
file to include a liveness probe. For example, you could use a HTTP probe:

# ... other deployment configurations ...
containers:
- name: myapp
image: myapp:latest
# ... other container configuratiens ...
livenessProbe:
httpGet: I Ll NUX
path: Yhealth f
port: 2080
initialDelaySeconds: 15
periodSeconds: 20
failureThreshold: 3

- Apply the updated YAML file using 'kubectl apply -f deployment.yaml. 3. Verify the Deployment: - Check the status of the
deployment using get deployments myapp-deploymen. - Ensure that three pods are running and that the liveness probe is monitoring
their health. You can use 'kubectl describe pod myapp-deployment-XXXX' (where XXXX is the pod nane) to see the details of
the pod and the liveness probe status.

NEW QUESTION # 80
Score: 7%
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Task
First, create a snapshot of the existing etcd instance running at https://127.0.0.1:2379, saving the snapshot to /srv/data/etcd-
snapshot.db.

Creating a M&‘éﬁhe @

given instance is expecte&@
to complete in seconds:
If the operation %gﬁns to hang,
something's |ikely wrong with
your cor@a-?and. Use ﬂ]+ ﬂ
to caqégl the operation and try
again.
Next, restore an existing, previous snapshot located at /var/ib/backup/eted-snapshot-previo us.db



The following TLS
certificates/key are supplied
for connecting to the server with

etcdctl :

» CA certificate:
/opt/KUINOO&01/ca.crt
e Client certificate:
/opt/KUINOO601/etcd-clien
tet [ JLINUX

e Client key:
/opt/KUINOO601/etcd-clien
t.key
Answer:
Explanation:
Solution:
#backup

ETCDCTL_API=3 etcdctl --endpoints="https:/127.0.0.1:2379" --cacert=/opt/KUIN000601/ca.crt --
cert=/opt/KUIN000601/etcd-client.crt --key=/opt/KUIN000601/etcd-client. key snapshot save /etc/data/etcd-snapshot.db
#restore

ETCDCTL_API=3 etcdctl --endpoints="https:/127.0.0.1:2379" --cacert=/opt/KUIN000601/ca.crt --
cert=/opt/KUIN000601/etcd-client.crt --key=/opt/KUIN000601/etcd-client.key snapshot restore /var/lib/backup/etcd-snapshot-
previoys.db

NEW QUESTION # 81

You need to set up a load balancer for your Nginx service with the following requirements:

- Session affinity: Preserve client sessions across mutltiple pods, even if the pod is restarted or rescheduled.

- Health checks: Regularly check the health of Nginx pods and automatically remove unhealthy pods from the load balancer pool.
- Custom header: Add a custom header with the name "X- App-Version" and value "v1.0" to all requests to your Nginx service.
How would you configure your Kubernetes resources to meet these requirements?

Answer:

Explanation:

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Define the Service:

- Create a Service of type "LoadBalancer" for your Nginx service.

- Include the sessionAffinity' field with a value of 'ClientIP' to enable client IP-based session affinity.
- Exanple:



apiVersion: vl
kind: Service
metadata:
name: nginx-service
spec:
type: LoadBalancer
selector:
app: nginx
sessionAffinity: ClientIP
ports:
- pndtocol: TCP

] L‘ﬁﬁéé‘cpurt 80

2. Configure the Deployment: - In your Nginx Deployment, define a liveness probe and readiness probe to check the health of your
Nginx containers. - Example:

apiVersion: apps/ 1L| N UX

kind: Deployment
metadata:
name: nginx-deployment
spec:
replicas: 2
selector:
matchLabels:
app: nginx
template:
metadata:
labels:
app: nginx
spec:

containers:

- name: ngipx
image{ \nginx:latest
liyenessProbe:
tcpSocket:
port: 80
initialDelaySeconds: 15
periodSeconds: 20
failureThreshold: 3
readinessProbe:
tcpSocket:
port: 80
initialDelaySeconds: 5
periodSeconds: 10
failureThreshold: 2

3. Implement the Custom Header: - Configure an Ingress resource with the nginx.ingress.kubernetes.io/add-request-headeo
annotation. - Exanple:



apiVersion: networking.k8s.io/v1l
kind: Ingress
metadata:
name: nginx-ingress
annotations:
nginx,ingress.kubernetes.io/add-request-headers "X-App-Version: v1.0"

&1L 1 INLU X

host: example.com
httE:"-" X5M0S-40M O N
paths:
- path: /
backend:
service:
name: ngink-service
port:
number: 8@

4. Apply the Configurations: - Apply the updated Service, Deployment, and Ingress resources using 'kubectl apply -f'service.yaml -f
deployment.yaml -f ingress.yan. 5. Verify the Load Balancer: - Access the Nginx service using the external IP address provided by
the LoadBalancer. - Verify session affinity by making multiple requests and observing that they are consistently routed to the same
pod. - Check the "X-App-Version" header in the responses to confirmthat it is set to "v1.0".

NEW QUESTION # 82
Score: 4%

5et con r':gu ranon context:

kube
ctl config use-context e
kgs

Task
Set the node named ek8s-node-1 as unavailable and reschedule all the pods running on it.

Answer:

Explanation:

See the solution below.

Explanation

SOLUTION:

[student@node- 1] > ssh ek8s

kubectl cordon ek8s-node-1

kubectl drain ek8s-node- 1 --delete-local-data --ignore-daemonsets --force

NEW QUESTION # 83
Create a persistent volume with name app-data, of capacity 2Gi and access mode ReadWriteMany. The type of volume is hostPath
and its location is /srv/app-data.

Answer:

Explanation:

Persistent Volume

A persistent volume is a piece of storage in a Kubernetes cluster. PersistentVolumes are a cluster-level resource like nodes, which
don't belong to any namespace. It is provisioned by the administrator and has a particular file size. This way, a developer deploying
their app on Kubernetes need not know the underlying infrastructure. When the developer needs a certain amount of persistent
storage for their application, the system administrator configures the cluster so that they consume the PersistentVolume provisioned



in an easy way.

Creating Persistent Volume

kind: PersistentVolume

apiVersion: vl

metadata:

name:app-data

spec:

capacity: # defines the capacity of PV we are creating

storage: 2Gi #the amount of storage we are tying to claim
accessModes: # defines the rights of the volume we are creating
- ReadWriteMany

hostPath:

path: "/srv/app-data” # path to which we are creating the volume
Challenge

* Create a Persistent Volume named app-data, with access mode Read WriteMany, storage classname shared, 2Gi of storage
capacity and the host path /srv/app-data.

vl

Persistentvol nh

app-data

PACT

ReadWriteMany

/srv/app-data

2. Save the file and create the persistent volume.
Image for post

3. View the persistent volume.
njerryl9l1€@cloudshell: (extreme-clone-265411)$ kubectl, §ch pv
NAME CAPACITY ACCESS RECLAIM POLICY STHQOS Cl

app-data picii RWX Retain Wi lable share 31s

EGUNDATION

* Our persistent volume status is available meaning it is available and it has not been mounted yet. This status will change when we
mount the persistentVolume to a persistentVolumeClaim.

PersistentVolumeClaim

In a real ecosystem, a system admin will create the PersistentVolume then a developer will create a PersistentVolumeClaim which
will be referenced in a pod. A PersistentVolumeClaim is created by specifying the minimum size and the access mode they require
from the persistentVolume.

Challenge

* Create a Persistent Volume Claim that requests the Persistent Volume we had created above. The claim should request 2Gi.
Ensure that the Persistent Volume Claim has the same storageClassName as the persistentVolume you had previously created.
kind: PersistentVolume

apiVersion: vl

metadata:

name:app-data

spec:

accessModes:

- ReadWriteMany



resources:

requests:

storage: 2Gi

storageClassName: shared

2. Save and create the pvc

njerry191@cloudshell~ (extreme-clone-2654111)$ kubectl create -fapp-data.yaml persistentvolumeclainvapp-data created
3. View the pvc

Image for post

>udshell : ~ (extreme—-clane®265411) 35 kub

3 VOLUME CAPACI#X ACCESS MODES ORA
Bound pv 51 Zagt RWX » shared

4. Let's see what has changed in the pv we had initially created.
Image for post

REASON AGE

b 512m eta
Our status has now changed from available to bound.
5. Create a new pod named myapp with image nginx that will be used to Mount the Persistent Volume Claim with the path
/var/app/config,

Mounting a Claim

apiVersion: vl

kind: Pod

metadata:

creationTimestamp: null

name: app-data

spec:

volurres:

- name:congigpve

persistenVolumeClaim:

claimName: app-data

containers:

- Image: nginx

name: app

volumeMounts:

- mountPath: "/srv/app-data "

name: configpve

NEW QUESTION # 84
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