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Fortinet FCSS_EFW_AD-7.4 Exam Syllabus Topics:

Topic Details

¢ Routing; This section of the exam measures the skills of Security Administrators and covers the
implementation of advanced routing protocols to manage enterprise traffic effectively. Candidates will gain

Topic 1 expertise in configuring Open Shortest Path First (OSPF) for dynamic routing and Border Gateway

Protocol (BGP) to facilitate commumnication between different networks, ensuring efficient traffic flow

across enterprise environments.

e VPN: This section of the exam measures the skills of Network Security Engineers and covers the
implementation of secure communication tunnels for enterprise environments. Candidates will learn to
co ¢ [Psec VPN with IKE version 2 to establish encrypted connections. The section also includes the
implementation of ADVPN to enable on-demand VPN tunnels between different sites, ensuring secure and

dynamic connectivity.

Topic 2
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¢ System Configuration: This section of the exam measures the skills of Network Security Engineers and
covers the implementation of the Fortinet Security Fabric, ensuring seamless integration across security
solutions. It also includes configuring hardware acceleration on FortiGate devices to optimize performance.
Topic 3 Candidates will learn to set up different operation modes for high-availability clusters and implement
enterprise networks using VLANs and VDOMs. Additionally, it covers various use case scenarios that
demonstrate how Fortinet solutions contribute to secure network environments.

¢ Central Management: This section of the exam measures the skills of Security Administrators and focuses
on implementing central management for Fortinet security solutions. It includes configuring and managing
devices centrally to streamline network security operations. Candidates will understand how to maintain

Topic 4
ol consistency in security policies and automate deployments for efficient management of large-scale
enterprise environments.
e Security Profiles: This section of the exam measures the skills of Network Security Engineers and focuses
on managing security inspection profiles, including SSL and SSH inspections. Candidates will learn to
Topic 5 apply a combination of web filtering, application control, and Internet Service Database (ISDB) to enhance

network security. The section also covers integrating Intrusion Prevention Systens (IPS) to monitor and
mitigate threats within enterprise networks.
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Fortinet FCSS - Enterprise Firewall 7.4 Administrator Sample Questions
(Q26-Q31):

NEW QUESTION # 26

An administrator has been assigned the task of creating a set of firewall policies which must be evaluated before any custom policies
defined within the policy packages of managed FortiGate devices, across all 25 ADOMSs in FortiManager.

How should the administrator accomplish this task?

e A Create a header policy in the Global ADOM containing the firewall policies that must be evaluated first, and then assign
this header policy to all other ADOMs.

e B. Use a CLI script from the root ADOM on FortiManager to push these new policies to all FortiGate devices, through the
FGFM tunnel.

e C. Move the FortiGate devices into a single globally scoped ADOM, and merge policy packages, inserting the new firewall
policies at the top.

e D. Create a footer policy in the Global ADOM containing the firewall policies that must be evaluated first, and then assign this
footer policy to all other ADOMs.

Answer: A

NEW QUESTION # 27
View the exhibit, which contains a partial output of an IKE real-time debug, and then answer the question below.
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IK€ UIHZS U_ 1! shortcur 10.200.0.1.:0 10.1.2.204-=10.1.1.204

ke 0:H2S_0_1:15: sent IKE msg (SHORTCUT-OFFER): 10.200.1.1:500->10.200.5.1:500,
len=164, id=4134df8580d5cdd/ce54851612c7432f:a21f14fe

ike 0: comes 10.200.5.1:500->10.200.1.1:500.1findex=3....

ike 0: IKEv1 exchange=Informational id=4134df8580d5bcdd/dpsa 8515 12y P 1626 Pecf
len=196

ike 0:H2S_0_1:15: notify msg received: SHORTCUR-QUERY
ike 0:H2S 0 _1: recv shortcut-query 16462343159772385317

ike 0:H2S 0 _0:16: senr IKE msg (SHORTCUT-QUERY): 10.200.1.1:500->10.200.3.1:500,
len=196, id=7c6b6cca6700a93 5/dba061eaf5 1b89f7:b326df2a

ike 0: comes 10.200.3.1:500->10.200.1.1:500.1findex=3....

ike 0: IKEv1 exchange=Informational id=7¢c6b6cca6700a935/dba061eaf51b89f7:1c1dbf39

en=]18K

ke 0:H2ZS_0_0:16: nonify msg received: SHORTCUT-REPLY

ike 0:H2S_0_0: recv shortcut-reply 16462343159772385317
f97aT565a44 1 e2a0/667d3e2e344221 1 10.200.3.1 to 10.1. 27254 psk 64

ike 0:H2S_0_0: shortcut-reply route to 10.1.2.254~1aH25_0_1 29

ike 0:H2S: forward shortcut-reply 16462343159772385317
f7a7565a44 1 ¢220/66Td3e2e3442211e-10.200.3.1 to 10.1.2.254 psk 64 ttl 31
ike 0:H2S_0_1:15: enc

Fﬂﬂ:ﬂ 2 (SHORTCUT-REPLY): 10.200.1.1:500->10.200.5.1:500,
en="185. Id T;Jmmccﬁ-ﬁﬂﬁlﬂ 2¢7432f.T0ed6d2c

Based on the debug output, which phase-1 setting is enabled in the configuration of this VPN?

A. auto-discovery-sender

B. auto-discovery-shortcut
C. auto-discovery-receiver
D. auto-discovery-forwarder

Answer: C

NEW QUESTION # 28
Which two statements about application layer test commands are true? (Choose two.)

A. They are used to filter real-time debugs.

B. Sonme of them display statistics and configuration information about a feature or process.
C. Some of them can be used to restart an application.

D. They display real-time application debugs.

Answer: B,C

NEW QUESTION # 29
Refer to the exhibit, which shows the output of a diagnose command.



diagnose sys session list expectation

session info: proto=6 proto state=00 duration=3 expire=26 timeout=3600 flags=00000000
sockflag=00000000 sockport=0 av_idx=0 use=3

origin-shaper=

reply-shapers=

per ip shaper=

ha id=0 policy dir=1 tunnel=/

state=new complex

statistic (bytes/packets/allow ewfi: foly=000%9*“reply=0/0/0 tuples=2

orgin->sink: org ple-=>p@sl,réph pré®>post dev=2->4/4->2 gwy=10.0.1.10/10.200.1.254
hook=pre dir=org faci=@inat B 1o~ I'71121.38:0->10.200.1.1:60426(10.0.1.10:50365)
hook=pre dir=org @et=noop 0.0.0.0:0->0.0.0.0:0(0.0.0.0:0)

pos/ (before,after) 0/(0,0), 0/(0,0)

misc=0 policy id=l1l auth_info=0 chk_client_info=0 vd=0

serial=000000e9 tos=ff/ff ips view=0 app list=0 app=0

dd_type=0 dd_mode=0 - -

‘What can you conclude from the output shown in the exhibit? (Choose two.)

e A Traffic in the original direction (coming from the IP address 10.171.121.38) will be routed to the next- hop IP address
10.200.1.1.

¢ B. This is a pinhole session created to allow traffic for a protocol that requires additional sessions to operate through
FortiGate.

e C. This is an expected session created by the IPS engine.

¢ D. Traffic in the original direction (coming from the IP address 10.171.121.38) will be routed to the next- hop IP address
10.0.1.10.

Answer: B,D

NEW QUESTION # 30
An administrator is checking an enterprise network and sees a suspicious packet with the MAC address €023 :f£fc:00:86.
What two conclusions can the administrator draw? (Choose two.)

A. The suspicious packet is related to a cluster with a group-id value lower than 255.
B. The network includes FortiGate devices configured with the FGSP protocol.

C. The suspicious packet is related to a cluster that has VDOMSs enabled.

D. The suspicious packet corresponds to port 7 on a FortiGate device.

Answer: A,C

Explanation:

The MAC address €0:23:f£fc:00:86 follows the format used in FortiGate High Availability (HA) clusters. When FortiGate devices
are in an HA configuration, they use virtual MAC addresses for failover and redundancy purposes.

The suspicious packet is related to a cluster that has VDOMs enabled:

FortiGate devices with Virtual Domains (VDOMSs) enabled use specific MAC address ranges to differentiate HA-related traffic.
This MAC address is likely part of that mechanism.

The suspicious packet is related to a cluster with a group-id value lower than 255:

FortiGate HA clusters assign virtual MAC addresses based on the group ID. The last octet (00:86) corresponds to a group ID that
is below 255, confirming this option.

NEW QUESTION # 31
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