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NEW QUESTION # 73
Refer to the exhibit.
The exhibit shows the output from using the command diagnose debug application samld -1 to diagnose a SAML connection.

Based on this output, what can you conclude?

A. The authentication request is for an SSL. VPN connection.
B. The IdP IP address is 10.1.10.254.

C. The IdP IP address is 10.1.10.2.

D. Active Directory is used for authentication.

Answer: C

NEW QUESTION # 74
Refer to the exhibit, which shows the output of diagnose sys session list.

Ifthe HA ID for the primary device is 0, what happens if the primary fails and the secondary becomes the primary?

e A Traffic for this session continues to be permitted on the new primary device after failover, without requiring the client to
restart the session with the server.

¢ B. The session will be removed from the session table of the secondary device because of the presence of allowed error
packets, which will force the client to restart the session with the server.

e C. The session state is preserved but the kernel will need to re-evaluate the session because NAT was applied.

¢ D. The secondary device has this session synchronized; however, because application control is applied, the session is
marked dirty and has to be re-evaluated after failover.

Answer: A

Explanation:
Traffic for this session will continue uninterrupted on the new primary after failover, because the session was already synced to the
secondary (ha_id=0 with a "synced" state), so the client doesn't need to re establish the connection.

NEW QUESTION # 75
Refer to the exhibit, which shows the sniffer log on two FortiGate devices.

The IPsec tunnel is up on both ends of the tunnel, but traffic is not flowing,
Based on the information in the log, which scenario explains the output on FortiGate FGT-02?

A. The encryption method is not supported on FGT-02.
B. Hardware offload is disabled on FGT-02.

C. The IKE daemon crashed.

D. A third-party device is blocking protocol 50.

Answer: B

Explanation:

No ESP packets show up on FGT 02's CPU because the tunnel traffic is being offloaded to its NP hardware, bypassing the kernel
sniffer. In other words, hardware offload is active for IPsec on FGT 02, so you won't see ESP in a CPU based packet capture on
that device.

NEW QUESTION # 76

Exhibit 1.

Exhibit 2.

Refer to the exhibits, which show the configuration on FortiGate and partial internet session information from a user on the internal
network.

An administrator would like to lest session failover between the two service provider connections.

Which two changes must the administrator make to force this existing session to immediately start using the other interface? (Choose
two.)

e A, Configure setsnat-route-change enable.



¢ B. Change the priority of the port2 static route to 5.
¢ (. Configure unsetsnat-route-change to return it to the default setting.
¢ D. Change the priority of the port! static route to 11.

Answer: AD

NEW QUESTION # 77
Refer to the exhibit.

Assuming a default configuration, which three statements are true? (Choose three.)

A. Strict RPF is enabled by default.

B. User B: Pass. FortiGate will use asymmetric routing using wanl to reply to traffic for 95.56.234.24.

C. User C: Fail. There is no route to 10.0.4.63 using portl in the touting table.

D. User A: Pass. The default static route through wanl passes the RPF check regardless of the source [P address.
E. User B: Fail. There is no route to 95.56.234.24 using wan2 in the routing table.

Answer: B,CE
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