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Q44):

NEW QUESTION # 39

Refer to the exhibit.
Compliance Profile

Zero Trust Tagging Rule Set

=== INET e
Tag Endpaint As @ Sales Department Complante
Enabis [ o

Comments

-

Based on the settings shown in the exhibit, which two actions must the administrator take to make the endpoint compliant? (Choose
two.)

A. Patch applications that have vulnerability rated as high or above.
B. Enable the web filter profile.

C. Integrate FortiSandbox tor infected file analysis

D. Run Calculator application on the endpoint.

Answer: A,D

Explanation:

* Observation of Compliance Profile:

* The compliance profile shown in the exhibit includes rules for vulnerability severity level and running process (Calculator.exe).
* Evaluating Actions for Compliance:

* To make the endpoint compliant, the administrator needs to ensure that the vulnerability severity level is medium or higher is
patched (D).

* Additionally, the Calculator.exe application nmust be running on the endpoint (B).

* Eliminating Incorrect Options:

* Enabling the web filter profile (A) is not related to the compliance rules shown.

* Integrating FortiSandbox (C) is not a requirement in the given compliance profile.

* Conclusion:

* The correct actions are to run the Calculator application on the endpoint (B) and patch applications with vulnerabilities rated as
high or above (D).

References:

FortiClient EMS compliance profile configuration documentation from the study guides.

NEW QUESTION # 40
Refer to the exhibit.
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You provide a webserver hosting service. An endpoint downloads a test file, testfile.txt, that gets blocked by FortiClient.
‘Which configuration can you use to make the file accessible on the endpoint? (Choose one answer)

A. Restore access to file directly using FortiClient.

B. Allow the webserver URL in the exclusion list in the web filter profile.

C. Exclude testfile.txt from the malware protection profile.

D. Add the file to the allowlist in quarantine management on FortiClient EMS.

Answer: D

Explanation:

According to theFortiClient EMS 7.2/7.4 Administration Guide(specifically theQuarantine Management andMalware
Protectionsections), the correct administrative workflow to restore a blocked file and ensure it is no longer flagged as malicious is to
use theQuarantine Managementfeature on the EMS server.

1. Analysis of the Exhibit

* Event Type:The exhibit shows anAntivirus Eventwhere a file named testfile.txt was flagged as Malware: EICAR TEST FILE.

* Location:The file was found in a local user directory (C:

\Users\administrator\Desktop\Resources\testfile. txt).

* System State:The endpoint is managed by EMS (indicated by thePolicy: DefaultandEMSstatus icons).

2. Why Option D is the Correct Choice:

* Centralized Control:In a managed environment, the administrator uses the EMS console to oversee security incidents. To restore a
file that has been quarantined, the administrator must navigate to Quarantine Management > Files.

* Allowlist & Restore Action:By selecting the specific blocked file (testfile.txt) and clickingAllowlist & Restore, two things happen
simultaneously:

* Restoration:EMS sends a command to the FortiClient endpoint to release the file from the local quarantine folder and return it to its
original path.

* Allowlisting:The file's hash is added to the Allowlist(managed underQuarantine Management > Allowlist), which prevents
FortiClient from re-quarantining the file during future real-time or on- demand scans.

* Accessibility:This is the documented method to make a file "accessible on the endpoint" while ensuring it is not immediately re-
blocked by the security engine.

3. Why Other Options are Incorrect:

* A. Restore access directly using FortiClient:While FortiClient has a local quarantine tab, the

"Release" button is typicallygreyed outor restricted when the client is managed by EMS to ensure centralized security policy
enforcement.

* B. Allow the webserver URL in the exclusion list:.The exhibit shows anAntivirus/Malwareevent, not aWeb Filterevent. The file has
already been downloaded to the local disk and is being blocked by the Real-Time Protectionengine, so a Web Filter URL exclusion
would have no effect on the local file block.

* C. Exclude testfile.txt from the malware protection profile:While adding a path exclusion to the Malware Protection profile is a
valid way to prevent future scans of a directory, it doesnot automatically restorea file that hasalreadybeen moved to quarantine. The
proper workflow for an existing block is to use the Quarantine Management tool first.

NEW QUESTION # 41
Which two VPNtypes can a FortiClientendpoint user inmate from the Windows command prompt? (Choose two)

A. SSL VPN
B. IPSec
C. PPTP
D. L2TP

Answer: A,B

Explanation:

FortiClient supports mitiating the following VPN types from the Windows command prompt:

* [PSec VPN:FortiClient can establish [PSec VPN connections using command line instructions.

* SSL VPN FortiClient also supports initiating SSL. VPN connections from the Windows command prompt.

These two VPN types can be configured and initiated using specific command line parameters provided by FortiClient.
References

* FortiClient EMS 7.2 Study Guide, VPN Configuration Section

* Fortinet Documentation on Command Line Options for FortiClient VPN



NEW QUESTION # 42
Which three types of antivirus scans are available on FortiClient? (Choose three )

A. Custom scan
B. Proxy scan
C. Full scan

D. Quick scan
E. Flow scan

Answer: A,C,D

Explanation:

FortiClient offers several types of antivirus scans to ensure comprehensive protection:

* Full scan:Scans the entire system for malware, including all files and directories.

* Custom scan:Allows the user to specify particular files, directories, or drives to be scanned.

* Quick scan:Scans the most commonly infected areas of the system, providing a faster scanning option.
These three types of scans provide flexibility and thoroughness in detecting and managing malware threats.
References

* FortiClient EMS 7.2 Study Guide, Antivirus Scanning Options Section

* Fortinet Documentation on Types of Antivirus Scans in FortiClient

NEW QUESTION # 43
An administrator installs FortiClient EMS in the enterprise.
‘Which component is responsible for enforcing protection and checking security posture?

A. FortiClient vulnerability scan
B. FortiClient EMS

C. FortiClient EMS tags

D. FortiClient

Answer: D

Explanation:

* Understanding FortiClient EMS Components:

* FortiClient EMS manages and configures endpoint security settings, while FortiClient installed on the endpoint enforces protection
and checks security posture.

* Evaluating Responsibilities:

* FortiClient perforns the actual enforcement of security policies and checks the security posture of the endpoint.

* Conclusion:

* The component responsible for enforcing protection and checking security posture is FortiClient (C).

References:

FortiClient EMS and endpoint security documentation from the study guides.

NEW QUESTION # 44
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