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CheckPoint Check Point Certified Threat Prevention Specialist (CTPS)
Sample Questions (Q92-Q97):

NEW QUESTION # 92
Task: Confirm Internet access from the Security Gateway.

Answer:

Explanation:

See the Explanation. Explanation:

1- SSH mnto the Gateway.

2- Use curl https//www.google.com

3- Check route table via netstat -m or ip route.

4- Ensure DNS is resolving (as in Q07).

5- Check NAT policy allows outbound Internet access.

NEW QUESTION # 93
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Task: Check if Anti-Bot is blocking known Command and Control (C&C) traffic.
Answer:

Explanation:

See the Explanation. Explanation:

1- Simulate traffic to a test C&C domain (in a safe lab).

2- Monitor logs with: blade:"Anti-Bot" and action:"Prevented".
3- Confirm the threat name and DNS/IP contacted.

4- Check confidence level = High.

5- Ensure profile is set to "Prevent" for high-confidence threats.

NEW QUESTION # 94
Task: Enable "Update Automatically" for IPS database.

Answer:

Explanation:

See the Explanation. Explanation:

1- Go to Threat Prevention > Updates in SmartConsole.

2- Enable "Check for updates automatically."

3- Set nterval (e.g,, every 6 hours).

4- Tick "Install updates automatically” with warning pronpt.
5- Click OK, publish, and monitor update logs.

NEW QUESTION # 95
Task: Configure specific scan settings in Anti-Virus for a performance-sensitive profile.

Answer:

Explanation:

See the Explanation. Explanation:

1- Clone the base profile > name it Performance AV_Profile.
2- Under Anti-Virus, choose Stream Mode scanning,

3- Disable scanning for large file types (e.g., media).

4- Set threshold limits (e.g., max file size).

5- Apply this profile to critical servers or high-traffic rules.

NEW QUESTION # 96
Task: Export IPS protections list to CSV for audit.

Answer:

Explanation:

See the Explanation. Explanation:

1- In SmartConsole, open Threat Tools > IPS Protections.
2- Use filters to narrow scope.

3- Click "Export" > Choose CSV.

4- Save locally and open to review.

5- Check for mnactive or outdated protections.

NEW QUESTION # 97
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