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You are running a critical application on Kubernetes, and your security team has mandated the use of Pod Security Policies (PSPs)
to enhance the security posture of your cluster. You have a Deployment that uses a privileged container for certain tasks. However,
PSPs restrict the use of privileged containers. Describe how you can address this challenge while adhering to the security
requirements imposed by PSPs.

Ef#:
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See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Identify the Privileged Container Tasks: Analyze your Deployment and identify the specific tasks performed by the privileged
container. These tasks might involve accessing host resources like devices, manipulating network settings, or interacting with the host
kernel directly.

2. Explore Alternative Solutions: Instead of relying on privileged containers, consider alternative approaches to achieve the desired
functionality:

- Host Network: If the task requires direct network access, consider using the 'hostNetwork' feature. This grants the container
access to the host's network stack but doesn't require privileged mode.

- HostPath Volumes: If the task involves accessing host files or directories, mount them into the container using 'hostPath’ volumes.
- SecurityContext: Explore the 'securityContext' options for containers. Options like 'capabilities' can grant limited access to specific
host resources.

- Dedicated Service Account: Assign a dedicated Service Account to the Deployment with limited permissions, ensuring the
container can only access the required resources.

3. Implement PSP with Allowlist:

- Create a PSP that defines a restricted set of security rules. This PSP should allow:

- The specific tasks that require privileged operations.

- Other essential security measures like restricting host network access, SELinux, and AppArmor configurations.

- Apply the PSP to the namespace where your Deployment is running.

4. Update Deployment: Modify your Deployment configuration to utilize the alternative solutions identified in step 2.

- Replace the privileged container with a non-privileged container.

- Utilize 'hostNetwork', 'hostPatW volumes, or 'securityContext' options as needed.

- Ensure the Deployment is properly configured to use the dedicated Service Account.

5. Test and Validate: Verify that the modified Deployment finctions as expected and that the chosen alternative solutions meet the
original requirements. Additionally, ensure that the PSP is enforcing the desired security policies.

Exanple:

Original Deployment (with privileged container):

Modified Deployment (using host network):

PSP with allowlist:

Note: This example illustrates one approach to address the challenge. The specific solution will depend on the nature of the
privileged container tasks and the security requirements enforced by your PSP. It's essential to thoroughly understand your
application's needs and implement the appropriate security measures to ensure both security and functionality. ,
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Context

A container within the poller pod is hard-coded to connect the nginxsve service on port 90 . As this port changes to 5050 an
additional container needs to be added to the poller pod which adapts the container to connect to this new port. This should be
realized as an ambassador container within the pod.

Task

* Update the nginxsvc service to serve on port 5050.

* Add an HAproxy container named haproxy bound to port 90 to the poller pod and deploy the enhanced pod.

Use the image haproxy and inject the configuration located at /opt/KDMC00101/haproxy.cfg, with a ConfigMap named haproxy-
config, mounted into the container so that haproxy.cfg is available at

/ust/local/etc/haproxy/haproxy.cfg, Ensure that you update the args of the poller container to connect to localhost instead of nginxsve
so that the connection is correctly proxied to the new service endpoint. You must not modify the port of the endpoint in poller's args
. The spec file used to create the mnitial poller pod is available in /opt/KDMC00101/poller.yaml See the solution below.

-
L



Explanation
Solution:
apiVersion: apps/vl
kind: Deployment
metadata:

name: my-nginx
spec:

selector:
matchLabels:

Tun: My-nginx
replicas: 2
template:
metadata:

labels:

un: My-nginx
spec:

containers:

- name: my-nginx
image: nginx

ports:

- containerPort: 90
This makes it accessible from any node in your cluster. Check the nodes the Pod is running on:

kubectl apply -f ./run-my-nginx. yaml

kubectl get pods -1 run=my-nginx -o wide

NAME READY STATUS RESTARTS AGE IP NODE

ny-nginx-3800858182-jr4a2 1/1 Running 0 13s 10.244.3.4 kubernetes-minion-905m my-nginx-3800858182-kna2y 1/1 Running
0 13s 10.244.2.5 kubernetes-minion-ljyd Check your pods' IPs:

kubectl get pods -1 rure=my-nginx -o yaml | grep podIP

podIP: 10.244.3.4

podIP: 10.244.2.5

E #144

You are designing a microservice architecture where a frontend application needs to communicate with multiple backend services.
The services are deployed as Pods in a Kubernetes cluster- To streamline commumication and security, you decide to implement a
sidecar proxy pattern Explain the benefits of using a sidecar proxy in this scenario and illustrate how you would implement it using a
container image like Envoy Proxy.

IEfi#:
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See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Understand Sidecar Proxy Pattern:

- In the sidecar proxy pattern, a proxy container runs alongside your main application container within the same Pod.
- The proxy acts as an intermediary, handling network tratfic between your application and other services.
2. Benefits of Using a Sidecar Proxy:

- Traffic Management:

- Routing requests to different backend services.

- Load balancing across multiple instances ot a service.

- Security:

- Enforcing access control and authentication.

- Handling SSL termination.

- Observability:

- Monitoring and logging network traffic.

- Simplified Development:

- Separating networking concerns from application logic.

3. Implementing with Envoy Proxy:

- Choose Envoy Proxy:

- Envoy is a popular open-source proxy designed for high-performance network communication.



- Create a Deployment YAML.:

- Define a Deployment for your application, including a main container for your application code and a sidecar container for Envoy
Proxy.

4. Configure Envoy: - Create a ConfigMap: - Create a ConfigMap to hold the Envoy configuration (envoy-yamil). - Define the
routes, listeners, and clusters for your services.

5. Deploy the Configuration: - Apply the Deployment and ConfigMap using 'kubectl apply -f deployment.yam!' and 'kubectl apply -f
configmap.yaml' 6. Test tne Setup: - Access your trontend application from outside the cluster. - Verity that traffic is routed correctly
to the backend services through the Envoy proxy. 7. Optional: Service Discovery: - For more dynamic environments, you can
integrate Envoy with service discovery mechanisis like Kubernetes Service or Consul to automatically update its configuration
based on service changes. This configuration assumes that your backend services are named "servicel " and "service2" with ports
8080. Adjust the configuration based on your specific services and their port numbers.,
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You have a mutti-container Pod that runs a web server (Nginx) and a database (MySQL) container. The database container
requires data to be initialized before the web server container can Stan. How would you configure the Pod to ensure the database
container is initialized before tne web server container starts?

Ef#:
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See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Use mitContainers:

- Define one or more '"mitContamners' within the Pod'S 'spec.template.spec' section.

- The 'mitContainerS will run before any other container in the Pod.

- Inthis case, you would create an "mitcontainer’ for the MySQL database.

2. Configure the mitContainer:

- The "itcontainer' should have the following attributes:

- Name: A unique name for the container.

- Image: The Docker image containing the necessary tools to mitialize the database.

- Command: The command to execute for database mitialization.

- LivenessProbe: Optional, but recommended to check if the database mitialization process is successful

3. Sequence the containers:

- Ensure the 'mitContainers' are listed before the main containers in the Pod's 'spec-template-spec-containers' section.

4. Examle YAML:

- The 'mysql-init' "initcontainer' will run before the 'nginx' and 'mysql' containers- - The 'command' in the 'njtContainer’ Will create a
database named within tne MySQL container. - The livenessprobe’ will ensure that the database iS reachable on pon 3306 atter the
initialization process completes. Note: This solution assumes that the 'mysqr image already includes the necessary database
initialization tools. You might need to use a custom image with these tools if the default image doesn't provide them.,
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You need to implement a mechanism for automatically rolling out new versions of your application pods. This process should be
triggered by a change in tne application's container image tag in a Docker Hub repository.

Ef#:
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See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Configure the Deployment for Rolling Updates:

- IIpdate your application deployment to specify a 'rollinglipdate' strategy

- Set 'maxunavailable' and 'maxSurge' to control the rolling update process-

- Include a 'strategy.type' to 'Rollingupdates

- Set ' imagePullPolicy' to 'Always' to ensure that new images are always pulled from the Docker Hub repository.

2. Apply the Deployment: - Apply the updated deployment using 'kubectl apply -f your-application-deployment-yanr 3. Push a



New Image to Docker Hub: - UPdate your application's container image in the Docker Hub repository and push the new image
With a different tag. For exanple, update the tag from "latest to 'v2'. 4. Monitor the Deployment: - Observe the rolling update
process using 'kubectl get pods -1 app=your-application'. You should see new pods with the updated image being created and old
pods being terminated. 5. Verify the Update: - Once the rolling update is complete, use 'kubectl describe deployment your-
application-deployment to verify that the 'updatedReplicas' field matches the 'replicas' field. This confirms that the update was
successful. ,
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