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A #2064
During the incident handling process, what is the main purpose of conducting a post-incident analysis?

¢ A Restoring all affected systemns to their pre-incident state

¢ B. Assessing the overall effectiveness of the incident response plan
e C. Identifying the individuals responsible for the incident

¢ D. Providing management with a summary of the incident

Ef#: B

fEERL:
Conducting a post-incident analysis serves the purpose of assessing the overall effectiveness of the incident response plan. It helps
identify any weaknesses or areas for improvement in the plan. While identifying responsible individuals, restoring affected systems,


https://drive.google.com/open?id=1Q9Zc6fxe-9J0Yamekll7kUuPKf2UROU5
https://www.xhs1991.com/100-160.html
https://www.mogiexam.com/100-160-exam.html
https://www.shikenpass.com/100-160-shiken.html
https://www.jpshiken.com/100-160_shiken.html

and providing management summaries are important aspects, the primary focus of a post-incident analysis is to evaluate and enhance
future incident response efforts.

I #265
Which aspect of the Diamond Model represents the "[nfrastructure" used by threat actors?

A. Campaign
B. Victim

C. Adversary
D. Capability

Ef#: D

RN -

The Diamond Model is a tool used for analyzing cyber threat intelligence. It consists of four components: Adversary, Victim,
Infrastructure, and Capability. The Infrastructure aspect refers to the resources and infrastructure utilized by the threat actors,
including networks, servers, and tools.

H A #266
‘Which protocol is used for broadcasting and resolving MAC addresses to IP addresses?

e A ARP
e B. TCP
e C.UDP
e D.ICMP

Ef: A

L2

ARP (Address Resolution Protocol) is used for broadcasting and resolving MAC (Media Access Control) addresses to IP
addresses within a local network. It helps devices determine the MAC address associated with a given IP address, enabling proper
commumnication on the network. ARP operates at the data link layer of the OST model.

R #267
Which type of encryption algorithm uses two different keys: a public key for encryption and a private key for decryption?

¢ A. Hashing algorithm

e B. Symmetric encryption
e C. HMAC algorithm

e D. Asymmetric encryption

IEf#: D

AR :

Asymimetric encryption, also known as public-key encryption, uses a pair of keys: a public key and a private key. The public key is
used for encryption, while the private key is used for decryption. This allows for secure commumnication over an insecure channel, as
the public key can be shared freely without compromising the security of the message.

E R #268

What is a common outcome of a vulnerability assessment?

A. Confirmation that the systemis conmpletely secure.
B. A detailed report on the systeni's security posture.
C. A list of all vulnerabilities found in the system.

D. Remediation steps to fix identified vulnerabilities.

A
B

: B



e«
A common outcomre of a vulnerability assessment is a detailed report that provides an overview of the system's security posture. This
report may include information about vulnerabilities, their severity, recommendations for remediation, and overall risk assessment.
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