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HM #28

A network architect needs to design a solution to ensure every cloud environment network is built to the same baseline. The solution
nmust meet the following requirements:

Use automated deployment.

Easily update multiple environments.

Share code with a community of practice.

Which of the following are the best solutions? (Choose two.)

A. Automated image deployment
B. Private code repository

C. Deployment runbooks

D. Public code repository

E. Deployment guides

F. CI/CD pipelines
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CI/CD pipelines: Automate the provisioning and configuration of network baselines across all environments, and make it easy to roll
out updates consistently.

Public code repository: Enables your community of practice to collaborate, review, and contribute to shared I[aC modules and
templates, while making updates discoverable and reusable.

HM #29

New devices were deployed on a network and need to be hardened.

INSTRUCTIONS

Use the drop-down menus to define the appliance-hardening techniques that provide themostsecure solution.
Ifat any time you would like to bring back the mnitial state of the simulation, please click the Reset All button.
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Explanation:
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B #30

A call center company provides its services through a VolP mfrastructure. Recently, the call center set up an application to manage
its documents on a cloud application. The application is causing recurring audio losses for VoIP callers. The network administrator
needs to fix the issue with the least expensive solution. Which of the following is the best approach?

A. Setting up VoIP devices to use a voice codec with a higher compression rate

B. Adding a second internet link and physically splitting voice and data networks mto different routes
C. Creating two VLANS, one for voice and the other for data

D. Configuring QoS rules at the internet router to prioritize the VoIP calls

IEf#: D
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Comprehensive and Detailed Explanation From Exact Extract:

Quality of Service (QoS) rules at the internet router can prioritize VoIP traffic over other data, such as cloud document access.
VolIP is sensitive to latency and jitter, and configuring QoS ensures that voice packets are prioritized during congestion. This is the
most cost-effective solution that doesn't require additional infrastructure.

Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "Traffic Management and Prioritization™:

"QoS policies are essential for ensuring that latency-sensitive traffic, such as VolP, is prioritized over other types of data, particularly
in bandwidth-limited scenarios." Other options:

* A. Adding a second internet link is effective but not cost-efficient.

* C. VLANS provide segmentation but don't guarantee bandwidth prioritization.

* D. Changing the codec may reduce bandwidth usage, but doesn't address prioritization directly.

HH #31
An architecture team needs to unify all logging and performance monitoring used by global applications across the enterprise to

perform decision-making analytics. Which of the following technologies is the best way to fulfill this purpose?

A. Content delivery network
B. Relational database

C. Data lake

D. CIEM

EfE: C

A -
Comprehensive and Detailed Explanation From Exact Extract:



A data lake is ideal for aggregating structured and unstructured data at scale. It supports storage and analysis of logs, performance
metrics, and other telemetry data from various sources. Data lakes enable advanced analytics and machine learning for decision
support.

Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "Data Aggregation and Analytics":

"Data lakes allow storage and analysis of high-volume, diverse data types, including logs and monitoring data. They support
enterprise-wide visibility and strategic decision-making." Other options:

* A. Relational databases are optimized for structured data and are less scalable for log aggregation.

* B. CDNs deliver content, not used for data aggregation.

* C. CIEM (Cloud Infrastructure Entitlement Management) governs cloud permissions, not logging.

H #32

A network architect must design a new branch network that meets the following requirements:
*No single point of failure

*Clients cannot be impacted by changes to the underlying medium

*Clients must be able to communicate directly to preserve bandwidth

Which of the following network topologies should the architect use?

e A Star

¢ B. Hub-and-spoke
e C. Spine-and-leaf
e D. Mesh

Ef#: D

fEEHL:
A full-mesh topology gives every node redundant paths to every other node, elimnating any single point of failure, and lets clients
commumicate directly over the optimal link without depending on an intermediate hub or core.
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