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¢ Governance, Compliance, and Cybersecurity: This section of the exam measures the skills of compliance
officers and covers the principles of governance, compliance, and cybersecurity of SAP systems. It

FH 1 includes understanding regulatory requirements and best practices for maintaining security. A critical skill

evaluated is ensuring organizational compliance with relevant laws and policies.

¢ Authorization and Role Maintenance: This section of the exam measures the skills of SAP administrators

and covers the management of user authorizations and roles within SAP systers. It emphasizes the
FH 2 processes involved in defining, maintaining, and approving roles to ensure secure access. A key skill
assessed is managing role authorizations effectively to mitigate access risks.

¢ Infrastructure Security and Authentication: This section of the exam measures the skills of SAP IT

Professionals and covers infrastructure security measures and authentication methods used in SAP
FH 3 environments. It emphasizes protecting systenms from unauthorized access and ensuring secure user
authentication.
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A2 #54
Which SAP Fiori deployment option requires the Cloud connector?

A. SAP S/AHANA Cloud Public Edition

B. SAP Fiori for SAP S/AHANA standalone front-end server
C. SAP Business Technology Platform

D. SAP S/AHANA embedded
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The SAP Business Technology Platform (BTP) deployment option for SAP Fiori requires the Cloud connector. The Cloud
connector serves as a secure tunnel between SAP BTP and on-premise systemns, enabling Fiori apps hosted on BTP to access data
and services fiom on-premise SAP S/4HANA or other systens. It ensures secure communication without exposing on-premise
systems to the public internet, supporting hybrid scenarios. SAP S/AHANA Cloud Public Edition operates entirely in the cloud, not
requiring the Cloud connector for Fiori access. SAP Fiori for SAP S/AHANA standalone front-end server and SAP S

/AHANA embedded deployments typically run within the same system or network, using direct connections rather than the Cloud
connector. By requiring the Cloud connector for BTP, SAP ensures secure and efficient integration of Fiori apps with on-premise
back-ends, supporting flexible deployment models while maintaining robust security standards in hybrid cloud environments.

EE #55
Which log types are available in the Administration Console of Cloud Identity Services? Note: There are
2correct answers to this question.

A. Troubleshooting logs
B. Change logs

C. Usage logs

D. Performance logs

de: BC
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In theAdmmistration Console of Cloud Identity Services, the following log types are available:

* Change Logs (A):These logs capture all modifications made to configurations, user data, or system settings.

* Usage Logs (D):Usage logs provide details on how the system is being utilized, including user access patterns and system resource
usage.

SAP Security References:

* SAP Cloud Identity Services Admmnistration Guide

* SAP Help Portal: Log Management in Cloud Identity Services

EHE #56
What does a status text value of "Old" mean during the maintenance of authorizations for an existing role?

A. The field delivered with content was changed but the old value was retained.
B. Field values were changed as a result of the merge process.

C. Field values have not been changed.

D. Field values were unchanged and no new authorization was added.
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In SAP role maintenance, a status text value of "Old" indicates that the field values for an authorization in an existing role were
unchanged and no new authorizations were added. This status appears during PFCG role maintenance when comparing or updating
authorizations, showing that the authorization object or field values have not been modified since the last maintenance and no
additional permissions have been included. It reflects a stable state, ensuring that the role's existing permissions remain intact without



unintended changes.

Option A is less precise, as it does not address the absence of new authorizations. Option B describes a scenario where changes
were made but reverted, which is not "Old." Option C relates to merged authorizations, not the "OId" status. The "OId" status helps
administrators confirm that no updates were applied, supporting consistent role management and preventing accidental modifications
during maintenance in SAP systemns.

HEE #57
Which solution is NOT used to identify security recommendations for the SAP Security Baseline?

A. SAP Security Optimization Service
B. SAP EarlyWatch Alert

C. SAP Security Notes

D. SAP Code Vulnerability Analyzer
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The SAP Security Baseline provides guidelines and recommendations for securing SAP systers, and several tools support this
process. SAP Security Notes deliver critical updates and patches to address specific security vulnerabilities, forming a core
component of the baseline. SAP EarlyWatch Alert analyzes system configurations and performance, providing recommendations to
enhance security and conmpliance. The SAP Security Optimization Service offers detailed assessments and tailored advice to align
systems with security best practices. However, the SAP Code Vulnerability Analyzer is not used for identifying SAP Security
Baseline recommendations, as it focuses on analyzing custom ABAP code for vulnerabilities, which is a separate process from the
baseline's system-wide security focus. The analyzer targets development-level issues, not the broader configuration, authorization, or
patch management addressed by the baseline. By leveraging Security Notes, EarlyWatch Alert, and Security Optimization Service,
organizations can ensure their SAP systens adhere to the Security Baseline, mitigating risks and maintaining a robust security
posture.

HE #58
Which of'the following are Security Goals? Note: There are 2 correct answers to this question.

A. Encryption

B. Repudiation

C. Information Integrity
D. Identity Authentication
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