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‘Which SPL (Splunk) field name can be used to automatically convert Unix times (Epoch) to UTC readable time within the Flacon
Event Search?

e A time
e B.time
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e C.conv_time

e D.utc time
EfE: A
R -

_time is the SPL (Splunk) field name that can be used to automatically convert Unix times (Epoch) to UTC readable time within the
Falcon Event Search. It is a default field that shows the timestamp of each event in a human-readable format. utc _time, conv_time,
and time are not valid SPL field names for converting Unix times to UTC readable time.

H #34

Refer to Exhibit.

Falcon detected the above file attempting to execute. At initial glance; what indicators can we use to provide an initial analysis of the
file?

A. File name, path, Local and Global prevalence within the environment
B. Local prevalence, IOC Management action, and Event Search

C. VirusTotal, Hybrid Analysis, and Google pivot indicator lights enabled
D. File path, hard disk volume number, and [OC Management action

EfE: A

A -

The file name, path, Local and Global prevalence are indicators that can provide an initial analysis of the file without relying on
external sources or tools. The file name can indicate the purpose or origin of the file, such as if it is a legitimate application or a
malicious payload. The file path can indicate where the file was located or executed fiom, such as if it was in a temporary or system
directory. The Local and Global prevalence can indicate how common or rare the file is within the environment or across all Falcon
customers, which can help assess the risk or impact of the file.

B #35
The help desk is reporting an increase in calls related to user accounts being locked out over the last few days. You suspect that this
could be an attack by an adversary against your organization. Select the best hunting hypothesis from the following;

e A. A publicly available web application has been hacked and is causing the lockouts

¢ B. Users are locking their accounts out because they recently changed their passwords

¢ C. A zero-day vulnerability is being exploited on a Microsoft Exchange server

e D. A password guessing attack is being executed against remote access mechanisis such as VPN

IEfE: D

R

A hunting hypothesis is a statement that describes a possible malicious activity that can be tested with data and analysis. A good
hunting hypothesis should be specific, testable, and relevant to the problem or goal. In this case, the best hunting hypothesis from the
following is that a password guessing attack is being executed against remote access mechanisis such as VPN, as it explains the
possible cause and method of the user account lockouts in a specific and testable way. A zero-day vulnerability on a Microsoft
Exchange server is too vague and does not explain how it relates to the lockouts. A hacked web application is also too vague and
does not specify how it causes the lockouts. Users locking their accounts out because they recently changed their passwords is not a
malicious activity and does not account for the increase in calls.

HH #36
What information is provided when using [P Search to look up an IP address?

A. Internal IPs only

B. External IPs only

C. Suspicious IP addresses

D. Both internal and external IPs

IEf#: B



fEERA -

IP Search is an Investigate tool that allows you to look up information about external IPs only. It shows information such as
geolocation, network connection events, detection history, etc. for each external IP address that has communicated with your hosts.
It does not show information about internal IPs, suspicious IPs, or both internal and external IPs.

HE #37
You would like to search for ANY process execution that used a file stored in the Recycle Bin on a Windows host. Select the

option to complete the following EAM query.

o A. *$Recycle Bin



