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Nutanix NCP-US-6.5 Exam Syllabus Topics:

Topic Details

Topic 1
Utilize File Analytics for data security
Troubleshoot Nutanix Unified Storage
Configure Nutanix Volumes

Topic 2
Identify the steps to deploy Nutanix Files
Given a scenario, determine product and sizing parameters
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Topic 3
Configure Nutanix Objects
Describe how to monitor performance and usage

Topic 4
Troubleshoot issues related to Nutanix Objects
Troubleshoot issues related to Nutanix Volumes

Topic 5
Troubleshoot issues related to Nutanix Files
Explain Data Management processes for Files and Objects

Topic 6
Analyze and Monitor Nutanix Unified Storage
Describe the use of Data Lens for data security

Topic 7
Configure and Utilize Nutanix Unified Storage
Identify the steps to deploy Nutanix Objects

Topic 8
Configure Nutanix Files with advanced features
Determine the appropriate method to ensure data availability
recoverability

Topic 9

Deploy and Upgrade Nutanix Unified Storage
Perform upgrades
maintenance for Files
Objects implementations
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Nutanix Certified Professional - Unified Storage (NCP-US) v6.5 Sample
Questions (Q35-Q40):
NEW QUESTION # 35 
Which Nutanix Unified Storage capability allows for monitoring usage for all Files deployment globally?

A. File Analytics
B. Files Manager
C. Data Lens
D. Nutanix Cloud Manager

Answer: C

Explanation:
Data Lens is a feature that provides insights into the data stored in Files across multiple sites, including different geographical
locations. Data Lens allows administrators to monitor usage, performance, capacity, and growth trends for all Files deployments
globally. Data Lens also provides reports on file types, sizes, owners, permissions, and access patterns3. References: Nutanix Data
Lens Administration Guide3

NEW QUESTION # 36 
An administrator needs to add a signature to the ransomware block list. How should the administrator complete this task?

A. Open a support ticket to have the new signature added. Nutanix support will provide an updated Block List file.
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B. Add the file signature to the Blocked Files Type in the Files Console.
C. Download the Block List CSV file, add the new signature, then upload the CSV.
D. Search the Block List for the file signature to be added, click Add to Block List when the signature is not found in File
Analytics.

Answer: A

Explanation:
Nutanix Files, part of Nutanix Unified Storage (NUS), can protect against ransomware using integrated tools like File Analytics and
Data Lens, or through integration with third-party solutions. In Question 56, we established that a third-party solution is best for
signature-based ransomware prevention with a large list of malicious file signatures (300+). The administrator now needs to add a
new signature to the ransomware block list, which refers to the list of malicious file signatures used for blocking.
Analysis of Options:
* Option A (Open a support ticket to have the new signature added. Nutanix support will provide an updated Block List file):
Correct. Nutanix Files does not natively manage a signature-based ransomware block list within its own tools (e.g., File Analytics,
Data Lens), as these focus on behavioral detection (as noted in Question 56). For signature-based blocking, Nutanix integrates with
third-party solutions, and the block list (signature database) is typically managed by Nutanix or the third-party provider. To add a
new signature, the administrator must open a support ticket with Nutanix, who will coordinate with the third-party provider (if
applicable) to update the Block List file and provide it to the customer.
* Option B (Add the file signature to the Blocked Files Type in the Files Console): Incorrect. The
"Blocked Files Type" in the Files Console allows administrators to blacklist specific file extensions (e.
g., .exe, .bat) to prevent them from being stored on shares. This is not a ransomware block list based on signatures-it's a simple
extension-based blacklist, and file signatures (e.g., hashes or patterns used for ransomware detection) cannot be added this way.
* Option C (Search the Block List for the file signature to be added, click Add to Block List when the signature is not found in File
Analytics): Incorrect. File Analytics provides ransomware detection through behavioral analysis (e.g., anomaly detection, as in
Question 7), not signature-based blocking.
There is no "Block List" in File Analytics for managing ransomware signatures, and it does not have an
"Add to Block List" option for signatures.
* Option D (Download the Block List CSV file, add the new signature, then upload the CSV):
Incorrect. Nutanix Files does not provide a user-editable Block List CSV file for ransomware signatures. The block list for
signature-based blocking is managed by Nutanix or a third-party integration, and updates are handled through support (option A),
not by manually editing a CSV file.
Why Option A?
Signature-based ransomware prevention in Nutanix Files relies on third-party integrations, as established in Question 56. The block
list of malicious file signatures is not user-editable within Nutanix tools like the Files Console or File Analytics. To add a new
signature, the administrator must open a support ticket with Nutanix, who will provide an updated Block List file, ensuring the new
signature is properly integrated with the third- party solution.
Exact Extract from Nutanix Documentation:
From the Nutanix Files Administration Guide (available on the Nutanix Portal):
"For signature-based ransomware prevention, Nutanix Files integrates with third-party solutions that maintain a block list of malicious
file signatures. To add a new signature to the block list, open a support ticket with Nutanix. Support will coordinate with the third-
party provider (if applicable) and provide an updated Block List file to include the new signature."
:
Nutanix Files Administration Guide, Version 4.0, Section: "Managing Ransomware Block Lists with Third- Party Solutions" (Nutanix
Portal).
Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Section: "Nutanix Files Ransomware Protection".

NEW QUESTION # 37 
An administrator has been directed to configure Volumes to Nutanix's best practices for security.
What should the administrate! do to be compliant?

A. Configure Volume Groups to use CHAP.
B. Enable at-rest encryption on Volume Groups.
C. Use data services IP for external host connectivity.
D. Segment iSCSI traffic to a physically separate network.

Answer: A

Explanation:
Nutanix Volumes is a feature that allows users to create and manage block storage devices (volume groups) on a Nutanix cluster.



Volume groups can be accessed by external hosts using the iSCSI protocol. To secure volume groups from unauthorized access,
Nutanix recommends configuring CHAP (Challenge-Handshake Authentication Protocol) for each volume group in Prism Element.
CHAP is a security feature that authenticates iSCSI initiators and targets before allowing access to a volume group. CHAP requires
both the initiator and the target to have a shared secret (a password) that is used to generate a challenge and a response during the
authentication process. CHAP can prevent unauthorized access to volume groups and protect data from malicious attacks.
References: Nutanix Volumes Administration Guide, page 25; Nutanix Volumes Security Guide Nutanix's best practices for
Volumes security emphasize securing iSCSI connections through authentication.
Configuring Volume Groups to use CHAP ensures that only authorized initiators can access the storage, preventing unauthorized
access and aligning with security compliance requirements. This is a direct and mandatory step for securing Volumes, making it the
best choice among the options.
Exact Extract from Nutanix Documentation:
From the Nutanix Volumes Administration Guide (available on the Nutanix Portal):
"To align with Nutanix best practices for security, configure Volume Groups to use CHAP (Challenge- Handshake Authentication
Protocol) for iSCSI authentication. This ensures that only authorized initiators can access the Volume Group, protecting against
unauthorized access and enhancing security."
:
Nutanix Volumes Administration Guide, Version 6.0, Section: "Security Best Practices for Nutanix Volumes" (Nutanix Portal).
Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Section: "Nutanix Volumes Security Configuration".

NEW QUESTION # 38 
An administrator needs to protect a Files cluster unique policies for different shares.
How should the administrator meet this requirement?

A. Create a protection domain in the Data Protection view in Prism Central.
B. Configure data protection polices in the Files view in Prism Central.
C. Configure data protection polices in File Server view in Prism Element
D. Create a protection domain in the Data Protection view in Prism Element.

Answer: B

Explanation:
The administrator can meet this requirement by configuring data protection policies in the Files view in Prism Central. Data
protection policies are policies that define how file data is protected by taking snapshots, replicating them to another site, or tiering
them to cloud storage. Data protection policies can be configured for each share or export in a file server in the Files view in Prism
Central. The administrator can create different data protection policies for different shares or exports based on their protection needs
and requirements. References: Nutanix Files Administration Guide, page 79; Nutanix Files Solution Guide, page 9

NEW QUESTION # 39 
An administrator wants to monitor their Files environment for suspicious activities, such mass deletion or access denials.
How can the administrator be alerted to such activities?
How can the administrator be alerted to such activities?

A. Configure Files to use ICAP servers, with monitors for desired activities.
B. Configure Alerts & Events in the Files Console, filtering for Warning severity.
C. Deploy the Files Analytics VM. and configure anomaly rules.
D. Create a data protection policy in the Files view in Prism Central.

Answer: C

Explanation:
The administrator can monitor their Files environment for suspicious activities, such as mass deletion or access denials, by deploying
the File Analytics VM and configuring anomaly rules. File Analytics is a feature that provides insights into the usage and activity of file
data stored on Files. File Analytics consists of a File Analytics VM (FAVM) that runs on a Nutanix cluster and communicates with
the File Server VMs (FSVMs) that host the file shares. File Analytics can alert the administrator when there is an unusual or
suspicious activity on file data, such as mass deletion, encryption, permission change, or access denial. The administrator can
configure anomaly rules to define the threshold, time window, and notification settings for each type of anomaly. Reference: Nutanix
Files Administration Guide, page 93; Nutanix File Analytics User Guide
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