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350-401 certification. Even if you have acquired the knowledge about the 350-401 actual test, the worries still exist. You do not
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Cisco Implementing Cisco Enterprise Network Core Technologies (350-401
ENCOR) Sample Questions (Q245-Q250):

NEW QUESTION # 245
What is a characteristic of MACsec?

e A 802.1AE is bult between the host and switch using the MK A protocol using keys generated via the Diffie-Hellman
algorithm (anonymous encryption mode)

e B. 802.1AE is bult between the host and switch using the MK A protocol, which negotiates encryption keys based on the
master session key froma successful 802.1X session

e (. 802.1AE provides encryption and authentication services

e D. 802.1AE is negotiated using Cisco AnyConnect NAM and the SAP protocol

Answer: B
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Explanation:

MACsec, defined in 802.1AE, provides MAC-layer encryption over wired networks by using out-of-band methods for encryption
keying. The MACsec Key Agreement (MK A) Protocol provides the required session keys and manages the required encryption
keys. MKA and MACsec are implemented after successful authentication using the 802.1x Extensible Authentication Protocol
(EAP-TLS) or Pre Shared Key (PSK) framework.

NEW QUESTION # 246
‘Which configuration enables a device to be configured via NETCONF over SSHv2?

hostname Devicé '

! CISCO
username admin password 0 admin

!

ip domain-name cisco.com

crypto key generate rsa modulus 2048
ip ssh version 2

!

netconf-yang

;Inl vty 0 15
login local




hostname Device
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username cisco privilege 15 rd cisco
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ip domain-name cisco ¢

crypto key generate rad thodulus 2048
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!
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o “:{“W.gg.‘f‘
ip ssh version 2 5"
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netconf ssh

! I
line vty 0 15

« ¢ Llogin local CISCO
hostname Device
!
aaa new-mode|
'

username admin privilege 15 passward 0 admin
!

ip domain-name cisco.com

crypto key m modulus 2048

: .McﬂfﬁSCO

Answer: D

Explanation:



The configuration in Option C enables a device to be configured via NETCONF over SSHv2. This is evident as it includes the
"netconf'ssh'" command, which is essential for enabling NETCONF over SSH. The configuration also includes other necessary
commands like setting the hostname, username, and password, generating crypto keys, and specifying the IP domain name and SSH
version.

NEW QUESTION # 247
‘Which time protocol offers security features and utilizes site-local IPv6 multicast addresses?

A.NTPv3
B. PTP IEEE 1588v2
C.NTPv4
D. PTP IEEE 1588vl

Answer: C

Explanation:

The Network Time Protocol (NTP) is widely used to synchronize computer clocks in the Internet.

This document describes NTP version 4 (NTPv4), which is backwards compatible with NTP version 3 (NTPv3), described n RFC
1305, as well as previous versions of the protocol. NTPv4 includes a modified protocol header to accommodate the Internet
Protocol version 6 address family.

NEW QUESTION # 248
What are two methods of ensuring that the multicast RPF check passes without changing the unicast routing table? (Choose two.)

A. implementing static mroutes

B. disabling BGP routing protocol

C. disabling the mterface of the router back to the multicast source
D. mplementing MBGP

E. implementing OSPF routing protocol

Answer: A,D

Explanation:
httpss//www.cisco.comvc/en/us/support/docs/ip/ip-multicast/16450-mcastguide0. html

NEW QUESTION # 249
Refer to the exhibit.

f 1
router ospf 1 router osp
router-id 1.1.1.1 router-id 2.2.2.2 !
network 1.1.1.1 ©.8.0.8 arca @ network 2.2.2.2 8.9.8. 82:;21 B
network 10.8.0.9 0.0,0,255 area @ network 19.9.0.0 8.0.0 area

A network engineer is configuring OSPF between router R1 and router R2. The engineer must ensure that a DR/BDR election does
not occur on the Gigabit Ethernet interfaces in area 0. Which configuration set accomplishes this goal?

R1{config-iNinterface Gi0/0
R1{config-if)ip ospf network pmnt-to-potnt

R2(config-ifjinterface Gi0/0
R2(config-if)ips Bapf network point-to-point




R1(config-ifinterface Gi0/0
R1(config-if)ip ospf database-filter all out

R2(config-Ninterfpce Gi0/0
R2(confia-Hip@$pf database-filter all out

. B

R1(config-fjinterface Gi0/0
R1({config-if)ip ospf network broadcast

R2(config-ifjinterface Gi0/0
R2(corfig-ifip ospf network broadcast

°
finterface Gi0/0
fip ospf priority 1

R2(configei hterface Gi0/0

o D RziconfiMip pspfpriorty 1
Answer: A

Explanation:

Broadcast and Non-Broadcast networks elect DR/BDR while Point-topoint/
multipoint do not elect DR/BDR. Therefore we have to set the two Gi0/0

interfaces to point-to-point or point-to-multipoint network to ensure that a DR/BDR
election does not occur.

NEW QUESTION # 250
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