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PECB ISO-IEC-27001-Lead-Auditor # 3 Exam Syllabus Topics:

Section ‘Weight Objectives

- Overview of ISO/IEC 27001 and its relationship
with ISO/IEC 27002

Information Security Management Systerms (ISMS) and the 15% Fundamental principles and concepts of information
ISO/IEC 27001 Standard security

- Regulatory and legal considerations in information
security

- Audit scope and objectives

- Audit evidence collection techniques

- Audit sampling methodology

- Risk-based audit approach

- Audit types and stages ( initiation, planning,
execution, reporting)

Audit Principles and Audit Process 20%

- Auditing organizational structure and roles

- Continual improverment processes

- Auditing the context of the organization

- Measuring, monitoring, and reporting ISMS
ISMS Audit Based on ISO 19011 and ISO/IEC 17021-1 25%  |performance

- Auditing leadership commitment

- Auditing control selection and implementation
(Annex A)

- Auditing risk assessment and treatment processes

- Audit follow-up and corrective action verification
- Audit communication strategies

Audit Lifecycle and Competencies of the Lead Auditor 25% |- Leading an audit team

- Managing audit relationships with audited parties
- Conflict resolution during audits
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- Surveillance and re-certification audits

- Audit report preparation and documentation

- ISO/TEC 17021-1 requirements for certification
bodies

- Certification decision process

- Principles of certification bodies

Certification and Accreditation Framework 15%
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PECB Certified ISO/IEC 27001 Lead Auditor exam (ISO-IEC-27001-Lead-
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According to the PECB Candidate Handbook for ISO/IEC 27001 Lead Auditor, the auditee should take the following actions in
response to a nonconformity against clause 6.1.3.e of ISO/IEC 27001:220221:

* Tmplement the appropriate risk treatment for each of the applicable controls, as this is the main requirement of clause 6.1.3.e and


https://www.japancert.com/ISO-IEC-27001-Lead-Auditor-CN.html
https://www.passtest.jp/ISO-IEC-27001-Lead-Auditor-CN-exam.html

the objective of the risk treatment process2.

* Revise the relevant content in the Statement of Applicability to justify their exclusion, as this is the expected output of the risk
treatment process and the evidence of the risk-based decisions3.

* Revistt the risk assessment process relating to the three controls, as this is the input for the risk treatment process and the source of
identifying the risks and the controls4.

The other options are not correct because:

* Allocating responsibility for producing evidence to prove to auditors that the controls are implemented is not a valid action, as the
audit team already found that there was no evidence of the implementation of the three controls.

* Compiling plans for the periodic assessment of the risks associated with the controls is not a valid action, as this is part of the risk
monitoring and review process, not the risk treatment processS5.

* Incorporating written procedures for the controls into the organisation's Security Manual is not a valid action, as this is part of the
documentation and operation of the ISMS, not the risk treatment process.

* Removing the three controls from the Statement of Applicability is not a valid action, as this is not a sufficient justification for their
exclusion and does not reflect the risk treatment process.

* Undertaking a survey of customers to find out if the controls are needed by them is not a valid action, as this is not a relevant
criterion for the risk assessment and treatment process, which should be based on the organisation's own context and objectives.
References: 1: PECB Candidate Handbook for ISO/IEC 27001 Lead Auditor, page 36, section 4.5.22: ISO

/TEC 27001:2022, clause 6.1.3.e3: ISO/IEC 270012022, clause 6.1.3.#: ISO/IEC 2700122022, clause 6.1.25:

ISO/IEC 270012022, clause 6.2. : ISO/IEC 27001:2022, clause 7.5 and 8. : ISO/IEC 27001:2022, clause

6.1.3.d. : ISO/IEC 27001:2022, clause 4.1 and 4.2.
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Comprehensive and Detailed In-Depth Explanation:

* C. Correct Answer: Changes to the audit scope must be approved by the auditee, the auditor, and the certification body. This
ensures fairness and maintains compliance with ISO 19011 guidelines on audit planning,

* A. Incorrect: The audit schedule cannot be changed solely at Cobt's request-approval is required.

* B. Incorrect: Audit scope is not limited to technological changes but includes organizational and procedural changes as well.
Relevant Standard Reference:

*1SO 19011:2018 Clause 5.5.2 (Determining the Audit Scope and Schedule)
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Even though the marketing department was not included in the audit scope, the issue of employees' access rights control must be
communicated to Sinvestment's representatives and included i the audit report because it is part of Snvestment's information
security policy. It reflects on the overall adherence to the ISMS requirements.
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competence of the audit team and decision made by the certification body According to ISO/IEC 17021-1, which specifies the
requirerments for bodies providing audit and certification of management systemns, an accredited certification means that the
certification body has been evaluated by an accreditation body against recognized standards to demonstrate its competence,
impartiality and performance capabilityl. Therefore, an accredited certification assures the competence of the audit team that
conducts the audit in accordance with ISO 19011 and ISO/IEC 27001:2022, and the decision made by the certification body that
grants or maintains the certification based on the audit evidence and findings2. References: ISO/IEC

17021-1:22015 - Conformity assessment - Requirements for bodies providing audit and certification of management systens - Part 1:
Requirements, ISO/IEC 27001:2022 Lead Auditor (Information Security Management Systens) | CQI | IRCA

B #314
THI =8 R B AR A ?

A TEENUERE

B. %5 SE BB

C. B ez

D. BR ¥ R

E. & H 5%

F. BB T 2 460 1 1 )

IE%: A\ D\ F

A -

According to ISO 19011:2018, which provides guidelines for auditing management systens, the audit objectives are defined by the
audit client and may include determining the extent of conformity or nonconformity of the audited management system against the
audit criteria, evaluating the ability of the audited management system to ensure that the organization meets applicable statutory,
regulatory and contractual requirements, identifying potential improvement opportunities for the audited management system, and
facilitating continual improvement of the audited management systeml. Therefore, these three phrases are examples of objectives in
relation to an audit. The other options are not objectives, but rather elements or factors that may influence or affect an audit. For
example, an international standard is a source of audit criteria, a management policy is a part of the audited management system, and
completing an audit on time is a requirement for an effective audit. Reference: ISO 1901122018 - Guidelines for auditing
management systems
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