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FH 24

¢ Deployment and Configuration: This section of the exam measures the skills of Network Security Engineers
and covers the ability to identify FortiWeb deployment requirements and configure essential system

=x 1 settings. Candidates are expected to set up server pools, security policies, and protected hostnames to

ensure seamless deployment. To maintain operational efficiency, they must also configure FortiWeb high

availability (HA) for fault tolerance and troubleshoot deployment or system-related issues.

¢ Encryption, Authentication, and Compliance: This section of the exam assesses the expertise of Security

Analysts in mitigating web application vulnerabilities through encryption and authentication mechanisis.
=x 2 Candidates must configure various access control methods, track user authentication, and prevent attacks
targeting authentication systems. They must also implement SSL inspection and offloading techniques to
enhance security and troubleshoot encryption or authentication-related issues effectively.

¢ Machine Learning (ML): This section tests the skills of Application Security Engineers in leveraging
machine learning to enhance web application security. Candidates will configure machine learning
algorithis to detect anomalies, mitigate bot-based threats, and secure APIs through Al-driven analysis.
Understanding how to fine-tune these ML-based security measures is crucial for ensuring robust
application protection against evolving cyber threats.

FH 3

¢ Web Application Security: This domain evaluates the ability of Cybersecurity Specialists to implement

advanced threat mitigation strategies using FortiWeb. Candidates must configure the systemto block
=x 4 known attacks, ensure comprehensive web application protection, and troubleshoot threat detection or
mitigation-related issues. Additionally, they are expected to set up API protection mechanisis to secure
web-based interactions from potential threats.
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HEE #95
What key factor nust be considered when setting brute force rate limiting and blocking?

A. A single client contacting multiple resources

B. Mutiple clients sharing a single Internet connection
C. Mutltiple clients from geographically diverse locations
D. Muttiple clients connecting to multiple resources

o
m

: B

EE #96
Refer to the exhibits.

Signature details

4 Backto Signatures | Cross Site Scripting

Dictionaries (<]
B %= « Cross Site Scripting -
—« Cross Site Scripting

B = @ Cross Site Scripting (Extended)
M« SQL Injection

8 = @ 5QL Injection (Extended) prevenls attackers from adding event processing functions for

8 =+ Generic Attacks rtk sedown” events. This injection can be achieved in HTTP request URL or
D ™ @ Generic Attacks(Extended) ‘ HTTP arguments.

Search Description ( ] Q9
Signature ID Status Description

8 & + Known Exploits

B+ Trojans

™ « Information Disclosure

™ @ Personally Identifiable Informat
Q, Search
T Filter

This signature prevents hackers from using "mocha® tag to perform script

010000002 ¥ Enable injection. This injection can be achieved in HTTP request URL or HTTP arguments.

events attackers from adding event orocessing functions for

Signature exception

Signature ID: 010000001

Signature | Exception | Threat Weight

Match Sequence: (1)

LR N
4+ CreateNew | # ®dit @ Delete Insert

ID Element Type Name | Value Operation |

1 Full URL http:\/\Vmy\.blog\.org\VuserlV ©©

‘What will happen when a client attempts a mousedown cross-site scripting (XSS) attack against the site
http2//my.blog.org/userll/blog.php and FortiWeb is enforcing the highlighted signature?

e A. FortiWeb will report the new mousedown attack to FortiGuard.


https://www.dumptop.com/Fortinet/FCP_FWB_AD-7.4-dump.html

o B. The connection will be allowed.
o (. The comnection will be blocked as an XSS attack.
¢ D. The connection will be stripped of the mousedown JavaScript code.

HE: B

Y.

In the provided configuration, the signature exception has been set for the URL httpz/my.blog.org/user1 V. This means that any
request to this specific URL will bypass the signature ID 01000001, which is designed to block cross-site scripting (XSS) attacks
using the mousedown event. As the request comes from the URL http/my.blog.org/userll/blog,php, which does not match the
exception rule for http//my.blog.org/user1V, the attack will be allowed through.

Therefore, the connection will be allowed because the exception rule bypasses protection for the specified URL.

HAE #97

You are using HTTP content routing on FortiWeb. Requests for web app A should be forwarded to a cluster of web servers which
all host the same web app. Requests for web app B should be forwarded to a different, single web server.

Which is true about the solution?

¢ A The server policy applies the same protection profile to all its protected web apps.

¢ B. To achieve HTTP content routing, you must chain policies: the first policy accepts all traffic, and forwards requests for web
app A to the virtual server for policy A. It also forwards requests for web app B to the virtual server for policy B. Policy A
and Policy B apply their app-specific protection profiles, and then distribute that app's traffic among all members of the server
farm

e C. Younust put the single web server into a server pool in order to use it with HTTP content routing.

e D. Static or policy-based routes are not required.

He:. B

EE #98
How does proper API protection contribute to compliance with data privacy regulations such as GDPR?

A. Ensuring secure handling and transmission of user data
B. Implementing complex encryption algorithms

C. Allowing unrestricted access to APIs

D. Enhancing server performance

od
m

: A

A2 #99
Under which two circumstances does FortiWeb use its own certificates? (Choose two.)

A. An admmnistrator session connecting to the GUI using HTTPS

B. Making a secondary HTTPS connection to a server where FortiWeb acts as a client
C. Routing an HTTPS connection to a FortiGate

D. Connecting to browser clients using SSL

Y. AB

MY

Making a secondary HTTPS connection to a server where FortiWeb acts as a client: When FortiWeb needs to connect to an
external server via HTTPS (acting as a client), it may use its own certificates for that connection.

An administrator session connecting to the GUI using HTTPS: FortiWeb uses its own certificates to secure the HTTPS connection
between the administrator and the FortiWeb GUI. This ensures secure access for management purposes.

EE #100
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