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Fortinet NSE 8 - Recertification Exam Sample Questions (Q195-Q200):
NEW QUESTION # 195 
What is the benefit of using FortiGate NAC LAN Segments?

A. It provides support for multiple DHCP servers within the same VLAN
B. It provides support for IGMP snooping between hosts within the same VLAN
C. It provides physical isolation without changing the IP address of hosts
D. It allows for assignment of dynamic address objects matching NAC policy

Answer: C

Explanation:
FortiGate NAC LAN Segments are a feature that allows users to assign different VLANs to different LAN segments without
changing the IP address of hosts or bouncing the switch port.
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This provides physical isolation while maintaining firewall sessions and avoiding DHCP issues.
One benefit of using FortiGate NAC LAN Segments is that it allows for assignment of dynamic address objects matching NAC
policy. This means that users can create firewall policies based on dynamic address objects that match the NAC policy criteria, such
as device type, OS type, MAC address, etc. This simplifies firewall policy management and enhances security by applying different
security profiles to different types of devices.

NEW QUESTION # 196 
Referring to the exhibit, you want to know if aggregating port7 and port22 will work.
Which statement is correct?

A. Yes, LACP is supported on all ports regardless if they are connected to the same NP6.
B. No, LACP is only supported on ports connected to the same NP6.
C. Yes, LACP is supported on ports that are linked together with integrated Switch Fabric.
D. No, LACP is not supported on NP6 platforms.

Answer: C

Explanation:
http://help.fortinet.com/fos50hlp/52data/Content/FortiOS/fortigate-hardware-acceleration-
52/NP6.htm?Highlight=lag



NEW QUESTION # 197 
You have received an issue report about users not being able to use a video conferencing application. This application uses two
UDP ports and two TCP ports to communicate with servers on the Internet. The network engineering team has confirmed there is
no routing problem. You are given a copy of the FortiGate configuration .
Which three configuration objects will you inspect to ensure that no policy is blocking this traffic?
(Choose three.)

A. config firewall interface-policy
B. config firewall DoS-policy
C. config firewall policy
D. config firewall sniffer-policy
E. config firewall multicast-policy

Answer: A,B,C

NEW QUESTION # 198 
You are asked to design a secure solution using Fortinet products for a company. The company recently has Web servers that were
exploited and defaced. The customer has also experienced Denial or Service due to SYN Flood attacks. Taking this into
consideration, the customer's solution should have the following requirements:
- management requires network-based content filtering with man-in-the-
middle inspection
- the customer has no existing public key infrastructure but requires
centralized certificate management
- users are tracked by their active directory username without
installing any software on their hosts
- Web servers that have been exploited need to be protected from the OW ASP Top 10
- notification of high volume SYN Flood attacks when a threshold has
been triggered
Which three solutions satisfy these requirements? (Choose three.)

A. FortiGate
B. FortiWeb
C. FortiAuthenticator
D. FortiDDOS
E. FortiCiient

Answer: B,C,D

NEW QUESTION # 199 
Refer to the exhibit. A customer wants FortiClient EMS configured to deploy to 1500 endpoints The deployment will be integrated
with FortiOS and there is an Active Directory server.
Given the configuration shown in the exhibit, which two statements about the installation are correct? (Choose two.)



A. The Windows clients only require "File and Printer Sharing" allowed and the rest is handled by Active Directory group
policy.
B. You can only deploy initial installations to Windows clients.
C. A client can be eligible for multiple enabled configurations on the EMS server, and one will be chosen based on first
priority.
D. If no client update time is specified on EMS, the user will be able to choose the time of installation if they wish to delay.
E. You must use Standard or Enterprise SQL Server rather than the included SQL Server Express.

Answer: B,C

Explanation:
https://docs.fortinet.com/document/forticlient/7.0.7/ems-administration-guide/278884/deployment- installers
https://docs.fortinet.com/document/forticlient/7.0.7/ems-administration-guide/374506/deploying- forticlient-software-to-endpoints
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