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NEW QUESTION # 150
Under which jurisdiction do General Data Protection Regulation (GDPR) guidelines apply?

A. United States of America
B. China

C. European Union

D. Australia

Answer: C

Explanation:

The General Data Protection Regulation (GDPR) applies under the jurisdiction of the European Union.

Managing Cloud documentation explains that GDPR governs the collection, processing, storage, and transfer of personal data
belonging to individuals within EU member states.

GDPR applies not only to organizations physically located in the European Union but also to organizations outside the EU that
process or control EU residents' personal data. This broad scope makes GDPR one of the most influential data protection
regulations affecting cloud services globally.

The regulation mandates strict requirements related to consent, data minimization, breach notification, and data subject rights.
Organizations using cloud services must ensure that their providers support GDPR compliance requirements.

The other jurisdictions listed have their own privacy regulations but are not governed by GDPR. Therefore, the correct jurisdiction is
the European Union.

NEW QUESTION # 151
A customer requests that a cloud provider physically destroys any drives storing their personal data. What must the provider do with
the drives?

A. Tt should use degaussing tools to securely remove any personal data from the drives.

B. It should destroy them only if the contract includes hardware disposal insurance.

C. It should destroy them only if dedicated hardware disposal is specified in the contract.

D. It should use cryptographic erasure to securely remove any personal data from the drives.

Answer: C

Explanation:

Cloud providers typically manage multi-tenant infrastructure, where physical hardware is shared among customers. Therefore, drives
are not destroyed for each customer unless explicitly required in thecontract. Ifthe customer's agreement specifies dedicated
hardware disposal, then the provider must comply by physically destroying the drives.

Cryptographic erasure and degaussing are valid sanitization methods, but they may not meet the specific contractual requirement of
physical destruction. Insurance clauses are unrelated to disposal.

This question underscores the importance of negotiating contractual terms in cloud agreements. Customers handling highly sensitive
or regulated data may require physical destruction, while others may accept logical erasure. Clear agreements ensure both
compliance and alignment of security responsibilities.

NEW QUESTION # 152
Which risk is unique to the public cloud?
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A. Regulatory noncompliance
B. Malware

C. Vendor lock-in

D. Personnel threats

Answer: C

Explanation:

Vendor lock-in is a risk most closely associated with the public cloud. Managing Cloud guidance explains that public cloud
providers often use proprietary services, APIs, tools, and architectures that make migration to another provider difficult and costly.
Organizations may heavily invest in provider-specific technologies, which can limit flexibility and increase dependency. If pricing
models change, services are discontinued, or availability issues arise, customers may face significant challenges in exiting the
provider's ecosystem

While regulatory noncompliance, malware, and personnel threats exist in all environments, vendor lock-in is especially prominent in
public cloud adoption due to its scale and proprietary service offerings. Therefore, vendor lock-in is the correct answer.

NEW QUESTION # 153
In which service model would the cloud service provider bear the greatest responsibility for security?

A. Infrastructure as a Service (IaaS)
B. Software as a Service (SaaS)

C. Database as a Service (DBaaS)
D. Platformas a Service (PaaS)

Answer: B

Explanation:

In the Software as a Service (SaaS) model, the cloud service provider bears the greatest responsibility for security. Managing Cloud
documentation explains that in SaaS environments, the provider manages the application, operating system, middleware,
infrastructure, and often many security controls.

Customers primarily focus on user access, data classification, and configuration of application-level settings, while the provider
ensures platform availability, patching, vulnerability management, and infrastructure security. This shared responsibility model places
the largest security burden on the provider in SaaS compared to other service models.

In PaaS and IaaS, customers assume increasing responsibility for securing operating systens, applications, and configurations.
DBaaS still requires custormer involverment i access control and data management.

Therefore, SaaS is the correct answer.

NEW QUESTION # 154
‘What should be done to data during the create phase of the data life cycle before being uploaded to the cloud?

A. Share
B. Archive
C. Store
D. Encrypt

Answer: D

Explanation:

During the create phase of the cloud data life cycle, data is first generated or collected by an organization. At this stage, it is essential
to apply security controls before the data is transferred to the cloud environment.

The most effective control during this phase is encryption. Encrypting data ensures that the information is transformed into an
unreadable format, protecting it from unauthorized access while it is being transmitted and stored in the cloud.

Managing Cloud principles emphasize that security must be applied as early as possible in the data life cycle to minimize exposure
and reduce risk. If data is encrypted prior to upload, even if interception or unauthorized access occurs, the data remains protected
and unusable without the appropriate decryption keys.

This approach also supports data confidentiality requirements and aligns with security best practices for handling sensitive and
regulated information.

The other options do not provide adequate protection during the create phase. Storing or archiving data refers to later life cycle
stages, while sharing data increases exposure rather than securing it. Therefore, encrypting data before uploading it to the cloud is a



critical safeguard that ensures data confidentiality, supports compliance requirements, and strengthens overall cloud security posture.
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