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Solutions Architect - Professional (SAP-C02) Practice Questions
In order to ensure that the examinees in the SAP-C02 exam certification make good achievements, our Exam4Docs has always
been trying our best. With efforts for years, the passing rate of Exam4Docs's SAP-C02 certification exam has reached as high as
100%. After you purchase our SAP-C02 Exam Training materials, if there is any quality problem or you fail SAP-C02 exam
certification, we promise to give a full refund unconditionally.

To prepare for the SAP-C02 exam, you can take various online courses and practice exams offered by AWS or third-party
providers. You can also join online communities and forums to connect with other AWS professionals and learn from their
experiences. Additionally, you should gain hands-on experience working with AWS solutions and technologies to reinforce your
knowledge and skills. With the right preparation and dedication, you can earn the SAP-C02 Certification and take your career to
the next level.

Amazon AWS Certified Solutions Architect - Professional (SAP-C02) Sample
Questions (Q311-Q316):
NEW QUESTION # 311 
A company is using AWS Control Tower to manage AWS accounts in an organization in AWS Organizations.
The company has an OU that contains accounts. The company
must prevent any new or existing Amazon EC2 instances in the OUs accounts from gaining a public IP address.
Which solution will meet these requirements?

A. Create an AWS Config custom rule that detects instances that have a public IP address. Configure a remediation action
that uses an AWS Lambda function to detach the public IP addresses from the instances.
B. Create an SCP that prevents the launch of instances that have a public IP address. Additionally, configure the SCP to
prevent the attachment of a public IP address to existing instances. Attach the SCP to the OU.
C. Implement the AWS Control Tower proactive control to check whether instances in the OU's accounts have a public IP
address. Set the AssociatePubIicIpAddress property to False. Attach the proactive control to the OU.
D. Configure all instances in each account in the OU to use AWS Systems Manager. Use a Systems Manager Automation
runbook to prevent public IP addresses from being attached to the instances.

Answer: B

Explanation:
Explanation
This option will meet the requirements of preventing any new or existing EC2 instances in the OU's accounts from gaining a public IP
address. An SCP is a policy that you can attach to an OU or an account in AWS Organizations to define the maximum permissions
for the entities in that OU or account. By creating an SCP that denies the ec2:RunInstances and ec2:AssociateAddress actions when
the value of the aws:RequestTag/aws:PublicIp condition key is true, you can prevent any user or role in the OU from launching
instances that have a public IP address or attaching a public IP address to existing instances. This will effectively enforce a security
best practice and reduce the risk of unauthorized access to your EC2 instances.

NEW QUESTION # 312 
A company is migrating to AWS and needs to inventory physical and virtual servers, apps, and database relationships to properly
rightsize and plan migration.

A. Use Migration Hub with Discovery Agent and Strategy Recommendations.
B. Use Migration Evaluator with Agentless Collector.
C. Use Migration Hub import tool.
D. Use Migration Hub with Agentless Collector and Migration Service.

Answer: A

Explanation:
Migration Hub Discovery Agentcollectsdeep host-level data, includingprocesses, connections, dependencies, etc. Combined
withStrategy Recommendations, it offers accurate insights for planning cloud migration.
Migration Hub Strategy Recommendations
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NEW QUESTION # 313 
A company is using AWS Organizations lo manage multiple accounts. Due to regulatory requirements, the company wants to restrict
specific member accounts to certain AWS Regions, where they are permitted to deploy resources. The resources in the accounts
must be tagged, enforced based on a group standard, and centrally managed with minimal configuration.
What should a solutions architect do to meet these requirements?

A. Create an AWS Config rule in the specific member accounts to limit Regions and apply a tag policy.
B. Associate the specific member accounts with a new OU. Apply a tag policy and an SCP using conditions to limit Regions.
C. From the AWS Billing and Cost Management console, in the master account, disable Regions for the specific member
accounts and apply a tag policy on the root.
D. Associate the specific member accounts with the root. Apply a tag policy and an SCP using conditions to limit Regions.

Answer: B

Explanation:
Explanation
https://aws.amazon.com/es/blogs/mt/implement-aws-resource-tagging-strategy-using-aws-tag-policies-and-servic

NEW QUESTION # 314 
A solutions architect needs to implement a client-side encryption mechanism for objects that will be stored in a new Amazon S3
bucket. The solutions architect created a CMK that is stored in AWS Key Management Service (AWS KMS) for this purpose.
The solutions architect created the following IAM policy and attached it to an IAM role:

During tests, me solutions architect was able to successfully get existing test objects m the S3 bucket However, attempts to upload a
new object resulted in an error message. The error message stated that me action was forbidden.
Which action must me solutions architect add to the IAM policy to meet all the requirements?

A. Kms:GenerateDataKey
B. kmsGetPubKKey
C. KmsGetKeyPolpcy
D. kms:SKjn

Answer: A



Explanation:
https://aws.amazon.com/premiumsupport/knowledge-center/s3-access-denied-error-kms/
"An error occurred (AccessDenied) when calling the PutObject operation: Access Denied" This error message indicates that your
IAM user or role needs permission for the kms:GenerateDataKey action.

NEW QUESTION # 315 
A solutions architect needs to implement a client-side encryption mechanism for objects that will be stored in a new Amazon S3
bucket. The solutions architect created a CMK that is stored in AWS Key Management Service (AWS KMS) for this purpose.
The solutions architect created the following IAM policy and attached it to an IAM role:

During tests, me solutions architect was able to successfully get existing test objects m the S3 bucket However, attempts to upload a
new object resulted in an error message. The error message stated that me action was forbidden.
Which action must me solutions architect add to the IAM policy to meet all the requirements?

A. Kms:GenerateDataKey
B. kmsGetPubKKey
C. KmsGetKeyPolpcy
D. kms:SKjn

Answer: A

NEW QUESTION # 316
......
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