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168. Frage

You are deploying an SAP environment across Azure Availability Zones. The environment has the following components:
* ASCS/ERS instances that use a failover cluster

* SAP application servers across the Azure Availability Zones

* Database high availability by using a native database solution

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements Yes No

]
Network latency is a limiting factor when deploying DBMS tances that use

synchronous replication across the Azure Availability Zones. O O
The performance of SAP systems can-bevalidated by using ABAPMeter. O O
To help identity the best Azure Availability Zones for deploying the SAP O O
components, you can use NIPING to verify network latency between the zones.

Antwort:

Begrindung;

Statements Yes No

Network latency is a limiting factor when deploying DBNS instances that use
synchronous replication across the Azure Availability Zones.

1O

T T
!

[S)

The performance of SAP systems.can be validated by using ABAPMeter.

|
I

To help identity the best Azure Availability Zones for deploying the SAP

components, you can use NIPING to verify network latency between the zones.
Explanation
Box 1: Yes
Box 2: Yes
AAP application server to database server latency can be tested with ABAPMeter report /SSA/CAT.
Box 3: Yes
To analyze network issue or measure network metrics you can test the connection using SAP's NIPING program. You can use
NIPING to analyze the network connection between any two machines running SAP software.
Reference:
https/azure. microsoft.convsv-se/blog/azure-availability-zones-expand-with-new-services-and-to-new-regions-in
https/azure. microsoft.com/en-us/blog/sap-on-azure-architecture-designing- for-performance-and-scalability/
httpsv//wiki.scn.sap.com/wiki/pages/viewpage.action?pageld=360974069
https/docs.microsoft.com/en-us/azure/virtual-machines/workloads/sap/sap-ha-availability-zones#~ text=In%20

O

169. Frage

Your on-premises network contains an Active Directory domain.

You have an SAP environment on Azure that runs on SUSE Linux Enterprise Server (SLES) servers.

You configure the SLES servers to use domain controllers as their NTP servers and their DNS servers.

Youneed to join the SLES servers to the Active Directory domain.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.



Actions

Add realm details to /etc/krb5.conf
and /etc/samba/smb.conf

Shut down the following services: smbd,
nmbd, and winbindd

Run net ads join -U
administrator

Run net rpc join -0
administrator

Install the samba-winbind package

Actions Answer Area

Add realm details to /fetc/krbS5.conf
and /etc/samba/smb.conf

Shut down the following services: smbd,
nmbd, and winbindd

alm details to /etc/krbS5.conf
Run net ads join -U /fetc/samba/smb.conf
administrator

Run net rpc join -U

administrator Run net ads join -U
% administrator

I
Install the samba-winbind package
-- Ry
| Mi

Explanation:

BE N ficrosoft
Install the s a-winbind package

Add realm details to /fetc/krb5.conf
and /etc/samba/smb.conf

Run net ads join -U
administrator

Step 1: Install the samba-winbind package

Install samba-winbind

Step 2: Add realm details to /etc/krb5.confand /etc/samba/smb.conf

Edit files - best way to do this is to use yast on test machine and copy files from it In following examples you need to replace
EXAMPLE/EXAMPLE.COM/.example.com with your values

/settings
/etc/samba/simb.conf



[global]

workgroup = EXAMPLE

usershare allow guests = NO #disallow guests from sharing
idmap gid = 10000-20000

idmap uid = 10000-20000

kerberos method = secrets and keytab
realm= EXAMPLE.COM

security = ADS

template homedir = /home/%D/%U
template shell = /bin/bash

winbind offline logon = yes

winbind refresh tickets = yes
/etc/krb5.conf

[libdefaults]

default realm= EXAMPLE.COM
clockskew = 300

[realms]

EXAMPLE.COM = {

kdc = PDC.EXAMPLE.COM

default domain = EXAMPLE.COM
admmn_server = PDC.EXAMPLE.COM

}

Step 3: Run net ads join -U administrator
Join the SLES 12 Server to the AD domain
References:
https//www.suse.convsupport/kb/doc/?id=7018461

170. Frage

Youplan to deploy multiple SAP HANA virtual machines to Azure by using an Azure Resource Manager template.

How should you configure Accelerated Networking and Write Accelerator in the template? To answer, drag the appropriate values
to the correct targets. Each value may be used once, more than once, or not at all. You may need to drag the split bar between
panes or scroll to view content.

NOTE: Each correct selection is worth one point.



Values Answer Area

{

"type": "Microsoft.Network/networkInterfaces",

e T - Tr o h| "name™: "[ (pa ra (" "), "-static'}1",
"none"; “location®: "[resourceGroup().location]®,
"propertiea™: | -
| T o oar——— "enableicceleratedNetworking™:
"true”,

“ipConfigurations™: [

name®: "ipconfigl®,
"properties”: {
"privatelPAllocationMethod™: “Static",
"privateIPAddress”™: "[pa. a("StaticIP"}]",
"subnet”: {
"id": "[variables('subnetRef'}]"

1.

“apiVersion": "2014-12-01",

"type": "Microsoft.Compute/virtualMachines®,
"name": "[parametera('vmName')]",
“location": "[rescurceGroup().location]”,
"dependsOn®™: [

1.
"properties™: {
“availabilitySet®: { g.
"id": "[resourceld('Microsoft.Compute/avail ySe ters('AvailSetName'))]"
}

*hardwazeProfile®: {
"vmSize": "Standard M64ms"

I

"oaProfile”: {
"computerName™: " [pa
"adminUsername™
"adminPassword™: "[pi

sword®) ] "

Yo
"storageProfile”

B® Microsoft

ateOption™: "FromImage™
taDisks": [

"lun®: 7,
"name”™ : "[concat(parameters('vmName'}, '=log')]",
"createdption”: "Empty”,

"writeAcceleratorEnabled":

"disk8izeGB" : 2048,
"managedDisk®™ : |
“storageliccountType” : “"Premium LRS"

1.

"networkProfile”: (
"networkInterfacea": [
{

)

nidv: | T ('Mi £e. k/networkInterfaces’, concat (parameters ('vmName'), '-static'))]"

Begrindung:



apiVecsion™: "2017-06-01",

"type™: "Microsoft.Network/metworkInterfaces”,

"name®: "[concat(parametera(’wvmName'}, "-atatic')l”,

"location™: "[resourceGroup().locasion]”,

"propertiea™: | —
"enablehcceleratedNetworking”: | wepyan, u

—— -

"ipconfigurations®: [

name™: “ipeonfigl®™,
“propertiss”™: |
"privateIPallocationMezhed™: "Stazic®,
"privatelPAddresa™: "[parameters("StaticIP'}]"™,
"subnat”: [

=id": "[variables('subnetRef")]"

1.

"apiVersion®™: "2014=12=01",
"eype": "Microsofc.Ceompuze/virsualMachines”,
"name™: " [parameters('vmName')]",
"location' " [reacurceSroup!) .location] ™,
"dependstn®: |
1s
"propertiea”: |

"availabilisySet™: {

"id": "[rescurceld('Microsoft.Compute/availabilityseta’, ame

be
"hazdwazePzofile™: |
"vm3ize"”: "Standard Mééms"

e
"osProfile™: | s ‘
r!
d er T 1
2 = 1"

"sku®": "7.2%,
“rersion”: "latest®

ke
“osDisk®: {
"createOption™: "FremImage™

b
"dataDisks®: [
{

=lun®: 7,
"name™ : "[concat(parameters(’wmName'), '=log”}]".

"createcdption”: "Empty”, —
"writeAcceleratorEnabled”: 1 “true II
~digsksizeGB™ : 2048,

"managedDiak® : [
2

e

"networkProfile”: |
"networkInterfacea": [
i

"id": " [zescurceld("Microsofe . Network/networkInterfaces', concat (parameters ('vaName'), ‘=seatic'j)]"

Explanation



Values Answer Area

| "false", "apiVezsiea®: “2017-06-01",
"type™: "Microsoft.Network/networkIntarfaces”,
| "name™: "[concat(parameters(‘vmdName'), ‘-static')l”,
"none", "location™: "[rescurceGroup(}.locaticn]®™,
"propertiea™: { 1
[ "enablehcceleratedNetworking™: "erue®,

| "true”, |

"ipConfigurations®™: [
{

"name®™: "ipconfigl®,

"properties”: |
"privateiPAllocationMethed™: "Static”,
"privatelPAddress™: "|[parameters('StaticIP*)]",
"subnet": {

"id": "(variables('subnetRef')]”

}a

"apiVeraion": "2014-12-01",
"type": "Microsoft.Compute/virtualMachines”,
"name”: "[parameters(’'vmName®)]"®,
"location™: "[rescurceGreoup().lecation]”,
"dependaOn™: |
1.
"properties”: |
"availabilitySet™: {
"id": "[rescurceld('Microsoft.Compute/availabilityseta’, parametersifivailsetName’))]"

"hardwazeProfile”: {
"ym8ize™: "Standard ME4ms"

}

"oafrofila®: |
"computerName": "[parameters(’TmName"] 1"y
"adminUsername™: "[parameters({‘ymUserName’)]",
“adminPassword™: "[parameters|'wmPasaword')]"

"storageProfile” ;|
"imagaRe ferencam
ibl: "RedHat",
"RHEL-3AP-HANA",

p "T.2"

"ecreateOption™: "FromImage™

be
"dataDisks": [
1

"lun®:

1w 7

name™ : "[concat (parameters('vmName'), '-log')]”.
"createCption”™: "Empty”,

"writeRcceleratorEnabled™: | Mrypua®,
"diskSizeGB™ : 2048,
"managedDiak®™ : [

“storageAccountType” : "Fremium LRS™

b,

"networkProfile™: (
"networkInterfacea™: [

"id": " [resourceld('Microscfe . Network/networkInterfaces', concat (parameters('vmMName'), '-static'))]"

)

Box 1: true

enableAcceleratedNetworking: If the network interface is accelerated networking enabled.

To further reduce network latency between Azure VM, we [Micorosoft] recommend that you choose Azire Accelerated
Networking. Use it when you deploy Azure VM for an SAP workload, especially for the SAP application layer and the SAP
DBMS layer.

Box 2: true

Wirite Accelerator should be used for the volumes that contain the transaction log or redo logs ofa DBMS. It is not recommended
to use Write Accelerator for the data volumes of a DBMS as the feature has been optimized to be used against log disks.
References:

httpsz/docs.microsoft.conven-us/azure/virtual- machines/workloads/sap/dbms_guide general

171. Frage
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



Statements Yes No

Enabling Accelerated Networking on an SAP application
server will decrease CPU usage. O O

Enabling Accelerated Networking on an SAP application -
server will increase jitter. O ‘->

You can enable Accelerated Netwoﬂg_yﬂg pnapy Azure +
virtual machine. T e

Antwort:
Statements Yes No

Enabling Accelerated Networking on an SAP application T
server will decrease CPU usage. i}

|_C)_|
O

Enabling Accelerated Networking on an SAP application T -
server will increase jitter. LQJ \)
You can enable Accelerated Networking on any Azure O ol
virtual machine. | N
Explanation
Box 1: Yes

By moving much of Azure's software-defined networking stack off the CPUs and into FPGA-based SmartNICs, compute cycles
are reclaimed by end user applications, putting less load on the VM, decreasing jitter and inconsistency in latency.

Box 2: Yes

Box 3: No

Accelerated Networking (AN) is generally available (GA) and widely available for Windows and the latest distributions of Linux
References:

https://azure. microsoft. conven-us/blog/maximize- your-vim-s-performance-with-accelerated-networking-now-gen

https://azure. microsoft. conven- gb/blog/maximize- your-vim-s-performance-with-accelerated-networking-now-gen

172. Frage
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

VI Cr sratemefes i =

After the migration, all user authentication to the SAP applications O O
must be handled by Azure Active Directory (Azuré AD).

The migration requires that the on-premisesActive Directory O O
domain syncs to Azure Active Directafiy.[Azure AD).

After the migration users will be'able to authenticate to the SAP '®) O
applications by using theifexisting credentials in litware.com.

Antwort:



Begriindung;
Statements Yes No

After the migration, all user authentication to the SAP appligations ©—~ | O
must be handled by Azure Active Directory (Azureg"AD) : |

The migration requires that the on-premisestActive Directory I (_—) ,‘_)
domain syncs to Azure Active Digfctary (Azure AD). I I :

After the migration useer be-able-taauthénticate to the SAP
applications by using their existing credentials in litware.com.

Explanation:

Statements Yes No

After the migration, all user authentication to the SAR applications O O
must be handled by Azure Active Directory (Azure AD).

The migration requires that the on-premises Active Directory O O
domain syncs to Azure Active Directopy (Azure AD).

After the migration users will bg"able’to authenticate to the SAP O Q
applications by using their existing credentials in litware.com.

In a Hybrid-IT scenario, Active Directory from on-premises can be extended to serve as the authentication mechanism through an
Azure deployed domain controller (as well as potentially using the integrated DNS).

It is important to distinguish between traditional Active Directory Servers and Microsoft Azure Active Directory that provides only a
subset of the traditional on-premises AD offering. This subset include Identity and Access Management, but does not have the full
AD schema or services that many 3rd party application take advantage of. While Azure Active Directory IS a requirement to
establish authentication for the Azure virtual machines in use, and it can synchronize users with customers' on-premises AD, the two
are explicitly different and customers will likely continue to require fill Active Directory servers deployed in Microsoft Azure.
References:

https//www.suse.com/media/guide/sap hana on azure 101.pdf
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