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M #1334
What is used to provide authentication of the website and can also be used to successfully authenticate keys used for data
encryption?

A. A webstte certificate

B. An organizational certificate
C. Authenticode

D. A user certificate

EfE: A
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Section: Protection of Information Assets

Explanation:

A webstte certificate is used to provide authentication of the website and can also be used to successfully authenticate keys used for
data encryption.

B #1335
Which of the following is the BEST type of program for an organization to implement to aggregate, correlate and store different log
and event files, and then produce weekly and monthly reports for IS auditors?

e A. Anextract, transform, load (ETL) system

¢ B. A log management tool

e C. A security information event management (SIEM) product
¢ D. An open-source correlation engine

IEf#: B

fi .-

A log management tool is a product designed to aggregate events from many log files (with distinct formats and from different
sources), store themand typically correlate them offline to produce many reports (e.g., exception reports showing differentstatistics
including anomalies and suspicious activities), and to answer time-based queries (e.g., how many users have entered the system
between 2 a.m. and 4 a.m. over the past three weeks?). A SIEM product has some similar features. It correlatesevents from log
files, but does it online and normally is not oriented to storing many weeks of historical information and producing audit reports. A
correlation engine is part of a SIEM product. It is oriented to making an online correlation of events. An extract, transform, load
(ETL) is part of a business intelligence system, dedicated to extracting operational or production data, transforming that data and
loading them to a central repository (data warehouse or data mart); an ETL does not correlate data or produce reports, and
normally it does not have extractors to read log file formats.

R #1336
Which of the following should be the GREATEST concern to an IS auditor evaluating an organization's policies?

A. Policies are not formally approved by the management.

B. Policies are not reviewed and updated frequently.

C. Policies are nor formally acknowledged and signed by employees.
D. Policies do not provide adequate protection to the organization.

IEf#: D



Section: The process of Auditing Information System

H P #1337
‘Which of the following should be of GREATEST concern to an IS auditor planning to employ data analytics in an upcoming audit?

A. There is no documented data model

B. Data is from the previous reporting period.
C. Data fields are used for multiple purposes.
D. Available data is incomplete.

IEf#: D

H #1338
Which of the following is a PRIMARY purpose of a privacy notice?

e A To ensure that the organization's privacy controls comply with the privacy laws of the user's region
¢ B. To establish the organization's accountability for the use and protection of personal information

¢ C. To indenmify the organization against litigation by users for the appropriation of personal mformation
¢ D. To obtain permission from users for the organization to use personal information as it sees fit

Ef#: B
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Section: Protection of Information Assets
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