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CheckPoint Check Point Certified Security Administrator - R82 Sample
Questions (Q17-Q22):

NEW QUESTION # 17
‘Which configuration element determines which traffic should be encrypted into a VPN tunnel vs. sent in the clear?

A. The Rule Base

B. The firewall topologies
C. NAT Rules

D. The VPN Domains

Answer: D

Explanation:

The VPN Domains configuration element determines which traffic should be encrypted into a VPN tunnel vs. sent in the clear.The
VPN Domain is the set of hosts and networks that are allowed to communicate securely with the gateway12. The firewall
topologies, NAT rules, and the rule base do not directly affect the VPN encryption decision. Check Point R81 Security Gateway
Technical Admmistration Guide, CCSA/CCSE Exam Tips & Content - R80.X vs. R81.X - Check Poimnt CheckMates

NEW QUESTION # 18
Choose what BEST describes users on Gaia Platform.

A. There is one default user that cannot be deleted.

B. There are two default users and one cannot be deleted.
C. There are two default users and neither can be deleted.
D. There is one default user that can be deleted.

Answer: C

Explanation:

There are two default users on Gaia Platform and neither can be deleted. The two default users are admin and monitor. The admin
user has full access to the Gaia configuration and management tools, such as CLI and WebUIL. The monitor user has read-only
access to the Gaia configuration and management tools, and can only view the system status and settings. These two users cannot be
deleted, but their passwords can be changed.[Gaia Administration Guide], [Gaia Overview]

NEW QUESTION # 19
When an encrypted packet is decrypted, where does this happen?

A. Inbound chain

B. Decryption is not supported
C. Outbound chain

D. Security policy

Answer: D

Explanation:

When an encrypted packet is decrypted, this happens in the security policy4. The security policy is a set of rules that defines how the
Security Gateway inspects and secures traffic. The security policy includes VPN rules that specify which traffic should be encrypted
or decrypted. The mbound and outbound chains are part of the inspection framework that processes packets according to the
security policy. Check Point R81 VPN Administration Guide

NEW QUESTION # 20
An administrator wishes to enable Identity Awareness on the Check Point firewalls. However they allow users to use company

issued or personal laptops. Since the administrator cannot manage the personal laptops, which of the following methods would
BEST suit this company?



A. AD Query

B. Identity Agents

C. Terminal Servers Agent

D. Browser-Based Authentication

Answer: D

Explanation:

Browser-Based Authentication is the best method for enabling Identity Awareness on the Check Point firewalls for users who use
company issued or personal laptops. Browser-Based Authentication redirects users to a web page where they enter their credentials
to access the network resources. This method does not require any installation or configuration on the user's device and supports
any operating system and browser. AD Query is a method that queries Active Directory servers for user login events and maps them
to IP addresses. This method does not work for personal laptops that are not joined to the domain. Identity Agents are software
agents that run on Windows or macOS devices and provide user and machine identity information to the firewall. This method
requires installation and management of the agents on each device, which may not be feasible for personal laptops. Terminal Servers
Agent is a method that identifies users who connect to Windows Terminal Servers or Citrix servers via RDP or ICA protocols. This
method does not apply to laptops that connect directly to the network910Identity Awareness Reference Architecture and Best
Practices,Part 10 - Identity

NEW QUESTION # 21
Fill in the blank: SmartConsole, SmartEvent GUI client, and allow viewing of billions of consolidated logs and shows
them as prioritized security events.

A. SmartMonitor
B. SmartView Web Application
C. SmartTracker
D. SmartReporter

Answer: B

Explanation:

SmartConsole, SmartEvent GUI client, andSmartView Web Applicationallow viewing of billions of consolidated logs and shows
them as prioritized security events1.SmartView Web Application is a web-based interface that provides access to SmartEvent
reports and dashboards2. Check Point R81 Security Management Administration Guide,Check Point R81 SmartEvent
Administration Guide

NEW QUESTION # 22
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