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HME #117

You are troubleshooting a network issue on a VSX cluster. The network was finctioning properly yesterday but today the network
operations center is receiving alerts. On one of the two VSX members, a 'show mterface brief indicated that all VSX LAGs are
"down by feature".

‘What could be the cause of this condition?

A. Both VSX members are configurated as Primary.

B. LAGs were disabled because a split-brain condition was detected.
C. VSX has detected a firmware version mismatch.

D. VSX-sync is not enabled on the cluster.
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In VSX if the keepalive link goes down and the system detects a possible split-brain condition (both peers thinking they are
primary), the secondary switch will bring down all VSX LAGs and report themas "down by feature" to prevent loops. This matches
the described condition.

HE #118
Identify the required configuration steps to enable DHCP EndpointProfiling with HPE Aruba Networking ClearPass. (Not all will be
used)

Ef#:

TR

Explanation:

To enable DHCP Endpoint Profiling, the switch needs to forward relevant DHCP packets from the client to the ClearPass server.
The most common method is configuring the switch to act as a DHCP relay agent for the ClearPass server IP address on the client
VLAN's Switched Virtual Interface (SVI).

In scenarios where port access control (like 802.1X or MAC Auth) is enabled, clients might need to send DHCP
requestsbeforethey are fully authenticated. To allow this while maintaining security, a pre- authentication role with limited access
(specffically allowing DHCP) can be applied to the port intially.

The logical sequence based on the provided steps, assuming a pre-authentication workflow is intended, is:

* Create the role:Define the pre-authentication role container and associate it with the appropriate mitial VLAN if needed.

* Permit DHCP in the role:Apply an Access Control List (ACL) or policy to this role that permits the necessary DHCP traffic (UDP
ports 67 and 68). The step provided only mentions UDP 67, which allows the client's initial Discover/Request packets towards the
server/relay. (A complete solution requires allowing return traffic on UDP 68 as well).

* Apply the role:Configure the client-facing physical interface to use this pre-authentication role before the final role is assigned post-
authentication.

* Configure DHCP Relay:Configure the ip helper-address <clearpass_ip> command on the client's VLAN SVI. This instructs the
switch to forward the DHCP packets it receives from clients in that VLAN to the ClearPass server (in addition to forwarding them
to the actual DHCP server). ClearPass receives these packets and extracts information for profiling,

This sequence ensures that even before full authentication, DHCP is permitted, and the necessary packets are relayed to ClearPass
for profiling.

References:AOS-CX Security Guide (Port Access, Roles, AAA), AOS-CX IP Helper / DHCP Relay Guide, ClearPass
Deployment Guides (Endpoint Profiling using DHCP). This relates to "Authentication

/Authorization" (9%), "Security" (10%), and "Switching" (19%).

M #119
The clientwouldlike to automate the process of troubleshooting issues to have better visibility. Which solution would you recommend
for your client?

A. Automate processes with scripting like Python.

B. AlOps integrated into HPE Aruba Networking Central
C. HPE Aruba Networking Switch Multi-Edit Software
D. HPE Aruba Networking F3bric Compose

EfE: B

AR :

The client wants to automate troubleshooting processes and gain better visibility into their network. We need to identify the
recommended Aruba solution.

* Analysis of Options:

* A. HPE Aruba Networking Fabric Composer: A tool primarily for data center fabric provisioning and management, not general
campus troubleshooting automation.

* B. HPE Aruba Networking Switch Multi-Edit Software: Likely refers to configuration management features (e.g,, in Central or
NetEdit) for applying changes to multiple switches, not primarily focused on automated troubleshooting or visibility.

* C. Automate processes with scripting like Python: AOS-CX supports on-box scripting (NAE) and REST APIs, enabling custom
autormation for monitoring and troubleshooting. While powerful, it requires development effort.



* D. AlOps integrated into HPE Aruba Networking Central: Aruba Central's AIOps capabilities are specifically designed to
enhance visibility and autormate aspects of troubleshooting, It uses Al

/ML to analyze network data, detect anomalies, provide insights into potential issues, correlate events, and offer prescriptive
recommendations, directly addressing the client's need for better visibility and autormated assistance with troubleshooting.

* Conclusion:-While custom scripting (C) allows automation, Aruba Central AIOps (D) is the platform+ integrated solution
specifically marketed and designed by HPE Aruba Networking to provide enhanced visibility and automated insights
fortroubleshooting campus networks. It is the most direct and recommended solution among the options for achieving these goals
within the Aruba ecosystem.

References:Aruba Central documentation (AIOps features), AOS-CX NAE and REST API documentation.

This relates to "Troubleshooting” (10%) and "Performance Optimization" (6%) objectives.

H #120
Drag and Drop Question
Match the AOS-CX switch BGP keepalive and holddown timers to the default.

R -

Explanation:

Keepalive timer: 60 seconds (interval for sending keepalive messages).

Holddown (Hold) timer: 180 seconds (maximum time to wait before declaring a neighbor down if no keepalives are received).

B #121
Drag and Drop Question
What is the correct sequence of events that occurs when a user device connects to a network using Dynamic Segmentation?

R -

Explanation:

In Dynamic Segmentation, the device first authenticates with ClearPass. Based on the authentication result, ClearPass assigns a role.
The switch or AP then enforces the role by applying the appropriate VLLAN or policy, and finally, the device is granted full access to
the network.
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