300-215:A 8 D e ik | HRH 4 300-215H A FEAER
ket | —3FHFEF5 & Conducting Forensic Analysis &

Incident Response Using Cisco Technologies for

CyberOpstiEk & £l

NIy
CISCO.

CONDUCTING FORENSIC ANALYSIS
AND INCIDENT RESPONSE USING
CISCO TECHNOLOGIES FOR
CYBEROPS

(300-215 CBRFIR)

BRTI T T FRA ML =Y 5HEFTDIPNTest 300-215PDFKX > 7 # X v > a— K7
% : https://drive.google.com/open?id=10YSk6RBaGKZ{yK TPSJDENolGh3cp4ucd

AN RZ2HERD D &35, R4 H %212 CiscoD300-215RBR I AKEE2 LW I ECEERDD 7.
COBRERERT 20, o TITHHBCOE—HLITTTH. BYDCiscoD300-215Y 7 + # R T
BZIRTCORBREBECTT. 556, RYGENL TRYOMBEEL2 L L TIPNTestOEM e b CHARS € TH L
FOEKT AR EMAL £ 3. Ha-OF T 2CiscoD300-215Y 7 F BBPIRD E RS 21210 —4F
MoEREH 2 BHEL £ 7.

300-2157 A bL Y MEFEFT. TRTOME TOUDOEHBILZEL F L. ZLO¥BERL VEVEHDH
EBrEDDILHOBHALY — L EL Ty JED300215BE ML —=> 7. BEL/A7 +—~ > R & AHFO
D77 /ay—xT2EREERLGET L /2. 300-215%858D bL > P2 RECHEMBT 2101, Webie 7 2
AT Bh. 300-215RBOEEOF T2 BRI THX 7> —FL T 3002150 L —=V 7 OE5RT 12D
WebJPNTest TR L £ 7. #4 K,

>>300-215H A B A BRI <<

Cisco 300-215B B B B . 300-21548 5% 3 B B BT AR

300-2155RFEFRER ML T BAEZE T 2OETERTHO TV IAZE> THERDHZZETT. TOR
HEH o756, BROWIMETOE—YavDF v Y AR5 L5232 ERNTEET. RYD300-2155E R
FERDH>Ts DEFLEESRDENHEST 2 ENTEET. LLDITERDOAL S H1TEIL & L 72, 300-2153
BrBELTOU2bai-bEmLITHLEL & 9.

Cisco Conducting Forensic Analysis & Incident Response Using Cisco


https://drive.google.com/open?id=1OYSk6RBaGKZfyKTP8JDENoIGh3cp4ucd
https://www.jpshiken.com/300-215_shiken.html
https://www.jpexam.com/300-215_exam.html
https://www.jpntest.com/shiken/300-215-mondaishu
https://www.topexam.jp/300-215_shiken.html

Technologies for CyberOps 58 X 300-215 54 5[5 /8 (Q35-Q40):

HP #35
An investigator is analyzing an attack in which malicious files were loaded on the network and were undetected. Several of the
images received during the attack include repetitive patterns. Which anti-forensic technique was used?

A. tunneling
B. obfuscation

C. spoofing
D. steganography

IEf#: D

HM #36
What is an antiforensic technique to cover a digital footprint?

e A. obfuscation

e B. authentication

e (. authorization

e D. privilege escalation

Ef: A

A -

Antiforensic techniques are methods attackers use to cover their tracks. According to the Cisco CyberOps curriculum, "obfuscation”
refers to techniques such as encoding, encrypting, or otherwise disguising commands, payloads, or scripts to avoid detection and
analysis. This is a standard antiforensic tactic used to prevent attribution and hinder forensic nvestigation.

Options like privilege escalation and authentication are part of attack vectors or access control and not antiforensic methods.

R #37
Snort detects traffic that is targeting vulnerabilities in files that belong to software in the Microsoft Office suite. On a SIEM tool, the
SOC analyst sees an alert from Cisco FMC. Cisco FMC is implemented with Snort IDs. Which alert message is shown?

A. FILE-OFFICE Microsoft Graphics cross site scripting (XSS)

B. FILE-OFFICE Microsoft Graphics buffer overflow

C. FILE-OFFICE Microsoft Graphics remote code execution attempt
D. FILE-OFFICE Microsoft Graphics SQL INJECTION

IEf: C

R -

Cisco Firepower Management Center (FMC), when configured with Snort rules, classifies attacks with signature categories such as
FILE-OFFICE for Microsoft Office-based exploits. One of the critical threats involving Microsoft Office is a known vector
mvolving Microsoft Graphics, which attackers exploit for remote code execution (RCE). RCE vulnerabilities enable attackers to
execute arbitrary commands or code on the target machine-making this classification high-severity.

The alert "FILE-OFFICE Microsoft Graphics remote code execution attempt" is consistent with what Cisco and Snort define for
such threats and appears in rulesets addressing vulnerabilities like CVE-2017-0001.

Reference: Cisco Secure Firewall Threat Defense and Snort rule categories in the Cisco CyberOps v1.2 Guide.

B #38
Refer to the exhibit.



Alert Message
SERVER-WEBAPP LOCK WebDAYV Stack Buffer Overflow attempt

Impact:

CVSS base score 7.5

CVSS impact score 6.4

CVSS exploitability score 10.0
Confidentiality Impact PARTIAL
integrity Impact PARTIAL

availability Impact PARTIAL

After a cyber attack, an engineer is analyzing an alert that was missed on the intrusion detection system. The attack exploited a
vulnerability in a business critical, web-based application and violated its availability. Which two migration techniques should the
engineer recommend? (Choose two.)

e A heap-based security

B. data execution prevention

C. address space randomization
D. NOP sled technique

E. encapsulation

Eﬁ: B\ C

B #39

[**] [1:2008186:5] [ET SCAN|DirBuster Web App Scan in Progress [*¥*]
[Classification: W@B Apflifatien Attack] [Priority: 1]
04/20-13:02:21.250000 192.168.100.100:51022+=>(192.168.50.50:80
TCP TTL:63 TO0S:0x0 ID:20054 Iplen: 20" DgmLen:342 DF

*¥*APpR** Saq: 0x369FBE52 Ack: OxXSCFO06FD8 Win: 0xFA60 TcpLen: 32

[Xref => http://doc.emergingthreats.net/2008186] [Xref => http://owasp.org]

Refer to the exhibit. According to the SNORT alert, what is the attacker performng?

A. brute-force attack against the web application user accounts

B. XSS attack against the target webserver

C. brute-force attack against directories and files on the target webserver
D. SQL mjection attack against the target webserver

Ef#: C



R -
Explanation

B #40
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