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[ #106
The best practice for CloudGuard Network deployments utilizes the Hub and Spokes Model.
Which of these statements is the most correct for this model.

e A, Allthe security components including SMS, Northbound and Southbound Security Gateways and East-West VPN
Gateways will be deployed in one Hub.

¢ B. The Hub and Spoke model is applicable ONLY to multi-cloud environments. The Hub includes all the Security Gateways
in all cloud environment. Each Spoke includes all resources of a Data Center in a single Cloud Environment.

e C. A Spoke can ONLY consist of a single virtual machine in a dedicated subnet shared between the VM and the Hub.

e D. Alltraffic that enters and exits each spoke must travel through a hub.

EfE: D

AR :
In short, the cloud environment is set up as a system of connections in which all spokes are connected to a transit hub, and all traffic
to and from the spokes traverses the transit hub.

B #107
What does AMI stand for n AWS?

A. Amazon Machine Infrastructure
B. Amazon Mastered Internet

C. Amazon Machine Image

D. Amazon Model Instance

EfE: C

R #108
What are two basic rules Check Point recommends for building an effective policy?

A. Access and Identity Rules
B. Cleanup and Stealth Rule
C. VPN and Admin Rules
D. Implicit and Explicit Rules

IEf#: B

AR

Best Practice - These are basic Access Control rules we recommend for all Rule Bases:
Stealth rule that prevents direct access to the Security Gateway.

Cleanup rule that drops all traffic that is not matched by the earlier rules in the policy.

M #109
In Amazon Web Services, what is the level of segmentation you can achieve?

e A VPC to VPC only
e B. Internet to VPC, VPC to VPC and Subnet to Subnet
e C. VM to VM (micro segmentation) and Internet to VPC
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e D. VPC to VPC and VM to VM (micro segmentation)
Ef#: B

HA #110
‘Which of the following is the Customer’s Responsibility in the shared responsibility model used in the cloud?

A. Infrastructure Patching

B. Physical and Environment Controls
C. Infrastructure Configuration

D. Customer Employee Training

Ef#: D

A -

Customer Responsibilities: Customers are responsible for the data in their cloud (OS, updates, security patches, data integrity of
their apps, encryption, assent classficiation, [AM

> Guest OS and Application Patching and Configuration

> Customer Emploeyee Training

> Service, Communication and Data Security
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