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Microsoft SC-900 Exam Syllabus Topics:

Section Weight Objectives

- Identity management

¢ 1. Users, groups, and roles management
e 2. Microsoft Entra ID (Azure Active Directory)
overview

- Authentication and access
25-

30% ¢ 1. Conditional Access policies
e 2. Multi-factor authentication (MFA)

Topic 1: Describe capabilities of Microsoft Entra

- Identity governance

e 1. Access reviews
e 2. Privileged Identity Management (PIM)

- Data governance

¢ 1. Data classification and labeling
e 2. Microsoft Purview overview

- Risk and compliance management

20-

Topic 2: Describe Microsoft conpliance solutions 259
(V]

¢ 1. Insider risk management
¢ 2. eDiscovery and audit capabilities

- Information protection

o 1. Sensitivity labels
e 2. Data Loss Prevention (DLP)
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- Security principles

o 1. Zero Trust model
o 2. Confidentiality, integrity, and availability (CIA
triad)

- Compliance principles
Topic 3: Describe the concepts of security, compliance, and  |10-
identity 15% ¢ 1. Data protection and governance basics
¢ 2. Regulatory compliance concepts

- Identity concepts

¢ 1. Authentication vs authorization
o 2. Identity lifecycle basics

- Security operations

e 1. Security alerts and incident management
¢ 2. Microsoft Sentinel (SIEM/SOAR)

- Threat protection

30-
35% ¢ 1. Microsoft Defender XDR overview

e 2. Endpoint protection concepts

Topic 4: Describe Microsoft security solutions

- Device and workload protection

¢ 1. Microsoft Defender for Cloud basics
e 2. Cloud workload protection concepts
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Microsoft Security Compliance and Identity Fundamentals 58 X SC-900 & 5k
58 (Q103-Q108):

H R #103
Which two Azure resources can a network security group (NSG) be associated with? Each correct answer presents a complete
solution. NOTE: Each correct selection is worth one point.

A. a virtual network

B. a virtual network subnet

C. aresource group

D. an Azure App Service web app
E. a network interface

Ef#: B. E

A -

Explanation

You can use an Azure network security group to filter network traffic to and from Azure resources in an Azure virtual network. A
network security group contains security rules that allow or deny inbound network traffic to, or outbound network traffic from,
several types of Azure resources.
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i #104
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

ICrosoftt 00

Statements
You can create a hybed identity in an on-premi tivie Directory that synes to Azure AD.

+*

When wsing a hybrid model
identity provider.

User accounts created in Azure AD t@lﬂb”‘y 10 an on-prémises Active Directany.
N c

an gither be done by Azure AD or by another

R -
Answer Area (\ b
Statements go
You can create a hybrid identity in an un-premi&ci irectory that syncs to Azure AD.

-l

User accounts created in Azure AD s;@ma]ly to an on-premises Active Directory. D 19

ﬁe AD or by another

When using a hybrid ' | ti ean either be done by

identity provider. I C ro O

*

You can create a hybrid identity in an on-premises Active Directory tha Azure AD.
User accounts created in Azure AD sync aulomat“o arG:Qes Active Directory.

When using a hybud e«ther be done by Azure AD or by another

identity pr'ndp

Bl N\ icrosoft

B #105
Select the answer that correctly conmpletes the sentence.

In an environment that has on-premises resources and cloud resources,

should be the primary security perimeter.

LIV




In an environment that has on-premises resources and cloud resources,

should be the primary security perimeter.
the cloud
a firewall
identity
icrasoft Defender for Cloud

In an environment that has on-premises refoufces-and clq{d\rtsburces,
- -

should be the primary security perimeter.
the cloud

a firewall

identity
Microsoft Defender for Cloud

H M #106
‘Which Microsoft 365 compliance feature can you use to encrypt content automatically based on specific conditions?

A. eDiscovery

B. retention policies
C. sensttivity labels
D. Content Search

IEf: C

fiE it

In Microsoft 365 compliance, sensttivity labels (Microsoft Purview Information Protection) are the feature designed to classify and
automatically protect data. Microsoft states that sensitivity labels "let you classify and protect your organization's data" and that a
label "can apply protection settings such as encryption” to files and emails. Labels can be deployed so that protection is applied
without user action: Microsoft explains that labels "can be applied automatically, recommended, or by users," and that administrators
can "auto-apply a sensitivity label to content in SharePoint, OneDrive, and Exchange based on conditions such as sensitive info
types, keywords, or trainable classifiers." When a label with protection is applied, "encryption settings travel with the content" and
enforce usage rights like who can open, print, or forward, even outside the organization.

By contrast, Content Search and eDiscovery are discovery/mvestigative tools and do not enforce protection.

Retention policies manage how long content is kept or deleted, but they don't encrypt content. Therefore, the Microsoft 365
compliance capability that encrypts content automatically based on specific conditions is sensitivity labels with auto-labeling policies
n Microsoft Purview.

H #107
When a user authenticates by using passwordless sign-in, what should the user select in the Microsoft Authenticator app?

A. a passphrase

B. a number

C. an answer to a security question
D. an alphanumeric key

Ef#: B

fEE L.

Sign in with passwordless credential

The first time a user starts the phone sign-in process, the user performs the following steps:

1. Enters their name at the sign-in page.

2. Selects Next.

3. Ifnecessary, selects Other ways to sign in.

4. Selects Approve a request on my Authenticator app.

The user is then presented with a number. The app prompts the user to authenticate by typing the appropriate number, instead of by
entering a password.



Note: Enable passwordless sign-in with Microsoft Authenticator

Microsoft Authenticator can be used to sign in to any Microsoft Entra account without using a password. Microsoft Authenticator
uses key-based authentication to enable a user credential that is tied to a device, where the device uses a PIN or biometric.
Windows Hello for Business uses a similar technology.

Reference:

httpsz/leam.microsoft.com/en-us/entra/identity/authentication/howto-authentication-passwordless-phone
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