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HM #83
A Compliance Auditor is tracking the lifecycle of an encrypted vSAN Stretched Cluster in VCF 9.0.
A new ESXi host (esx-09) is commissioned via SDDC Manager and successfully added to the cluster.

[Log Analysis: vsan-crypto_config.log/ CMMDS events]

Event 1: Host 'esx-09' enters cluster.

Event 2: vCenter detects KMS trust validation required.

Event 3: SDDC Manager issues 'vsan storage add' API calls to the host.
Event 4: Host generates internal Data Encryption Keys (DEKs).

Event 5: Disk claiming completes.

How does the deep mtegration between SDDC Manager, vSAN encryption, and Disk Claiming enforce security when this new host
is added to the already-encrypted cluster? (Select all that apply.)

¢ A The local ESXi hypervisor on esx-09 generates unique Disk Encryption Keys (DEKSs) locally for every new physical drive,
ensuring that device-level keys never leave the host.
¢ B. SDDC Manager automatically formats the new disks using VMFS-6 self-encrypting drive (SED) capabilities, bypassing
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the vSAN software encryption stack.

¢ (. SDDC Manager must temporarily disable VSAN Data-in-Transit (DiT) encryption on the entire cluster to allow the new
host to perform the unencrypted CMMDS handshake.

¢ D. Before claiming the disks, SDDC Manager validates that esx-09 can communicate with the external KMS cluster
configured in the Management Domain to retrieve the Key Encryption Key (KEK).

¢ E. The new disks are wrapped by the existing cluster-wide KEK; the administrator does NOT need to configure a new KMS
policy for the added host.

IEf#: A. D. E

H #84

A VI Admin is deploying a developer namespace ina VCF 9.0 environment. The developers rely heavily on Kubernetes Persistent
Volume snapshots for their CI/CD pipelines. They often generate up to

50 snapshots per day per volume.

The Admin runs a debug command to inspect the snapshot tree for a heavy-use vSAN ESA volume.

[root@esx-03:~] esxcli vsan debug object health summary get
Object UUID: 554350... (FCD: Dev-DB-PVC)

Format: vSAN ESA Log-Structured

Snapshot Count: 45

Read Latency: 0.8 ms

How does the deep fusion of VSAN ESA mechanics and the Snapshot architectural model allow this workload to function efficiently
compared to the legacy OSA VMFS approach? (Select all that apply.)

e A. ESA snapshots require the virtual machine to be powered off during creation to ensure memory state consistency across
the B-Tree map.

¢ B. vSAN ESA increases the maximum supported snapshot limit per object from 32 (in OSA) to 200, unlocking Continuous
Data Protection (CDP) style workflows.

e C. vSAN ESA native snapshots utilize a Log-Structured B-Tree pomter mechanisim; capturing a snapshot is a millisecond
metadata operation that does not create a secondary delta file.

e D. Deleting or consolidating a 45-snapshot chain in OSA triggers a massive "VM Stun" event to merge the block data,
whereas ESA deletes snapshots instantly by dropping the B-Tree pointers in the background.

e E Inlegacy OSA (VMFS), snapshots utilize "Redo Logs" (SEsparse). Reading data froma VM with 45 snapshots requires
the 1/O to traverse a 45-layer deep disk chain, causing severe latency degradation.

IEf#: B. C. D. E

H #85
What is the purpose of VSAN deduplication and compression?

A. Increase network bandwidth
B. Improve CPU performance
C. Reduce storage consumption
D. Improve VM boot speed

Ef: C

H #86

An Operations Engineer is managing a VCF Stretched Cluster configured with "Dual Site Mirroring" across Site A and Site B, plus a
Witness.

A severe network failure causes '"Total Site Isolation" at Site A. Site A completely loses network connectivity to BOTH Site B (the
ISL drops) AND the remote Witness Appliance. Site A retains power and local networking,

# VSAN Unicast Agent Status (Post-Failure Snapshot)
Site A Hosts -> Can only ping Site A Hosts.
Site B Hosts -> Can ping Site B Hosts AND Witness.



How do the Unicast Partition Groups and vSphere HA mechanics interact to resolve this specific Disaster Recovery scenario?
(Select all that apply.)

¢ A The vCenter Server automatically forces the Witness Appliance to migrate to Site A to re-establish quorum

e B. Site A forms its own local Partition Group, but because it holds less than 50% of the votes (no Site B, no Witness), DOM
strips quorum, locking all storage access for the VMs on Site A.

C. vSphere HA detects that Site A's VMs have lost their datastore and network, triggering a cold restart of all Site A Virtual
Machines onto the surviving compute hosts at Site B.

D. Site B and the Witness form the majority Partition Group (66% of votes). The DOM verifies quorum and makes the Site B
data active.

E. Virtual machines on Site A will continue to run normally using their local SSD cache to absorb writes indefinitely until the
network is restored.

Ef#: B. C. D

HP #87

A Virtual Infrastructure (VI) Admin is nvestigating chronic congestion alerts on a VCF 9.0 vSAN Cluster. The storage hardware
consists of high-end NVMe drives which are only at 30% utilization, yet the vSAN Performance Service shows significant "Network
Congestion'”.

The network architecture is configured as follows:

- 2x 25 Gbps physical NICs per host.

- VSAN traffic and vMotion traffic share the same Distributed Port

Group.

- Network I/O Control (NIOC) is enabled.

- Jumbo Frames (MTU 9000) are configured on the vSphere Distributed

Switch (vDS) but MTU 1500 is configured on the physical ToR switches.

The admin suspects that network misconfigurations are propagating faults into the storage stack.

Which of'the following interactions explain how the current network design is causing the storage backend latency and congestion?
(Select all that apply.)

e A The Network Congestion metric specifically ndicates that the vSAN Distributed Object Manager (DOM) is delaying
host-to-host replication traffic to match the limited throughput of the physical switch buffers.

e B. Sharing vSAN and vMotion traffic without appropriate NIOC shares allows large vMotion migrations to starve the vVSAN
network stack, triggering log-congestion on the storage devices.

e C. The 25 Gbps NICs are findamentally insufficient for VSAN ESA requirements; VCF 9.0 strictly requires 100 Gbps
RDMA networking for NVMe performance.

¢ D. The MTU mismatch between the vDS (9000) and ToR switches (1500) causes silent packet drops for large vVSAN /O
payloads, forcing TCP retransmissions that VSAN interprets as storage latency.

IEf#: A. B. D
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