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H #32
‘What would be the most appropriate action to take if you wanted to prevent a folder from being uploaded to the cloud without
disabling uploads globally?

e A AnlOA exclusion

e B. A CustomIOC entry

e C. A Sensor Visibility exclusion
¢ D. A Machine Learning exclusion

Ef#: B

A :

The most appropriate action to take if you wanted to prevent a folder from being uploaded to the cloud without disabling uploads
globally is to create a Custom IOC entry. A Custom IOC (indicator of compromise) entry allows you to define custom rules for
detecting or preventing malicious activity based on file hashes, file paths, IP addresses, or domains. You can use regex (regular
expression) syntax to create a Custom IOC entry that matches the folder path that you want to block fiom being uploaded to the
cloud.

B #33
You want to create a detection-only policy. How do you set this up in your policy's settings?

¢ A. Youcan't create a policy that detects but does not prevent. Use Custom IOA rules to detect.

¢ B. Enable the detection sliders and disable the prevention sliders. Then ensure that Next Gen Antivirus is enabled so it will
disable Windows Defender.

e (. Set the Next-Gen Antivirus detection settings to the desired detection level and all the prevention sliders to disabled. Do
not activate any of the other blocking or malware prevention options.

¢ D. Select the "Detect-Only" template. Disable hash blocking and exclusions.

EfE: C

R

The administrator can create a detection-only policy by setting the Next-Gen Antivirus detection settings to the desired detection
level and all the prevention sliders to disabled i the policy's settings. This will allow Falcon to detect but not prevent threats on the
hosts using this policy. Do not activate any of the other blocking or malware prevention options, as they will enable prevention
actions. The other options are either incorrect or not related to creating a detection- only policy.

HR #34
‘Which user role will NOT enable the user to connect to a host using Real Time Response?

A. Real Time Response - Administrator

B. Real Time Response - Read-Only Analyst
C. Real Time Response - Active Responder
D. Falcon Admmistrator
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HP #35

You are evaluating the most appropriate Prevention Policy Machine Learning slider settings for your environment. In your testing
phase, you configure the Detection slider as Aggressive. After running the sensor with this configuration for 1 week of testing, which
Audit report should you review to determine the best Machine Learning slider settings for your organization?

A. Prevention Policy Debug

B. Prevention Hashes Ignored

C. Machine-Learning Prevention Monitoring
D. Prevention Policy Audit Trail

Ef#: C
A -

Audit logs --> Machine- learning prevention monitoring It shows the count of ML expected detections based on the detection levels
for a defined time period and the list of files that would be detected on each detection level.

HM #36
‘When deploying the Falcon Sensor alongside an existing security solution, you enable the Quarantine prevention setting in Falcon.

What is the recommended configuration for both solutions?

¢ A Disable or remove the other AV solution and configure NGAV Sensor Machine [earning prevention in Falcon to
Moderate or higher

¢ B. Disable or remove the other AV solution and configure NGAV Sensor Machine Learning prevention in Falcon to Cautious

¢ C. Disable or remove the other AV solution and configure ODS Cloud Anti-Malware prevention in Falcon to Moderate or
higher

¢ D. Disable or remove the other AV solution and configure NGAV Cloud Machine Learning prevention in Falcon to Extra-
Aggressive

EfE: A
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